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1. TACIIOPT ®OHJA OHEHOYHbIX CPEJICTB

1.1. Obnacme npumenenus hornoa oueHoUnbIX cCpeocme

@DoH/1 OLIEHOYHBIX CPEJICTB MPETHAZHAUECH /ISl OLICHUBAHUS TOCTHXKEHUM 3aIlJIaHUPOBAHHBIX
pesyapTatoB 1o ydeOHoW mucrmrumHael MJIK.02.03Ceprudukanus WHGOPMAIMOHHBIX CHCTEM
IporpamMMbl  TIOJITOTOBKH crienuaiucToB cpeaHero 3BeHa (manee IIIICC3) mo cnemnuanbHOCTH
09.02.13 «MHTerpanus peueHuii ¢ IpUMEHEHNEM TEXHOJIOTUI HCKYCCTBEHHOI'O HHTEIIIEKTa.

@®onpn omnenounblx cpenacts (®OC) mpencraBmsier coOOW KOMIUIEKT MATEPUAIOB IS
MIPOBEJICHUS MPOMEKYTOYHON aTTECTALIMU U TEKYIIETrO0 KOHTPOJIS.

PesynbpTaThl 00yueHus: - 3TO YCBOEHHBIC 3HAHUS M OCBOCHHBIC YMEHHUS MO JMCLUUILIMHE B
EJISIX OBJIAZICHUS IMPEAYCMOTPEHHBIX CTAHAPTOM OOIIHUX M MPOPECCHOHATBHBIX KOMITCTESHITUH.

@oH/  OIEHOYHBIX CPEICTB TO3BOJSET  OIEHHUBATh  (POPMUPOBAHUE  DJIEMEHTOB
npodeccuonansueix komneteHui (I1K) u snementoB obmmxkommnereniuii (OK) uepe3 ocBoenue

YMEHUH, 3HAHUU U HABBIKOB.

Koa OK, IIK YMmeTh 3Harthb

TIK 2.1 BrigBadats [IponsBoauTh MACHTU(HUKAIIIIO OCHOBHBIE KOJIBI OIITUOOK TpH
MPOOJIEMBI, po0IIeM, CBSI3aHHBIX C HOPMAIBHBIM pabote ¢ 6a30ii JaHHBIX;
BO3HHUKAIOIIUE B (YHKITMOHUPOBAHUEM 0a3bl JAHHBIX; MeTo/IbI U CPEACTBA YCTPAHCHUS
rporecce [IpuHUMATE pereHns Mo JOKATU3AIUN OIMOOK, BO3HUKAIOIINX TIPU paboTe
JKCIDTyaTaruu 6a3 po0IIeM, CBA3aHHBIX C HOPMAIBHBIM ¢ 6a30# TaHHBIX;

JaHHBIX. (YHKITHOHUPOBAHUEM 0a3bl JAHHBIX; TenneHIuu pa3BUTUsI OAHKOB

K 2.2 JloKyMEHTHpOBATh BHEILITATHBIE JIAHHBIX;

OcymiecTBisATh CUTYaIlU¥ CBSI3aHHBIE C HOPMaJTBHBIM TexHOIOTHs YCTAHOBKH M HACTPOWKH
MIPOIIE Ty P (YHKITHOHUPOBAHUEM 0a3bl JAHHBIX; cepBepa 0a3 nanHbIX; TpeOoBaHus K
aaMuHUCTpUpoBanus | OCyIIeCTBISATh OCHOBHBIC (DYHKIIUHU 110 0e30MmacHOCTH cepBepa 0a3bl

0a3 JaHHBIX.

[IK 2.3 TIpoBoauTh
ayJIUT CUCTEM
Oe3omacHOCTH 0a3
IAHHBIX C
HCTIOJIB30BaHUEM
PErJIaMeHTOB 10
3amuTe HHHOPMAITUH.
[IK 2.4 ®opmupoBath
TpeOoBaHMS
XpaHWIHI] OaHKa
IAHHBIX IS
obydeHusI.

IIK 2.5
IToarorasauBaTh
aHHbIE g 0a3bl
3HAHWIM.

OK 01

Bri6upats criocoOst
pelIeHus 3a1a4
npodeccuoHaTbHON
JIEATENIBHOCTH
MPUMEHHUTEIIBHO K
Pa3IMYHBIM
KOHTEKCTaM

aJMHUHHCTPUPOBAHUIO 023 NaHHBIX;
HacTpanBath nonutruku 6e30macHOCTH
pu paboTe ¢ cepBepoM 0a3 JaHHBIX
JlaTh HE3aBUCHMYIO OLIEHKY YPOBHS
Oe3omacHOCTH

IIpousBoaNTH periiaMeHTHOE
0OHOBJIEHHE TIPOTPAMMHOTO
oOecrieyeHust

PaspabatbiBaTh nepeueHb peKOMEH QI
1o JanbHenen skcruryarauuu b1 ¢
MaKCUMAaJIbHOU 3alIUTON XpaHsIIencs
WHPOPMALIUH.

[Mpou3BoauTH GOpMHPOBAHKE
TpeboBaHMil K 00paboTKe TaHHBIX U UX
W3BIICUYCHUIO;

J06aBIsITh, yAamaTh U U3MEHSITH TaHHEBIE
B 0a3e JaHHEIX;

ITpou3BOANUTE OTEPAIHH IO UMITOPTY U
9KCIIOPTY JAHHBIX B PA3IMYHBIX
¢dopmarax

pacmo3HaBath 3a/1a4y W/WIK PodieMy B
po(heCCHOHATBHOM H/HJIU COLHAIEHOM
KOHTEKCTE, aHAJIM3UPOBATh U BBIACIATH
€€ COCTaBHBIE YaCTH

JaHHBIX;

[IpoTokoisl 6e30macHOCTH MPpH
pabote ¢ 0a30ii JaHHBIX;

MeToab! 1 cpecTBa 3alUThI
WHPOPMAIIUH OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;
YpoBHH yrpo3 0€30macHOCTH
nHpOpPMAITUH

DopMBI JOKYyMEHTOB, HEOOXOIUMBIX
1 GOPMHUPOBAHMS, BEICHUS U
HCHOJIBb30BaHMs OaHKa JaHHBIX
TwuIbl JTAHHBIX XpaHEHHS
nHpOpMaNUK B 0a3e JaHHBIX
aKTyalbHBIHA podecCHOHaIbHBIN 1
COILIMANTLHBIN KOHTEKCT, B KOTOPOM
MPUXOAUTCS paboTaTh U KUTh
CTPYKTYypa IUIaHa AJIsl peILCHUs
3aJad, alrOPUTMBI BHITTOJTHEHHUS
pabort B nmpodeccroHaILHON U
CMEKHBIX 00IacTsIX

OCHOBHBIE UCTOYHUKHU HH(POPMALIUU
U pecypchl [UIsl pelIeHus 3a1a4
W/Wau npodieM B




OK 02 OIIPEIEIATD ATAIbl PELICHUS 331a4H, po¢eCCHOHATBHOM W/UITN
Hcnonb3oBath COCTaBJISATH IJIaH ACHCTBHH, COLIMAJIbHOM KOHTEKCTE
COBpEMEHHBIE pean30BbIBaTh COCTABJICHHBII MJaH, MeTOABI paboThI B

CpeICTBa MOKCKa, OTIpeIeNIAThE HEOOXOAUMBIE PECYPCHI po¢eCCHOHANBEHON 1 CMEXKHBIX
aHajam3a u BBISBIIATE U 2(HEKTHBHO NCKATh chepax

HHTEPIPETALNN HH(POPMALIIO, HEOOXOIUMYIO IS MOPSIIOK OLIEHKH PE3YJIbTaTOB
nHpOpPMALIUH U peleHns 3aAa4K W/UIIK TPOOIEMBbI peueHus 3aga4 npoecCuOHaNbHOM
WHPOPMALIUOHHBIE BJIa/IETh aKTyaJIbHBIMU METOIaMU JIeSATENbHOCTU

TCXHOJIOTHUH IJIA
BBITIOJIHCHHSA 3a1a4

paboTHl B IpohecCHOHANBHON 1
CMEXHBIX cepax

HOMEHKJIaTypa HH(POPMAITHOHHBIX
HWCTOYHHUKOB, MPUMCHSECMBIX B

npodeccnoHaNbHON OIICHUBATh PE3YJIbTAT U MOCIIEACTBHS npoeccuoHanbHON AeITCIBHOCTH
JeSITEITBHOCTH CBOMX JICHCTBUIT (CAMOCTOSITENIEHO WK C | IPUEMBI CTPYKTYPHPOBAHUS

OK 05 ITOMOIIIEI0 HACTABHUKA) nHpopMaIun

OcymecTBIsTh OTIpeIeNIATH 3a/1a4H JIIsl TOUCKa (dopmar oopmiteHUS PE3yTBTATOB
YCTHYIO U WHPOPMAITUH, TUITAHUPOBATh MPOIIECC noucka nHdopMarmu
MUCHMEHHYIO TOWCKA, BEIOUPATh HEOOXOIUMbIE COBpPEMEHHbIE CPEIICTBA U
KOMMYHUKAIUIO Ha WCTOYHUKHU HH(POPMALIUH yCTpoicTBa HHQOpMaTH3ALIUH,
roCcya1apCTBEHHOM BbIACIATH HaI/IGOHee 3HAa4YMMOC B IMOPAAOK UX IMMPUMCHCHUA

s3e1ke Poccniickon
®denepalvy ¢ y4eTOM

nepevHe nHGopMaLru, CTPyKTYpUPOBaTh
MoJTy4aeMyto HHPOPMAIHio, 0QOpMISTh

IporpaMMHoOe 00ecriedeHue B
po(h)eCCUOHATBHON EATEILHOCTH, B

0coOeHHOCTEN pe3yJIbTaThl IOHUCKA TOM 4HcIe u(poBbIe CpeacTBa
COIUAITLHOTO U OIICHUBATH MPAKTHYECKYIO 3HAYUMOCTD MICUXOJIOTHYECKHE OCHOBBI
KYJITYPHOTO pe3yIbTaTOB MOUCKA JIeSITEIIPHOCTH KOJUICKTHBA
KOHTEKCTa MPUMEHSTh CpeICTBa MHPOPMALIMOHHBIX | TpaBuiia 0(hopMIIEHHSI JOKYMEHTOB
TEXHOJIOTHIA JJIsl pEIICHHUS MPaBUJIa IOCTPOCHUS YCTHBIX
npo¢eCCHOHANBHBIX 3324 cooOIIeHu
WCIIOJIb30BaTh COBPEMEHHOE 0COOEHHOCTH COLTUATIBHOTO U
nporpaMMHoe obecrieueHre B KYJIETYPHOTO KOHTEKCTa
npo(eCCHOHATLHON IEATETHLHOCTU
WCIIOJIb30BaTh Pa3InuHbIe MU(POBBIC
CpeZcTBa JUIsl pEHICHUS
npodeCCHOHANBHBIX 33124
IPaMOTHO HM3JIaraTh CBOM MBICITH U
0oopMIIATH JOKYMEHTHI T10
po(heCCHOHAIBHON TeMaTHKE Ha
rOCYJIapCTBEHHOM SI3BIKE
MIPOSBIISATH TOJIEPAHTHOCTD B pabouemM
KOJIJICKTHBE
1.2. _Opeanuzauua___meKyuwieco0 __KOHMPOJIA___YCNEBACMOCIU U NPOMEHCYMOYHOU

ammecmayuy no UMozam 0C80CHUS NPOZPDAMMBL YUCOHOU OUCUUNTIUHbL

B mnepuon oOyuenus mo oOpaszoBatenbHoi mporpamme CIIO ocyiiecTBiseTcs TEKyIUi
KOHTPOJIb YCIIEBAEMOCTH CTYJIEHTOB, MPOMEXKYTOYHAsI aTTECTAIMs MO Y4eOHBIM MUCHUIUIMHAM U
npodeccuoHaTbHBIM MOAYJISIM.

Texymmii KOHTPOJIb OCYIIECTBIISIETCSI B TIpeaesax ydeOHOTO BpPEMEHH, OTBEICHHOTO Ha
y4eOHYIO JUCIUIUIMHY, OLEHUBACTCS MO NATHOAIBHON mKaie. Tekyuiuii KOHTPOJIbIPOBOIUTCS C
O eJIbIO O6’beKTHBHOI>'I OIICHKU KAa4Y€CTBa OCBOCHHA MNPOrpaMMbl AJUCHUIUIMHBI, a TaKXKC
CTHMYJIMPOBaHUS YYeOHOH EATEILHOCTH CTYICHTOB, IIOATOTOBKHU K IIPOMEKYTOYHOH aTTeCTallud U
obecrieueHuss MakcUMalibHOM »¢@deKkTuBHOCTH ydeOHOTO mporecca. [l OIeHKH KadecTBa

MOJTOTOBKH MCIIONB3YIOTCS pa3iuuHble (POPMBI M METO/bI KOHTPOJIs. TeKymuid KOHTpOoIIb yaeOHOMH



JTUCIUIUIMHBL OCYLIECTBISIETCS B (opMe YCTHOrOo Ompoca; 3allUThl MPAaKTUYECKUX 3aJaHUH,
pedepara, TBOpUECKHX pPAa0OOT; BBITOJHEHUS KOHTPOJBHBIX W TECTOBBIX 3a/IaHUMN; PEIICHUs
CUTYallMOHHBIX 3a7ad W Apyrux ¢GopM KOHTPOJS, MPEAYCMOTPEHHBIX MPOrpaMMoi yueOHOH
JUCIUTUIAHBI.

[IpomexyTouHas aTtecTauus NPOBOAUTCA B (Gopme, IpeayCMOTPEHHOH IIaHOM Y4eOHOTO
nporiecca: nuddepeHIMpoBaHHOTO 3a4eTa, IK3aMeHa.

B mepuoa cinoxHOW CaHUTAPHO-IHIEMHUOIIOTHYECKON OOCTAaHOBKU WIIA JIPYTUXCHTYAITHSIX
HEBO3MOXKHOCTH OYHOTO OOY4YeHHMsS M NPOBEACHUS aTTeCTAllUd CTYACHTOB KOJUICDK peallu3yer
oOpa3oBaTeNbHble MPOTPAMMbl IJIM KX YaCTH C TMPUMEHEHUEM D3JIEKTPOHHOTO OOyuYeHwus,
JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTUH BIPEIyCMOTPEHHBIX 3aKOHOJIATEIBCTBOM (popmax
00yYeHUS WIIY TIPU UX COUCTAHUH, TPUIIPOBEICHNUN YICOHBIX 3aHATUN, TPAKTHK, TEKYIIET0 KOHTPOJIS
yCIEeBaeMOCTH,TPOMEKYTOUHOM aTTEeCTAIlK 00YyYarOIIUXCSl.

dopma npomexxyTouHoi arrecranuu no yuebnoi mucuuminuHe MJIK.02.03Cepruduxamus

MH(POPMALMOHHBIX CHCTEM - MU HepeHINPOBAaHHBIH 3a4eT.



2. KOHTPOJIb W OIEHKA OCBOEHHUS ITPOIPAMMBI YUYEBHOWM
JUCHHUIIJINHBI
2.1. IlepeyeHb BONPOCOB M 32/1aHUI1 /I TEKYILIEr0 KOHTPOJIS
B pesynbrare Tekymel arrectanuu o yaeonoi gucruminae MJIK.02.03Cepruduxanus
MH(OPMALIMOHHBIX CHUCTEM OCYILECTBISETCS MpoBepKa chOpMUPOBAHHOCTH YMEHUI U 3HAHUIA,
HanpaBlieHHBIX Ha popmupoBanue cooTBeTcTBYOMUX OI'OC CITO 06mux u npodeccnoHambHbIX
KOMIIETCHIIU .

[IpakTuueckoe 3ansarue «HacTpoiika moiIuTUKU 6€30MacHOCTI

Lenb: U3yuuTh MpoIlecc HACTPOHKU MOMUTHKU Oe3omacHocTH Ha [1K

Teopernueckue cBeieHUs

[TomuTrka 6e30macHOCTH — 3TO HA0OP MapaMeTpPOB, KOTOPBIE PETYIUPYIOT 0€30IMacHOCTD
KOMITbIOTEpPA W YIPABISIOTCS C MOMOIIBI0 JiokaibHOro o0bekta GPO. HactpauBaTe naHHble
MOJIMTUKUA MOXHO TIPH MOMOIIM OCHACTKH «PemakTop JIOKaJbHOW TPYIIIOBON TMOJIUTHKW» UM
ocHacTku «JIokanbHast ~ monuTuka  Oe3omacHocTW».  OcHacTka «JIoKalibHAasE —~ MOJUTHKA
0€30MacHOCTH UCIONB3YETCS Il M3MEHEHHUS TMOJIUTUKM YYEeTHBIX 3aluced U JIOKaJdbHOU
MOJINTUKYU Ha JIOKAJIbHOM KOMIIBIOTEPE, a MOJUTUKH YUYETHBIX 3alMCEil, IPUBA3AHHBIX K JOMEHY
Active Directory MOXHO HacTpauBaTh NpH TOMOILIM OCHACTKHU «PemakTop ympaBieHHs
TPYNIOBBIMU TOTUTHKaMU». llepelTu K JIOKadbHBIM MOJUTHUKAM OE30MAaCHOCTH, BbI MOXKETE
CJIEIYIOIIUMH CTIOCOOaMHU:

1. Haxwmure Ha kHONKY «IlyCk» Mg OTKpBITHS MEHIO, B II0JI€ IOMCKA BBeaAUTE JIoKanpHas
MOJINTUKA OE30MaCHOCTH U OTKPONTE MPUII0KEHUE B HAMJICHHBIX PE3YyJIbTaTaX;

2. Bocnonp3yiitech KOMOMHALIMEN KIIaBUIII R JUISL OTKPBITUS Auanora « BeimoaHuTe. B
JTMAJIOTOBOM OKHE «BBINONHNUTEY, B MoJie « OTKPBITH» BBEAUTE Secpol.msc 1 HAKMUTE Ha
kHONKY «OK»;

3. Orkpointe «Koncons ynpasiaerust MMCy. [lnst aToro Haxmure Ha KHONIKY «lIIyck», B mone
IIOMCKa BBEAUTE MMC, a 3aT€M Ha)KMHUTE Ha KHONIKY «Enter». OTkpoeTcs mycTast KOHCOJIb
MMC. B mento «KoHcoinb» BbiOepuTe KOMaHy «J{00aBUTh MM yJTAIUTh OCHACTKY» I
BOCTIOJNB3yHTeCh KoMmOuHarmei kinasum Ctrl+M. B muanore «/loGaBienne u ynaneHue
OCHACTOK» BbIOEpUTE OCHACTKY «PeaakTop J0KaIbHOM ITPyNIOBOM NOJUTHKUY U HAXKMUTE
Ha KHOMKY «JloOGaBuTh». B mosiBuBmeMcs auanore «Bpibop o00bekTa TIpynmnoBoi
MOJIMTUKW» HAXKMUTE Ha KHONKY «O030p» A1 BbIOOpa KOMIBIOTEpPA WM HAXKMUTE Ha
KHOTIKY «['0TOBO» (110 yMOJIYaHUIO YCTAaHOBJICH OOBEKT «JIOKaTbHBINH KOMIBIOTEPY»). B
nuanore «JlobaBieHne WM yAaJeHHE OCHACTOK» HaxmHuTe Ha KHONKY «OK». B

ocHacTke «Pemaktop JIOKAJIbHOU IPYIMITOBOM MOJUTHKI» TIEPEHINTE B
y3en «KoHpurypaiuss ~ KOMIploTepa», a  3areM  oTkpouTe  y3en «[lapamerpsl
0€30IIaCHOCTHY.


https://topuch.ru/zadanie-6-10-zadanie-7-12/index.html

B ToM ciyuae, ecnu Bair KOMIIBIOTEP MOJICOETMHEH K IoMeHy Active Directory, monuruka
0€30IIaCHOCTH OIPENEeNACTCS MOMUTHKONW JIOMEHA WM TOJUTHUKON IOJpa3/eNeHus, WICHOM
KOTOPOI'0 ABJISICTCS KOMIIBIOTED.

[IpumeHeHne MOMUTUK OE30MACHOCTH sl JIOKAJbHOTO KOMIBIOTEpAa M Uil OOBEKTa
TPYIIOBOM NOJIUTHKH PabO4el CTaHIIMH, OJCOSTUHEHHOH K IOMEHY

[lpn momomM CleAYIOIUX HPUMEPOB BBl YBHIWTE DPAa3HUIy MEXIy MPUMEHEHHEM
HOJUTUKH OE30MacCHOCTH /ISl JIOKAIBHOTO KOMIIBIOTEpA M sl 00BbEKTa IPYINIOBOH MOIUTHKH
pabouero komrmbOTEpa, MpHcOoeTUnHEHHOTO K ToMeHy Windows Server 2008 R2.

[TpumMeHeHre TOTUTUKHA OE30MTACHOCTH IS JIOKATBHOTO KOMIIBIOTEpa

JInst ycneniHoro BBIIOJIHEHUS TEKYIIEro IpHUMepa, ydeTHas 3alllich, IOJ KOTOPOU
BBINIOJITHAKOTCA JaHHBIC ,Z[CflCTBI/IfI, AO0JIDKHA BXOOUWTDH B I'PYIITY «AI[MI/IHI/ICTpaTOpI)I» Ha JJIOKAJIbHOM

KOMIIBIOTEPE. Ecmu KOMIIBIOTCP MNOJAKIIIOYEH K JAOMCHY, TO 3THU JIEHCTBUSA MOTYT BBIIIOJIHATD
TOJIBKO ITOJIB30BAaTCIIM, KOTOPBIC ABJIAKOTCA YWICHAMU T'PYIIIILI «AI[MI/IHI/ICTpaTOpLI JOMCHAa» NN
Ipy1il, C pa3pCIICHHBIMHA IpaBaMu Ha PEAaKTUPOBAHUC ITOJIMTHK.

B »sTOoM mpumepe Mbl NEpeMMEHyeM TIOCTEBYIO YUYETHYIO 3amuch. [ 3TOro BBINOJHUTE
CIEYIOIINE IEUCTBUS:

1. OtkpoiiTe oOcCHAacTKYy «JIoKampbHbIE TIOMUTUKH O€30MACHOCTH» WM  TIEPEUIUTEe B
y3en «Ilapamerpsl  6e30macHOCTH» OCHACTKH «PemakTop  JIOKaTbHOW — TPyNIOBO
IIOJINTHUKID),

2. Tlepeiinute B y3en «JIokampHbIC TOIUTUKNY, a 3aTeM «IlapaMeTpbl 6€30MacHOCTIY;

3. Ortkpoiite  mapamerp «YuetHole 3anucu: llepenMeHOBaHME  y4YeTHOW  3alluCU
rOCTs» JBAXK/bI IETKHYB Ha HEM WJIM HakaB Ha KjiaBuiny Enter;

4. B texcroBom noJie BBeaute ['octeBas 3anuch U HAXXMHUTE Ha KHOMIKY «OK»;


https://topuch.ru/laboratornaya-rabota-4-v3/index.html
https://topuch.ru/laboratornaya-rabota-4-v3/index.html

5.

[Tepezarpy3ute KOMIBIOTED.

6. Ilocne [epe3arpy3km KOMIIbIOTEpa AL TOI'O YTOOBI IIPOBCPUTH, IIPHUMCHWJIACH JIHN

7.

MOJIMTUKAa O€30MacHOCTH K BalleMy KOMIIBIOTEPY, BaM HYKHO OTKpPBITh B IaHEIH
yIOpaBi€HUS  KOMIIOHEHT «YUEeTHbIE  3allMCHU  IOJb30BaTENe» U MEpelTH 1o
CCBUIKE « YTIpaBJICHUE APYrOil YUETHOM 3alIUChIO». B OTKpBIBIIEMCS OKHE BBl YBUAUTE BCE
YYETHBIE 3allKCH, CO3JaHHBIE Ha BallleM JIOKAJIbHOM KOMIIBIOTEPE, B TOM YHCIIE

NIEPEMMEHOBAHHYIO YYETHYIO 3aIUCh rOCTSL:

[lpumMeHeHHe MOJUTUKU O€30MaCHOCTH Ui OOBEKTa TIPYIMIIOBO MONUTHKH pabodeid
KOMITbIOTEpa, IprucoeJuHeHHOro K JoMeHy Windows Server 2008 R2
B srom mpumepe Mbl 3amperum moinbs3oBarento Test ADUser M3MEHSATh Mapoib JUis

yquHOﬁ 3aIlIMCU Ha CBOEM KOMIIBKOTEPC. HaHOMHIO, YTO IJId BBIMIOJIHCHUS CICAYIOIIHUX JnencTBuit

BBI JIOJKHBI BXOJUTB B IPYIITY «AJMUHUCTPATOPHI JOMEHA». BBINOIHATE Clietyromue 1eUCTBU:

l.

Otkpoiite «Koncoinb ynpaBinenuss MMCy. [l aToro HaxMute Ha KHONIKY «Ilyck», B mosie
IIOKMCKa BBEAUTE MIMC, a 3aTEM HAKMUTE HA KHOIIKY «Enter»;

B wmenio «KoHconb» BeiOepuTe KoMaHAy «Jl00aBUTh WJIM yAAIUTh OCHACTKY» WU
BOCTIOJNB3YHTeCh KoMOuHaruen knapum Ctrl+M;

B nwmanore «/loGaBnenne W ypaajeHHe OCHACTOK» BbIOepuUTe OCHACTKY «Penakrop
JIOKaJIbHOM TPYNIIOBOM MOTUTHKI» M HAXMHTE Ha KHOMKY «J{00aBUTHY;

B nosBuBmemcs nuanore «BeiOop 00bekTa TpyNHOBOH IMOJUTHKI» HAXKMUTE Ha
KHONKY «O030p» 11 BBIOOpPa KOMIIBIOTEpAa U BBIOEPUTE HY)KHBIH KOMIBIOTEp, Kak


https://topuch.ru/zachetnaya-rabota-po-discipline-internet-tehnologii/index.html

IMOKa3aHO Ha CJICAYIOIIEM CKPUHIIOTEC:

5. B nuanore «Bbi6op oO6bekTa rpyninoBoi MOJUTHKI» YOEAUTECh, YTO BbIOpalu HY>KHBIN
KOMIIBIOTEP U HAXMUTE Ha KHONKY «['0TOBO»;

6. B nuanore «/loGaBieHue nin ygajleHue OCHACTOK» HaXMHTE Ha KHONKY «OK»;

7. B ocHactke «PemakTop  JIOKaJIBbHOW  TPYIIIOBOM  TOJWUTHUKW» NMEpEHIUTE B
y3en «Kondurypanust  KOMIprOTEpa», a  3areM  OTKpourte  y3en [lapamerpsr
6e3onacHocTu\JlokanpHbI KoMmbloTep\[lapameTpsl 6e30MacHOCTH;

8. Ortkpoiite napamerp «KoHTposiep aoMeHa: 3anpeTuTh M3MEHEHHE Napoisl YYETHBIX
3amucell KOMIIbIOTEPa» ABAXbI IIEJIKHYB HAa HEM WJIM Ha)kaB Ha kiaBuiny Enter;

9. B nwmamore  HacTpoek  mapamMeTrpa  IMOJUTUKA  OE€30MacHOCTH  BBIOEpUTE
onuuio «BkiIounTey» 1 HaxkMuTe Ha KHONIKY «OK»;

10. Ilepe3arpy3ure KOMIBIOTED.

[locne mepesarpy3ku KOMIIbIOTEpa MAJisi TOrO YTOOBI MPOBEPUTH, MPUMEHHIACH JIH
MOJINTUKA OE30MaCHOCTH, TIEpEeHINTEe HA KOMIIbIOTEP, HaJl KOTOPHIM MPOBOAUIUCH U3MEHEHUS U
OTKpoiTe KoHCcob yrnpasienuss MMC. B Heit 1o6aBbTe ocHAcCTKY «JIOKaJIbHBIE MMOJIB30BATENN U
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TPYIIIBD) B MOMPOOYHTE M3MEHHUThH MapOoJIb JIJIsl CBOSH JOMEHHOW YYETHOW 3aITHCH.
[IpuMeHeHne moJUTUKU 0€30MMACHOCTH JI1 00BEKTa IPYIIIOBOM MOJUTHUKU C KOHTpOJLIEpa

nomena Windows Server 2008 R2
HpI/I IIOMOIIIX OTOro nmpuMepa, USMCHUM YHCIIO HOBBIX YHI/IKaJIBHBIX HapOJ’Ieﬁ, KOTOprC

JIOJDKHBI OBITh HA3HAYEHBl YYETHOM 3allMCH TOJB30BATENsl 7O TOBTOPHOTO HCIIOJIB30BAHHMS
CTaporo mapoiisi. OTa IOJUTHKA I03BOJIAET BaM YJIyylllaTh O€30MacHOCTb, TapaHTUPYs, YTO
CTapble napoju He OyayT MOBTOPHO HCIIOJIb30BaThCsl B TEUEHHM HECKOJIBKUX pa3. Boilnute Ha
KOHTPOJUIEp JOMEHA WIHM HUCIOJb3YHTE CPEICTBAa aJIMHHHUCTPUPOBAHUS YAAJIECHHOIO CepBeEpa.
BrinosinuTte cienyronme JeHCTBUSA:
1. OtkpoiiTe  KOHCOJIb «YNpaBI€HUE  TPYNIOBOM  MOJUTHKOW» - B JUAJIOTOBOM
OKHE «BbINMONHUTEY, B 0J1€ « OTKPBITH» BBEIUTE ZPMC.MSC U HAXKMUTE HAa KHONIKY «OK»;
2. B xonreliHepe «OOBbEKTHl IPyNIOBON MOJIMTUKID HMIEIKHUTE NMPABOM KHONKON MBIILN U
13 KOHTEKCTHOTO MEHIO BhIOepuTe kKomaHay «Co3aaTby;

3. B mnone «Mms» BBenuTe Ha3BaHue oObekTa GPO, Hanpumep «OOBEKT NOIUTHKH,
NpeHa3HAYCHHBIH U1 TECTUPOBAHUS» U HAXMUTE Ha KHOMKY «OK»;

4. lllenkHuTe MpaBOW KHOMKOW MBIIIA Ha CO3JaHHOM OOBEKTE M M3 KOHTEKCTHOTO MEHIO
BBIOepUTE KOMaHy «3MEHHUTHY;
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B okHe «Penmakrop YIPaBJICHUS IPyIIIOBBIMU MOJINTUKAMU» Pa3BEPHUTE
y3en Kondurypammus — xommbrorepa\llomutuku\Kondurypamms ~ Windows\I[Iapamerpsl
6e3onacuoctu\[lonutuky yuetHsix 3anuceii\[lomutruka naponeii;

Ortxkpoiite napamerp «Bectu xypHan naposei» qBak/ipl IIEIKHYB Ha HEM WJIM HaXKaB Ha
kiasuiy Enter;

B nunanore HacTpoiiku mapameTrpa MOJIUTUKU yCTaHOBUTE (paskok Ha onuuu «OnpenenuThb
CIENYIOIIMA IapaMeTp IOJMTUKW», B TECTOBOM IIOJ€ BBEAWTE 5 W HaXXMHUTE Ha
KHOTIKY «OK»;

3akpoiTe 0cHACTKy «PenakTop ynpasieHHs IPyNIOBBIMU IOJUTHKAMUIY.

B xoHcomm «YnpasieHue rpynnoBod MOJUTUKOW» HAKMUTE IIPABOW KHOIIKOM MBIIIU HA
rpymme 6e30MacHOCTH, ISl KOTOPOH OYIyT MPUMEHSTHCS U3MEHEHHUS, M U3 KOHTEKCTHOTO
MEHIO BbIOepuTe KoMaHIy «CBs3aTh CyNIIECTBYIONINIA OOBEKT IPYIIIOBOM MTOJIUTHKH. ..». B
muaiiore «Beibop 00beKTa TPYNIIOBOM TOJUTHKWY BBIOCPUTE CO3/IaHHBIM BaMHU OOBEKT,
KaK [10Ka3aHO Ha CIEAYIOLEM CKPUHILOTE:

10. B ¢punpTpax 6e30macHOCTH 00BEKTa MOJUTHUKU BBIOEPUTE TMOJIH30BATEIIS WIN TPYIIY, HA

KOTOPBIX OYJIET paclpOCTPAHSITHCS YKAa3aHHBIC HACTPOUKH.

11. OOHOBUTE mapaMeTpbl TMOJUTUKA Ha KIMEHTCKOM KOMIIbIOTEpE MpH MOMOIIU

AW N~

KOMaHIbI gpupdate.

3ananue

Omnwucate npolecc HaCTPOMKH MOIMTHKH Oe3omacHocTH Ha [TK
Omnwucare HacTpoiiky [lapameTpos Ge3omacHocTH Ha cBoeM 1K
KoHTposabHBIE BOIPOCH

[lepeuncnure 3Tanbl HACTPOHKU MOJIUTUKUA OE30MACHOCTH

['te mpou3BOAUTCSI HACTPOHKA MOJMTUKUA OE30MTACHOCTH CUCTEMBI?
Yro Takoe moauTHKa 6€30MacHOCTU?

B ueM nocTonHCTBa TUCKPEIIMOHHON TTOJUTHKH O0€30macHOCTH?
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5. B ueMm HemocTaTKH MaHIATHOM HOJUTHUKU O€30IIaCHOCTH?
6. Kro ompenensier mpaBa nocTyma K mamkam, Qaiiiam, TpUHTEpaM MPU HCIOJIb30BAaHUH
JUCKPEIMOHHON OJIUTUKU Oe30macHOCTH?
7. B uewm oTnmume onpeneneHus Ipas Ha JIOCTYI K (paiiaaM 1o CpaBHEHUIO C OIpeIeIEHUEM
[IpaB Ha JOCTYM K Hankam?
8. B uyeM omiMuue ompeaeneHHs IpaB Ha JOCTYyN K IPUHTEPaM IO CPAaBHEHHIO C
OIpeieIeHHeM IIpaB Ha JIOCTYII K MarnkaM 1 (aiinam?
9. B yem oTnuuue omnpenesieHUs MpaB Ha JOCTYI K pa3/ielaM peecTpa IO CPaBHEHHIO C
OIpeieIeHNeM IIpaB Ha JIOCTYI K MarnkaM u (aiinam?
Coneprxanue oTuyera
TYET JOJKCH OBITh BBITIOJIHEH B cOOTBeTCTBHU ¢ OOIMME TpeOOBaHUSIMHU K OPOPMIICHHIO
JOKYMEHTOB Y4eOHOW nesTenbHOCTH oOydaronmxcs. OTUeT NOJDKEH COACpKaTh CIETYIOIINe
pa3aensbl:
1. HaumeHoBaHue paboThl.
2. lenb paGoOTHI.
3. KoHeuHble pe3ybTaThl BHIIOJIHEHHONW PabOThI B BUIE€ CKPUHIIIOTOB.
4. OTBeTbI Ha KOHTPOJIbHbIE BOIPOCHI.
5. BeiBOI.
[IpaxTnueckue 3ansatus «Co3naHue pe3epBHbIX KoMK 0a3bl JaHHBIX» U «BoccTaHoBieHue
0a3bl JTAHHBIX
[{enb pabOTHI: 03HAKOMUTHCS C OCHOBHBIMU KOHCTPYKIMSAMHU SQL, TEXHOIOTHSIMH CPEJIbI
MS SQL Server Management, oobektamu SMO (cpenst MS Visual Studio) ans pesepBHOTO
KOMMPOBaHUs U BoccTaHoBneHus b/I.
3amanue Nel. HeoOxoaMMo co3naTh pe3epBHble KomMM 0a3bl AaHHBIX «MMM» ¢
UCIOJIb30BAaHUEM TIOJHOTO PE3EPBHOIO KOMMPOBAHUS, PA3HOCTHOTO PE3EPBHOIO KOMMPOBAHUS U
pPE3epBHOr0 KOMMPOBAHMUS )KypHaIa TpaH3aKLUH.
Xon paloTsl:
1. 3amyctutre SQL Server Management Studio (SSMS), noak/r0uuTech K CBOEMY IK3EMILISIPY
SQL Server, ucosab3ysl TEXHOJIOTHIO 1.
2. Co3spaiire nanky ¢ umeneM c:\Student\Bamallanka\test.

3. OtkpoliTe OKHO HOBOTO 3ampoca. M3MeHuTe KOHTEKCT Ha 0a3y JaHHBIX master, UCIOIb3Ys
TexHosoruto 6. HaGepure M HMCIOTHUTE CIEAYIOIIYI0 KOMaHIy, 4TOOBI CO3JaTh MOJHYIO
pe3epBHYIO KOIUIO 0a3bl TaHHBIX:

BACKUP DATABASE MMM TO DISK = 'C:\........ TEST\AW.BAK’
O3HakOMbTECh C pe3ylibTaTaMH 3ampoca — Kakas uHpopmanus oOpaboTaHa, CKOJIBKO

CTpaHMII, CKOJIBKO (haiiyioB.

4. Buecute usmenenue B Tabmuiy «Mogenb» 0a3pl qaHHEIX MMM. JloGaBbhTe OHY 3amuch
(mpuaymaiite camu)/

5. OTkpoiiTe OKHO HOBOTO 3ampoca HAaOEepUTe M HCIOJHUTE CIEAYIOIIYI0 KOMaHAY, YTOOBI
CO3/aTh PE3EePBHYIO KOMUIO JXKypHANa TpaH3aKIHUi U COXPAaHUTh TOJIBKO HYTO BHECECHHOE
HU3MEHEHUE!

BACKUP LOG MMM TO DISK = ‘C:\......TEST\AW1.TRN'
O3HakoMbTECh C pe3yJIbTaTaMH 3ampoca — Kakas uHopmarus oOpaboTaHa, CKOJIBKO

CTpaHMII, CKOJIBKO (haiiioB.

6. BHecure eme 01HO U3MEHEHHE B TAOIUITy«MOemby.

7. OTkpoiTE OKHO HOBOTO 3ampoca HaOepuTe W HUCIIOJHHUTE CICAYIONIYI0 KOMaHIy, Y4TOOBI
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CO3J1aTh Pa3HOCTHYIO PE3EPBHYIO KOMHIO 0a3bl TaHHBIX:
BACKUP DATABASE MMM TO DISK = ‘C:\...\TEST\AWDIFF1.BAK' WITH
DIFFERENTIAL

O3HaKOMBTECh C pe3yJIbTaTaMu 3ampoca — Kakas HHQopmamus obOpaboTaHa, CKOJIBKO

CTpaHMII, CKOJILKO (PaiisIoB.
8. Bnecwure ermie 01HO U3MEHEHHE B TAOIUITy«MOJeby.
9. OrtkpoliTe OKHO HOBOTO 3alpoca HaOepuTe M HCIOJHHUTE CICAYIOUIYI0 KOMAaHIY, YTOOBI
CO31aTh TOJIHYIO PE3EPBHYIO KOMHIO 0a3bl JAHHBIX B YKa3aHHOM MECTE Ha JHCKe:
BACKUP LOG MMM TO DISK = ‘C:\...TEST\AW2.TRN'
O3HaKOMBTECh C pe3yJIbTaTaMu 3ampoca — Kakas HHQpopmauus odpaboTaHa, CKOJIBKO

CTpaHMII, CKOJIBKO (PaiisIoB.

3amanue No2. HEOOXOJUMO TMPOBECTH BOCCTAHOBJIEHHE 0a3pl JaHHBIX «MMM» wu3
C/IeJaHHBIX B 3a1aHuM Nel pe3epBHBIX KOIUIA.
Xom paboThI:
1. Ecmu Heobxoaumo, 3amyctute SSMS, noaximountecs K cBoemy sk3emiuisipy SQL Server,
UCTIOJIb3Ysl TEXHOJIOTHIO 1.
2. Bpmmonnutre — BocctaHoBieHue b/l w3 mepBoil  MOMHOW  pe3epBHOM  KONUU
(C:\...TEST\AW.BAK) cpencrBamu 060109ku SSMS. J[11s1 3TOTO BBIITOJHUTE:
e B o6o3peBarerne 00beKTOB BRI30BUTE KOHTEKCTHOE MEHIO Ha Bamei b/ u Beibepure 3amaqy
BOCCTaHOBJIEHH 0a3bl JaHHBIX (CM. PUCYHOK 0).

Pucynok 6 — Boccranosnenne bJ{
e B oTkpeiBIIEMCS OKHE HEOOXOAMMO 3aJ1aTh CIEAYIOLINE TapaMeTPhl BOCCTAHOBIICHUS
Ha 3aknaake «OOmue» HE0OX0IUMO BEIOPATH:
a. ba3zy maHHbIX 1514 BoccTaHoBieHUs (Bary MMM)
b. BrIOpaTh UCTOUYHUK HAOOpA JAHHBIX I BOCCTAHOBICHHUS C YCTPOMCTBA —> (aiia
C:\..TEST\AW.BAK
c. llocne ompenenenus ¢aitna-uCTOUHUKA JAHHBIX HEOOXOANMO (IIaKKOM BBIOPATH
0a3y JaHHBIX JJIs BOCCTAHOBJICHUS (PUCYHOK 7).

Pucynoxk 7- Beioop B/] anst BocctaHoBiIeHUS
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Ha 3aknanke «ITapametpb»
a. Heobxoaumo BrIrouuTh onuuio «Ilepesanucars BJ» u «ocraButrs bJ[ rorosoit
HCII0JIb30BAHUIO», (PUCYHOK 8).

Pucynok 8 — 3aganue napameTpoB BOCCTaHOBJICHUS
3. Haxwmmure OK
4. Tlocne BoccranoBienus bJl, oTkpoiite Tabmuiyy «Mojenb» W yOeIuWTeCh, YTO OHA HE
COACPIKUT BCCX I{O63BJI€HPII>1, BHOCHUMBIX BaMH B ITPOLECCE BBIITOJIHCHUA YIIPAKHCHU A, TAK KaK
BOCCTAHOBJICHHE ITPOUCXOIUIIO U3 TIEPBOU Pe3epBHON Komuu (0e3 N3MEHEHUH).

3amanue Ne3. HeoOXOIMMO OpPraHHU30BBIBATH CO CTOPOHBI KIMEHTCKOTO MPHIIOKEHMS,
co3znanHoro B Visual Studio ynanennoe anmunuctpupoBanue b/l (pesepBHOE KOMUPOBAHUE).
XoJ paboThl:
B Visual Studio
1. Coznaiite HOBBIN TpoekT Windows Application u coxpaHute €ro B CBOEH Mamnke 1mnoj iMeHeEM
Jlabst MMM _ 2 cemectp.
2. B rnaBnyto popmy n106aBbTE MEHIO, H300paKEHHOE HA PUCYHKE 9:

PucyHok 9 — ['maBHOE MEHIO ITpOEKTa
@aiin (OTKpbITH, 3aKpbITH, BeIX0)
CnpaBounuku (Mogenb, Marasus, JlepeBo Mojeneit)
3axa3bl (Pabota c 3akazammu)
Otuetsl (ITpaiic-nuct, biank 3aka3zoB)
Anmunuctpupoanue b/l (PesepBHoe xonupoBanue, besonacHocTb)
Cepsuc (Kanbkynarop)
ITomoms (CrpaBka, O mporpamme)
3. Jo6aBbTe HOBYIO )OPMY B IIPOEKT
4. Jlo6aBbTe HA TOJBKO YTO CO3/IaHHYIO (OPMY KOMIIOHEHTHI B COOTBETCTBUU C pUCYHKOM 10.

MNonesosaTens I

Mapons |

PesepsHoe konmposaHne |

Pucynoxk 10 — ®opma 17151 TOAKIIOYEHUS K CEPBEPY
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5. Ob6ecneupTe GyHKIMOHATBHYIO pad0Ty (HOpMBI (HaMUIIUTEe 00padOTYMK KHOMKHU «Pe3epBHOE
KOIMUPOBAHUE» C UCMOIb30BaHUEM 00bekTOB SMO. Onucanue o0bekToB SMO, UX CBOWUCTB U
METOJIOB CM. B JIEKIIUOHHOM MaTepHalle.)

6. Jlo6aBbTe€ BO3MOXKHOCTh OTKPBITHSI JaHHOW (OpPMBI MpU BbIOOpE B TMIaBHOU (hopMe IMyHKTa
MeHto AnmunauctpupoBane b/l 2 PesepBHoe konupoBaHue

7. 3amycTuTe NpOEKT, MPoBepbTe padoTy HOPMBI.

8. 3akpo#Te NpOeKT

9. VYbenurech B nosiBiicHUH (aiisia pe3epBHOM KOTMH Ha qucke ((haii, KOTOPBIM yKa3aH B TEKCTE
MIPOTPaMMBI).

10. Otkpoiite SSMS. Jlo6aBbTe B TabnuIy «MoAeb» HOBYIO CTPOKY JaHHBIX (CAMOCTOSITEIIHHO).

11. CpencrBamu obosnoukn SSMS, BemonHHTe BOccTaHoBieHHe b/l W3 pesepBHON Komww,
CO3JJaHHOM Balle MporpaMMon

12. Y6enutech, 4TO mOCe BOCCTAHOBIICHHSI JOOABICHHBIX CTPOK B Tabimie «MoJensy HeT.

3amanue Ne4. OTBeThTE Ha BOMPOCHI TECTA U MPEICTABbTE PE3yIbTaThl MPEIO1aBaTENIO.

1. BbI BeIIOTHSIETE PA3HOCTHOE pe3epBHOE KomupoBaHue 06a3pl AmuMbix AdveniurtWorks kax-
Iple YyeThlpe yaca, HaunHas ¢ 04:00. monmHas pe3epBHas KOMUsI Co3AaeTcs B MONHOYb. Kakue
JaHHbIE OYIyT COAEP)KaThCS B PA3HOCTHON PE3ePBHOM KOIMU CICIAaHHON B IOJIICHD?

a. A CrpaHulibl JaHHBIX, I3MEHEHHBIE TIOCIIC TTOJIYHOYH.
b. B. DKCTEHTHI, HI3MEHEHHBIE TIOCIIE TIOJTYHOUH.

c. C. Crpanuiipl nanHbIX, u3MeHeHHbIe mtocie 08:00

d. D. Dxcrentsl. usmeHeHHslie nocie 08:00.

2. BbI BEIIONHSETE MOTHOE pe3epBHOE KonmupoBaHue 6a3wl JaHHbIX Adventure Wortks,, koTopoe
3aBepIIAETCS B MOJHOYBL. Pa3HOCTHOE pe3epBHOE KOMMMPOBAHUE BBIMOJIHAETCA MO PACIIACAHUIO
Kaaple ueTelpe yaca, HauuHas ¢ 04:00. PesepBHOE KommpoBaHHE KypHalla TpaH3aKIIHiA
MPOUCXOJUT MO PACHUCAHMIO KaXKIble MATh MUHYT. Kakyio uHdopmaiuio Oyaer conepxarb
pe3epBHas KOMUs )KypHaja TpaH3akiuii, co3nannas B 09:15?

a. A. Bce Tpanzakuuu, HauaTtsie ociue 09:10.
b. B. Tpanzaxuuu, 3aBepuiernsie nocie 09:10.
¢. C. Crpanunpl, namenenssie mocie 09:10.
d. D. Dkcrentsl, u3amenennsie mocie 09:10.

IIpakTruyeckoe 3ansaTue «BoccranoBnenue HocuTenei nHpopmanum» u «Boccranosnenue
yaJIEeHHBIX (aiIoB»

Lemns pabGotel: M3yuuTh TEOpETHUECKHE CBENEHUS W TOJIYYUTH MPAKTHYSCKHHA OIBIT
HACTPOIKH IpOorpaMMbl BOCCTaHOBIIEHUS JaHHbIX cucTeMbl B Windows Server 2003.

OO01Me noJI0KEHUS

ApXUBUpOBaHHE MJAaHHBIX TPOU3BOJUTCS TIO JBYM OCHOBHBIM TPHYUHAM: IS
IPOMEXYTOUHOTO COXpPAHEHHUsS 3amuced W Juid COXpaHeHHs QailyioB, HEOOXOAMMBIX MpU
BOCCTaHOBJICHUU CHCTEMBI mocie cOos. CoxpaHeHue (aiioB, B 3aBUCUMOCTH OT UX Ha3HAYCHHUS,
uMeeT ocoOeHHOCTU. Bee (aiiapl MOXKHO pa3/ieNuTh Ha CUCTEMHBIE U (paiiiibl JaHHbIX. CHCTEeMHBbIE
(aiinel — 37O (haitinbl, KOTOpEIE HE U3MEHSIOTCS B Ipolecce padoThl HHPOPMAITMOHHONW CHCTEMbI
WIN U3MEHSIOTCS, €CIM M3MEHSIOTCS BEPCUH NPHUIIOKEHUH WM ONEepalyoOHHBIX cucteM. OHH
MOTYT apXHMBHPOBATbCS JOCTATOYHO penko. Dalnbl TaHHBIX, KaK IPAaBUIO, H3MEHSIOTCS
J0CTaTOYHO 9acTo. K HUM OoTHOCATCS (haiiibl, CO3AaHHBIC B TEKCTOBBIX PEAAKTOpax, (ailasl 6a3
JAHHBIX, (ATl SJIEKTPOHHBIX Ta0IuUIL, (hailsibl KOH(UTYpaK (CUCTEMHBIN peecTp, 6a3bl JaHHBIX
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DHCP, DNS) u T.1. Yka3anssle ¢aiina TpeOyroT 0ojiee 4acToro apXuBUPOBaHUSI.

CymiecTByeT HECKOJBKO THIIOB apXWBHUPOBAHUS, MPUMEHEHHE KOTOPBIX OIPENeNsIeTCs

TEM, YTO KOMUPYETCS U KaK 4aCTO ATO MPOU3BOJUTCS.

1. “ApxuBHOE” apxuBupoBaHue. [Ipy JaHHOM apXWUBUPOBAaHWU B (hailax 3arojoBKa, METKaX U
3aMUCSAX YKa3bIBAETCsl COCTOSHHE OMTa apXHBa, yCTAaHABIMBAEMOE B MPOIECCE KOMHUPOBAHUS
JTaHHBIX. BUT apxuBa — 370 Quar, oTpaxaromuil GpakT u3MeHeHus JaHHbIX. COCTOSIHUE 3TOro
Oouta — “BKiIOYEH” (Jlormueckas 1) wim “BeikimrodeH” (Jjoruueckuii 0) — yka3pIBaeT MporpaMmam
apXMBHPOBAHUS, YTO CO BPEMEHHM MOCIEAHEN Takoil onepauuu (aiiin cOOTBETCTBEHHO ObUT WU
He ObUT U3MEHEH.

Konupytoiiee apxuBupoBanyue. ITO BBINOIHAEMOE “IIO CIIy4ar0”’ KOMHPOBAHHUE, MPU KOTOPOM
UTHOpUpYETCS cocTosiHue Outa apxuBa. Kpome Toro, mociie BBIMOTHEHHS KOMHPOBAHUS OUT
apX¥WBa HE YCTaHABIMBAaeTCsA. TakoW BHJ apXWBUPOBAHHS IOJE3CH JJIS OBICTPOTO TOIYyYEHUS
KON B IPOMEKYTKAaX MEXKIY MPOLIECCAMU aBapUHHO-BOCCTAHOBUTEIIBHBIX paboT.
E>xeHeBHOE apXMBHpOBaHUE. DTO IMPOCTOE ApXUBHUPOBaHUE (PAMIOB B TOT K€ JAEHb, KOTJa OHU
ObuIM U3MEHEHBL. Takoe apXuBHUPOBaHHE BO3MOXKHO, KOT/1a 00bEM U3MEHSIEMBIX 3a JIeHb (hailioB
HEBEJIUK.
CranpapTHOoe apxXMBUpOBaHHME. OTO IIOJHOE apXHWBHpPOBaHUE Bcex (haillioB, KOTOpoe
BBITOJIHSCTCS IepruoudecKu. [1oTHBIM Ha3bIBaeTCS apXMBUPOBAHKE, BBIIIOIHAEMOE B IIUKJIAX 110
MOJIICP)KaHUIO0 TOTOBHOCTH K aBapHIHO-BOCCTaHOBHUTEIBHBIM paboram. Bo Bpems moaHOro
apXMBHPOBAHUS KOMUPYIOTCS Bce (hailyibl, a 3aTeM YCTaHABIMBAETCS OWT apXuBa, YTOOBI
MoKa3aTh, YTO TMOJyYEHBI pe3epBHBIC Komuu QaitoB. KomupoBanue u Gopmupyemas B €ro
Ipolecce CONPOBOXKAAMOLIAsh JOKYMEHTAllUs — €AMHCTBEHHbBIE CPEJCTBA, MO3BOJISAIOIINE
BBINOJIHUTH MOCIIEAYIOIINE ONlepaliuy J00aBOYHOTO MJIM Pa3HOCTHOTO apXUBUPOBAHMUS.
Jlo6aBouHoe (nu¢depeHInpOBaHHOE) apXUBHPOBAaHUE. DTO apXUBUpPOBaHHE Bcex (hailiios,
KOTOpbIE OBLIM U3MEHEHBI CO BPEMEHH MOCIIEHEr0 MOJIHOTO WIIH 100aBOYHOTO apXHUBHUPOBAHUS.
IIpu 3TOM TaKke ycTaHaBIMBaeTCsl OMT apXuBa, KOTOPBIH yKa3blBae€T HA TO, YTO BBIIOJHEHO
apXWBHPOBAaHWE JaHHBIX. [IpM TpPUMEHEHWH CXeMBl TIOCIIEJOBATEIBHOTO COXPAaHEHUS
HECKOJIbKUX JT00ABOYHBIX PE3EPBHBIX KOIHMU IS TIOJIHOTO BOCCTAHOBJICHUS JAHHBIX TpeOyeTcs
WCTIOJIh30BaHUE BCEX HOCHUTEINEH, HAa KOTOPHIX Pa3MENIeHbI TIOCIIETHS TIOJTHAS U BCE T00ABOYHBIE
pe3epBHBIEC KOTIHH.
PazHocTHOe apxuBupoBaHue. PaboTaeT TOUYHO Tak ke, Kak U J0OaBOYHOE apXHBHPOBAaHHUE, 32
UCKJIIOYEHHEM TOT'0, YTO C apXUBHBIM OMTOM HHYEro He genaercs. [pyrumu cioBamu, (aiiisl,
MPOIIEIINE APXUBUPOBAHUE, HE OTMEYAIOTCS.

IIporpamma apxuBalyuy MOMOraeT 3alllUuTUTh JaHHbIE OT CIIy4ailHOM yTepH B cilydae, eciu

B CHCTEME BO3HHKHET cO0il 000pyI0BaHUs WM HOocuTelNs. HampruMmep, ¢ TOMOIIBIO TPOTpaMMBbl

apX¥WBaIlMd MOXXHO CO37aTh PE3EPBHYIO KOIHIO JAHHBIX Ha JKECTKOM JIMCKE, a 3aTeM CO3/1aTh

apXx¥B Ha PYTOM YCTPOWCTBE XpaHEHHUs JaHHBIX. HocuTenem apXxmBa MOXET OBITh JTOTHYECKHNA

JUCK (HampuMep, )KeCTKUN JTUCK), OTAENIbHOE YCTPONCTBO (TaKoe KaK Chb€MHBIHM IHCK) UM 1ieas

6ubnMoTeKka TUCKOB MIJIM JIEHT, ynpaBisiemas cMeHukoM Robotic. [Ipu ciaydaiinom yaaneHun

WIN 3aMEHE MCXOJHBIX JaHHBIX Ha JKECTKOM JHCKE M3-3a €ro c00si JaHHbIE MOTYT OBITh JIETKO

BOCCTaHOBJICHBI U3 APXUBHOW KOIHH.

JIByMsi HanboJsee paclpOCTpaHEHHBIMU 3aJjauaMy SBIISIOTCS apXuBaus (aiiaoB B daiin

WIN Ha JICHTY U BOCCTaHOBJIEHHE (ailyioB u3 (aiina mim ¢ JeHThl. Takke MOKHO apXMBUPOBATh

JTAaHHBIE U3 KOMaHIHON CTPOKH.

YroObl 3alUTUTB CUCTEMY OT CEPbE3HOIO COO0S, MOXKHO MCIIOJIb30BaTh CPEJCTBO
apXMBaIiy, YTOOBI PETYJSIPHO CO37aBaTh HAOOP aBapHITHOTO BOCCTaHOBIIEHUS cucTteMbl (ASR).
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Mactep aBapuitHOr0 BOCCTaHOBIIEHUSI CHCTEMBI CO3/Ia€T apXUBAIMIO, COCTOSIIYIO U3 BYX ITAIOB,
KOTOPYIO MOKHO HCIIOJIb30BaTh JJIsI BOCCTAHOBJICHUSI CUCTEMBI MOCJIE€ BCEX JIPYTUX HEYJIayHBIX
MONBITOK BOCCTAHOBJICHUSI WJIM MOCJTE 3aMEHBbI XKeCTKOro jaucka. ASR apxuBupyer cocrosiHue
CUCTEMBI, CHCTEMHBIC CIYXObl M BCE AWCKHU, CBSI3aHHBIC C KOMIIOHEHTAMH ONEPAlMOHHON
cucrteMbl. Kpome T0oro, oH co3gaer 3arpy304HbIA TUCK, COAEPKAIIUN CBEIEHHUS 00 apXUBaIHH,
KOH(Urypalnusx IUCKOB (BKJIIOYas 0a30Bbli W AUHAMMYECKHH TOMa) M HMHCTPYKIUH I10
BBITIOJIHEHHIO BOcCCTaHOBJIeHUs. HeobOxomumo co3nmaBath HOBBIM Habop ASR mocne mroboro
3HAYUTENIbHOTO M3MEHEHUS B CHCTEME, a TaKKe PEryJIsipHO B KaueCTBE YaCTH IOJHOTO IJIaHa
apXuBallUU.

HexoropbiMu Hambosee pacrnpoCTpaHEHHBIMH 33ja4aMM SIBIISIIOTCS Co3/aHue Habopa
AaBapUHUHOTO BOCCTAHOBJICHUS! CUCTEMBI C TTIOMOIIBIO MPOrPaMMbl apXWBAIIMK U BOCCTAHOBJICHUE
CUCTEMBI II0csIe cO0sl C UCIIOJIb30BAHUEM CPEJICTBA aBAPUUHOTO BOCCTAHOBIJIEHUS CUCTEMBI.

BoccranoBnenue naHHbIX. BoccraHoBieHHeM Has3bIBae€TCs  IpoLEeaypa, KoTopas
BBITIOJHSETCS Ui TEepeMEIIeHNs Ha KeCTKHE AMCKU KOMITbIoTepa BMECTO MOTEPSHHOIO MU
ucropueHHoro (aitsia, i Habopa (aiaoB UX padOTAIOIICH KONMUU U3 apXHBHBIX (PE3EPBHBIX)
JAHHBIX.

[Ipu BoccTaHOBIIEHUU UCTIONB3YIOTCS CIEAYIOINE OCHOBHBIC MOJICIH:

- IPOCTOE BOCCTAaHOBJICHUE,
- I0JIHO€ BOCCTAHOBJICHUE,
- MacCOBOE BOCCTaHOBJICHUE.

B mpocroit Monenu BOCCTaHOBIICHMSI JaHHBIE MOTYT OBITb BOCCTAHOBJICHBI TOJIBKO Ha
MOMEHT TIOCJIEIHEr0 pPE3EepPBHOTO KOMHPOBAHUSA. ITa MOJAETh 00ecrneynBaeT BBICOKYIO
3¢ (HeKTUBHOCTH BBIMOJIHEHUS MACCOBBIX OMepallnii 3arpy3ku JaHHbIX. Kak crneayer u3 Ha3BaHUs,
mpocTasi MoJieJIh KOMUPOBAHUS U BOCCTAHOBIIEHUSI HanboJee Jierkasi U yA00Has TI0 CpaBHEHUIO C
IPYTUMH  MOJEISIMH. MaKCUMallbHO BO3MOXXHBI 00BEM JaHHBIX, KOTOpPbIE MOTYT OBITh
MOTEPSIHBI, OMPEIETAETCS EPUOIOM BPEMEHU MEXKY CO3/IaHUSIMHU PE3EPBHBIX KOMUM.

B Mozenu momHOTO BOCCTaHOBIIEHHUS JTAaHHBIE MOTYT OBITh BOCCTAHOBJICHBI B TOM BH/JIE, B
KOTOPOM OHa HaxOoJWiach BIUIOTH J0 aBapuu. Mojenb MOAJIEPKUBAET BOCCTAHOBJIEHHUE 10
KOHTPOJIBHOM TOYKH, ITOMEYEHHOW MMEHOBAHHOW TpaH3akmue. TpaH3akius — 3TO HEKOTOPOE
3aKOHYEHHOE, C TOUKHU 3peHHMsI M0JIb30BaTeNs, AeiicTBUEe B HH(opMalnoHHOU cucteme. B mogenu
MOJIHOTO BOCCTAaHOBJIEHUS MAacCOBBIE OINEpallUd HUMIIOPTa MPOTOKOJUPYIOTCS B KypHAI
TpaH3aKIUK U, CTIE0BATENHHO, MOTYT OBITh TOJTHOCTBIO UJIM YACTHYHO BOCCTAHOBIICHBI.

B Monmenu MaccoBOro BOCCTAaHOBJIEHHMS ONEPALMM HMMIIOPTAa MPOTOKOIUPYIOTCS B
MUHUMAJIBHOM 00BbeMe. DTO 00eCIIeYnBaeT BHICOKYIO MPOU3BOAUTEIHPHOCTh MAaCCOBBIX OTepaIuit
3arpy3Ku, OJJHaKO JeJIaeT HEBO3MOKHBIM BOCCTaHOBJIEHHE HA JII000M 3aJaHHBIII MOMEHT BPEMEHHU.

B 3aBucHMOCTH OT MHTEpBaia BpEMEHH, 3aTPayMBAEMOro Ha BOCCO3/1aHKe UH(QOpMAIIHH,
BOCCTAHOBJIEHHE MO/IPA3/IENISIETCs Ha CIEAYIOIINE BUIbL.

1. BoccraHoBieHHEe B peallbHOM BpEeMEHHU (TO €CTh cpa3y) WM JIOCTaTOYHO OJU3KO K HEMY.
JlanHble, co3MaHHBIE HEe OoJiee YeM HECKOJIbKO CEKYH]I Ha3al, JOJDKHBI ObITh HEMEJIEHHO
JOCTYIIHBI TI0JIb30BATENISIM U CUCTEMaM, JaXe €CJId MCTOYHHK ATHX JAHHBIX OTKJIIOYEH. JTO
KacaeTcsl MPOMBIIIJIEHHBIX U MEIUIMHCKUX CHUCTEM, B KOTOPBIX 3aJepKKa, OmpejaeseMas
BOCCTAHOBJICHUEM, JIOMYCKAETCAd B TEYEHHUE JI0JIEM U €OUHUI] CEeKyHJA. YPOBEHb BPEMEHHU B
HECKOJIbKO CEKYHJ] Ha3bIBa€TCSl YPOBHEM KPUTUYECKOTO BOCCTAHOBIICHUSI.

2. Ecnu BoccTaHOBIIeHHE TpeOyeTcsl B TEUEHUE JIECATU MUHYT, ITOKa OTKJIIOYEH MepBOHAYaIbHBIN
HCTOYHUK, TO TAKOE BOCCTAHOBIIEHUE HA3bIBAECTCSA SKCTPEHHBIM BOCCTAHOBIICHHUEM.

3. Korja Ha BOCCTaHOBJIEHUE MOXHO 3aTPaTUTh OJHMH Yac, OHO HA3bIBAETCSI CPOUHBIM
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BOCCTAHOBJICHHEM.

4. BoccraHoBieHUE, TpeOyIOIIEe OT OJHOTO IO YETHIPEX YaCOB, HA3bIBACTCS BAKHBIM
BOCCTAHOBJICHUEM.

5. Bce npyrue BOCCTaHOBIJIEHMsS, KOTOPBIC BBIMOJIHSIIOTCS 3a WHTEPBajl BPEMEHH, OOJIbIIUIA
MPEIBIIYIINX, HA3bIBAIOTCS HEOPEKHBIMHU.

ApPXUBUPOBAHHE Y BOCCTAHOBIICHHE COCTOSIHUSI CUCTEMBI
Ectp nBa BapmaHTa apXMBHPOBAHUS CUCTEMHBIX JTAHHBIX — apXUBUPOBAHHE COCTOSIHUS
cucteMbl (System State) u co3gaHusi HaOOpa JUISI ABTOMATUYECKOTO BOCCTAHOBIICHHSI CHCTEMBI
nociie aBapuu (Automated System Recovery).
ApXI/IBI/IpOBaHI/Ie 1 BOCCTAHOBJICHHUEC COCTOAHUSA CUCTCMBI
Jyis co3ianust pe3epBHOM KOIMU COCTOSIHHSI CUCTEMBI HEOOXOIMMO B YTHITUTE PE3EPBHOTO
KONMpOBaHuUs ntbackup npu co3gaHuy 3a1aHusl HA APXUBHUPOBAHUS OTMETUTH TaJIOYKOM MYHKT

MacTep apHHBaLHH 1[
I nemMeHTH ANA BPXHBALHH
MO3%HD APXMBMPOBATE MOGY COBOKYTHOCT AWCKOE, NANGK WAX PAA0E
==
D JEaab! WEAKHUTE Ha HOCWTENE AAA NPOCMOTPa CoAEpkMMara. JeTaHosmTe
[% % § hNEKKM ANA BEER AMCKOB, NANGK WAW DafN0B, KOTOPEIE TREGYETCA SpRMEMPOBATE,
Hro cnenyer apslBHpoBATE:
m Hras | Kammermap.. |
-1 4 Mol kamnerorep ] Moi kamniiarep
: o Lok 35 [4:) O () Mou aokymenTel

e SYSTEM [C] [7) &2 Ceresoe okpwren...
1 CD-arckoson, (0
A= System State

+-[JI) Mou aarymenTe
" ApPXMBMPOBATE BCE 0AHHBIE HA ATOM KOMMLIOTEDE 1% Cerezoe arpyerne
] ] e
% ADMHEWPOEATE BRIGPAHHEIE BARbL QUCKH WK CETEEIR 1 AHHbIE
" ADMMEMPOBATH TOMBKD LaHHEIE COCTOAHAA CHCTEME] <Hasan [ Laes> | Omeera

System State:
ITpu 3TOM OyyT apXMBUPOBATHCS CIEAYIOIINE JaHHBIE:
CUCTEMHBIN peecTp;
0a3a JaHHBIX 3aperuCTPUPOBAHHBIX Ki1accoB 00bekToB (Class Registration);
CHCTEMHBIE 3arpy30uHbIe (ailibl;
6a3a JaHHBIX CiIykO0 cepTH(UKATOB (TOJBKO Ha CepBEpax, Ha KOTOPHIX YCTAaHOBJIEHA CIyxk0Oa
CepTHU(HUKATOB);
0aza nanubix Active Directory u manka SYSVOL (Ha KOHTpoJuiepax JOMEHOB).

JU1 apXUBUPOBaHMSI COCTOSIHUSI CHCTEMBI, & TAKXK€E JJIs OCIEAYIOLETO BOCCTAHOBIICHMUS],
00s13aTeNIbHO HY>KHBI paBa aIMHMHUCTpATOpa JAaHHOTO KomIbioTepa. BoccraHoBienue Active
Directory He00X0AMMO BBIMOJHATH TOJBKO MPH 3arpy3Ke CHUCTEMbI B PEKUME BOCCTAHOBIICHUS
cIyk0 KaTaJoroB (3allyCK MEHIO BbIOOpa pPEXUMBI 3arpy3KH OINEPAlMOHHON CUCTEMBbI
BbIOMPAIOTCS B HAUaJIbHBIH MOMEHT 3arpy3KH HaXkaTHeM kiaBuiu F8).

ABTOMAaTHYECKOE aBAPUWHOE BOCCTAHOBJIEHUE CUCTEMBI

B oTinume ot pe3epBHOr0 KONMPOBAHUS COCTOSTHUSI CUCTEMBI, P KOTOPOM COXpaHsIeTCs
TOJILKO 4acTh (hailJIOB ONEpallMOHHON CHCTEMBI, PE3epBHOE KOMMPOBAHMS ISl aBTOMATHYECKOTO
aBapuitHoro BocctaHoBneHus cucteMsl (ASR, Automated System Recover) apxuBupyet 60bmii
o0beM HMH(OpPMAIIUM — MPAKTHYECKH BECh TOM, HAa KOTOPOM YCTAHOBIJIEHA OIEpallMOHHAs
cucrema. Y mporierypa BOCCTaHOBIICHHS CUCTEMbI CTAHOBUTCS 00JIee CI0KHOM.

Co3nganne ASR-konnu

Ha nanHoM sTane norpe0yercss HOCUTENb A CO3JaHMs PE3e€pPBHOM KON CHUCTEMHOIO

TOMa (MOpsAKa HECKOJbKMX TIMrabaiT), IpU4YeM B CIy4dae BOCCTAaHOBJIEHUS CHCTEMBI 3TOT
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(98]

HOCHUTEIIb JI0JIKEH ObITh JOCTYIIEH MACTEpy YCTaHOBKHU ONEPAL[MOHHON CHCTEMBI (T.€. 3TO OO0
JICHTOYHBIA HAKONHUTENb C JpaiiBepaMu UId KOHTPOJUIEpa M HAKOMUTENs, JHOO JMCKOBBIN
HAKOIIUTEJIb C COOTBETCTBYIOIIUMH JIpaiiBepaMu), a TAaKXKe YUCTas OTPOpPMATUPOBAHHAS JUCKETA
JUIs COXpaHeHHUs HHPOpPMALUU 0 KOH(PHUTYpaIy Pe3epBHON KOIHH.

BribepeM BapuaHT XpaHEHHUs JaHHBIX Ha JOMOJHUTEIHLHOM JTMCKOBOM Hakomurese. J{ist aToro
BBITIOJIHUM CJICAYIOIINE NCHCTBHUSA:

3aBepuInM paboTy HAIIETO CepBepa;

B nactpoiikax nannoit OC no6aBum HOBbIM SCSI-BuHUecTep o60beMom 4Gb;

3anyctum OC.
Haxmemnpasoit KJIaBULIEH MBIIIY Ha «Mo#l KOMIIBIOTEpP» U BBI3bIBAEM
«YTrpaBIlIeHHEY;

B YHOpaBJIC€HUN JUCKaAaMU HHUIUAJIU3UPYEM HOBBIU JUCK,
Coznaem Ha HeM ocHOBHOM NTFS paznen nmo Bcemy o0bemy JucKa.

O ynpasnenve KonnbraTepon

=100 |
B kowone  geicTems Baa Owio  Crpamea | =m0
= Bm@m e E
[ =) ympasnenne karmoroTepon (rokant | Ton IE [t [ afinossn crcrena | Cocrommme
= iy CryseBHes nporparel (E54STEM (C:) Pazpen Ocrosroli  NTFS Mcrpasew (Cucte
{8 NpockoTp cofrmii
o OBuike nankn
JKYBHAMS! H ONOBEILEHHA N
ArensTHep YeTpofeTS
= (B Sancrmaowe yeTpoficTsa
ChemHbls 3
AsbpareHTaLHA ATk
YADEBNEHHE AHCKAMH
B2 Crywtibin < | ja
P ancko —
Ocrosror SYSTEM (C:)
3,9316 3,99 16 NTFS.
Moas o Wenpasen (Crerena)
3 Anck 1
OCHOBHOA
4,006 soors | CosmaTepssen..
Moaxnkouen He pacnpe Coofictea
‘ o] | B He pacrpenenen B Ocroe

3amycTUM YTWINTY pe3epBHOTO KonupoBaHus ntbackup.
3amyctuM «MacTtep aBapHiHOTO BOCCTaHOBIICHHS CUCTEMBD».
VYkaxkeM ImyTh JJIs1 COXpaHEeHUs apXHBa.

MacTep NoAroToBKY AaBAPHAHOrO BOCCTAHOBAEHHS CHETE! x|
Mecronassauenue apxusa
Kuna Henfx00Mm0 COXPEHWTE 3TOT CHETEMHEIH SDXMET
BEIGERHTE THN HOCT&AA AN1A CHCTEMHONG ADXMES W UMA
HOCUTENA A1 KOAHEHIA SDRHEHEIX QaHHEIK.
TN HOCUTENA ADRUBS
Fabin j

HoCUTENE SPKIABE WAM MMA BaERNE:

Dfizop...

[ &HHBIA MACTED COZAACT AWCKETY BOCCTHOBNEHA
[nonanofuren oaHa auckera). Ha aty avckery dutet
3AMACE3HA HHPOPMALIA, HEOSHOAMIMEA ANA BOCCTIHOENEHHS
CHETEMBI B CAY4AE B8 OTKASS

< Hazan I Oanee > I OTreHa |

Haxmem kHOnKy «['0TOBO». YTHNHMTa pe3epBHOIO KONMPOBAHMSI HAUYHET CO3/JaHUE PE3EPBHOMI
ASR-konuu, B HyKHbIII MOMEHT OyIE€T CieJIaH 3alpoC BCTABUTh YHCTYIO TUCKETY.

Pabora c¢ pguckoBogom B WMware wumeer omnpeneneHHyro creuuduxky. byaem
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HCIIOJIh30BaTh BUPTYyaIbHYIO AucKeTy. [l aToro B cBoticTBax OC cepBepa B WMware BeiOepeM
JTICKETY, BbIOEpEM

«Hcnonp3oBath 00pa3 TUCKETh 1 HaxkMeM «Co3aatby. [lepes Hemonb30BaHHEM TUCKETHI
ordopmarupyiire ee.
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Virtual Machine Settings (5|l Popmat Awck 3,5 (A x|

Rardnare | aptions EmKocTE:

Device Summary Device status |3,5" 1,44 ME; 512 aviricextop =l
= [¥] Connectzd
4 memory 512M8 [T connect at power on Daiinosan ccTema;
{e=Hard Disk (SCSI) 4GB
CHerd Disk 2 (5T5) a8 Comnectin =
(=) co/ovD (1DE) Auto detect U ’

> s physical drive: .

e - pny: Pazmep KnacTepa:

ENetwork Adapter LAN Segment e ICTaHnapTHblﬁ pasMep KnacTepa j
T Network Adapter 2 NAT
@ uss Controller Present ® Use floppy image file: MeTka Toma:
@) sound Card Auto detect asr.fip =

 Processors 1
Crocofel hopmatmpoEaHMA: |

[C]Read-only Il BEICTPOE (O4MCTKE OFNEENEHNA)

= cnonesoeate cratie

[ Cosaamme 3ArP¥304HOM0 AMcka M3-D0S

Renoe

oo ) e ) [ ree ) [ tosare | soqem |

[Tocne 3amucu KOHPUTYpALUKA PE3CPBHON KOMHUH YTHIIMTA TOMPOCHT MTOMETUTh JUCKETY
COOTBETCTBYIOIIICH HH(pOpMaIel (Ha3BaHUE PE3ePBHOM KOIMH U JIaTa CO3/IaHus).

ApxuBanus (aiinoB B Qailsl M Ha JICHTY

Uro0Obl 3amycTUTh apxXuBaIUio, HaXMuTe KHONKy Ilyck u BwiOepute komanabl Bce
nporpammsel, Ctangaptaelie, Ciy:xeOHble 1 ApXUBaIUs JaHHBIX.

[lo ymosyaHuio mporpaMMbl apXHMBallMM U BOCCTAHOBJIEHHUS 3aIlyCKalOTCS B PEXHUME
Macrepa (puc.l.), eciii 3TOT pexuM HE OTKIIIOUEH. MImMeeTcsi BO3SMOKHOCTh MCIOIB30BaTh 3TOT
MacTep WIX IIEpEeUTH Ha CIIeyIoleM 1are B PaciimpeHHbIN pesKuM.

Puc. 1- Okno «/loOpo moxanoBath
lenxkHuTE  CCBHUIKY «PacumpeHHbIit PEKIM B OKHE
MacTepa  apXuBallid  WJIM BOCCTAHOBJICHMS.
BriGepuTte BKIIagky ApxuBaius, a 3aTeM B MEHIO 3a/iaHue BeiOepuTe KomaHay Co31aTh.
BriGepute (aitnbl M manku IS apXUBaIlldK, YCTAHOBUB (DIAXKKH B CITUCKE Y CTAaHOBUTE
(braxxku 151 BceX 00BEKTOB, KOTOPHIE BBl XOTUTE 3aapXUBUPOBATH.
B criucke MecTo Ha3HaueHHE apXuBa BEIOEPUTE OJTUH U3 BAPUAHTOB.
- Jlna apxuBanuu (aityioB wiM namnok B ¢aiin Beioepure myHKT Daiiin. ITOT BapuaHT BbIOpaH 1o
YMOJTYaHUIO.
- JInmst apxuBamuu ¢aiioB U MarokK Ha JEHTY BHIOEPUTE HAKOMMTENIb Ha MarHUTHOM JieHTe. B moste
Hocutens apxuBa nnu ums (aiisia BEITOJIHATE OAHO U3 JICHCTBH.
- JInst apxuBanuu (haiisioB v manok B (aiin BBenuTe myTh U UM (aiina apxusa (.bkf) wim Haxxmure
kHOMKy O030p, 4YTOOBI HAWTHU €TO0.
- JImst apxuBaruu (haiaoB ¥ MarokK Ha JIGHTY BbIOepUTe TpeOyeMyto JICHTY.
3anaiiTe mapamMeTphl apXUBallMd — THIT apXUBa M TUN (aiia xypHasa, BEIOpaB B MEHIO
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Cepsuc komanay Ilapamerpsl. [1ocne 3Toro Haxxmute kHonky OK.

HaxxmMuTe KHONIKY ApXHBHPOBATh M BHECUTE U3MEHEHHS B TUAIOTOBOM OKHE CBECHHS O
3a/laHuU apXUBaLUU.
YroObl 3a/1aTh JONOJIHUTEIBHBIEC MTAPAMETPhl apXUBALMHU, HAIIPUMED, MIPOBEPKY JaHHBIX

WIM anlapaTHOE C)KaThe, HaXMHUTE KHONKY JIOMOJIHHUTENbHO. YCTAaHOBHMB JOINOJHUTEIbHBIC

napameTpsl apxuBanuu, Haxmure kHonky OK.

YroObl Ha4YaTh apXUBALIMIO, HAKMUTE KHONIKY ApXxuBHUpoBaTh. [IpuMeyanus:

- [l BBINOJNIHEHUS 3TOM Mpoueaypbl HEOOXOAMMO BXOAUThH B IPYIIy AJMHHHUCTPATOPbl WU
Omnepatopbl apxuBa Ha JIOKAJIbHOM KOMITBIOTEPE WJIU MTOJIyYUTh COOTBETCTBYIOIIUE TOJTHOMOYUS
IIyTeM JienerupoBanus. Eciin KOMIBIOTEp NPUCOEIUMHEH K JOMEHY, 3Ty HPOLEAYPY MOTYT
BBIIOJIHATh YICHBI TPYNNbl AJIMHUHHCTPATOphl AoMeHa. llpu 3ToM 1o cooOpakeHusM
0€30MaCHOCTH PEKOMEH/IyeTCs MCIIOJIb30BaTh KOMaH/1y 3amyCcK OT UMEHH.

- UToOBI 3aIyCTHTh apXUBAIHIO, HAKMHUTE KHOTIKY Ilyck n BbiOepuTe KoMaHas! Bee mporpaMmer,
Crangaprtusie, Ciny>keOHbIC 1 ApXHUBAIIHS TaHHBIX.

- Eciin MacTtep apxuBalMM MM BOCCTaHOBJIEHHS HE 3allyCKaeTCs IO YMOJYAHUIO, I €ro
HCIOJIb30BaHUs BbIOepuTE Ha BKiIaKe JJoOpo noxanosars! komanay Pexxum mactepa.

- HexkoTopble HaKONMUTENM HA MArHUTHOMW JIEHTE MOTYT HE MOJJIeP’KUBATh allapaTHOe CxKaTue.

- JlaHHBIE O COCTOSIHUM CHUCTEMBI BKJIIOUAIOT OOJBIIMHCTBO 3JIEMEHTOB KOH(DUTYpaLlUU CUCTEMBI,
HO 3TO HE BCE CBEIEHHS, KOTOPhIE MOTYT HOTPEOOBATHCS JJISi BOCCTAHOBIICHHSI CHCTEMBI ITOCIIE
c6os. IloaTOMy Tpu apXuBaIMK CHCTEMBI PEKOMEHYETCSl CO3/1aBaTh PE3epBHBIC KOIUU BCEX
3arpy304HbIX U CUCTEMHBIX TOMOB, BKJIIOYasl JaHHBIE O COCTOSTHUU CHUCTEMBI.

- ApXuBaIys JaHHBIX O COCTOSSHUM CHCTEMBI BO3MOKHA TOJIBKO JUISl JIOKAJIBHOI'O KOMIIBIOTEPA.
JlaHHBIE COCTOSIHUS CUCTEMBI /ISl YAAJICHHOTO KOMITBIOTEPA apXUBUPOBAThH HEIb34.

- @aiinel apxuBa 00BIYHO UMEIOT paciuperue .bkf. MoxHO ucnonb30BarTh J1000€ paciupeHue,
HO PEKOMEHJyeTCsl MCIoJIb30BaTh paciiupenue .bkf, kotopoe umeer comnocraBieHus (aiiios,
4T0 00€CIeunT pacno3HaBaHue (ailina apxusa.

- OmepaTopsl apXWBa ¥ aJMHUHUCTPATOpPbl MOTYT apXWBHPOBaTh W BOCCTAHABJIHMBATH
3amu(poBaHHbIE Qailyibl ¥ MANKH, HE paciin(poBbIBas UX.

Boccranosnenue QaiinioB u3 ¢aiiina uim ¢ JeHTbI

3armycTuTe NpUIoKEHNE ApXHUBaLIMSL.

Ilo yMosuaHuto mporpaMMbl apXWBallMM M BOCCTAaHOBJIEHUS 3aIlyCKalOTCS B PEXHUME
MacTepa, €CIIU TOT PEXKUM HE OTKIIIOUYEH.

[llenkHuTe ccbulKy «PaclIMpeHHBI peXuM» B OKHE MacTepa apXWBAallUM WIH
BOCCTAHOBJICHHS.

Bri6epute Bkinanky BoccraHoBiieHne U ynipaBieHHe HOCUTENEM U B CIHCKE Y CTaHOBHUTE
¢bnaxxku a1 Bcex 00BEKTOB, KOTOPbIE Bbl XOTUTE BOCCTAHOBUTH YCTAHOBUTE (DIIAXKKHU I TE€X
¢aitnoB u nanok, KOTopble TpeOyeTcss BOCCTAHOBUTb.

B cnincke BocctanoButs (aitiibl B BbIOEpUTE OJMH U3 BapUAHTOB.

- UcxonHoe pa3melenue, eciim HeoOX0IMMO BOCCTAHOBUTH (Daiiiibl M Manky U3 apXuBa B MArKy
(1M manku), e OHU HaXOAWIIKCh 110 apxuBauuu. [lepeiiaute Kk mary 6.

- AJIbTEpHATUBHOE pa3MeEIICHUE, €CIIM HeOOXOAMMO BOCCTAaHOBUTH (hailiibl M MANKH U3 apXHuBa B
YKa3aHHYIO IANKy. OTOT MapaMeTp MO3BOJIIET COXPAHUTD CTPYKTYPY MAllOK ApXUBHBIX TaHHBIX.
Bce apXuBHBIE MANIKKU U TOATIAINIKY MTOSIBATCS B YKa3aHHOM TOTIOIHUTEIBLHON ITAIKE.

- EquHCTBEHHAs namnka, eciM HeoOX0JMMO BOCCTAaHOBUTD (DaiiyIbl U MAINIKU U3 apXHUBA B yKa3aHHYIO
nanky. [Ipu BeIOOpe 3TOro mapamerpa CTpyKTypa MamoK apXUBHBIX JAAHHBIX HE COXPAHSAETCS.
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®aiinpl Oy IyT BOCCTAHOBJICHBI TOJIBKO B YKa3aHHOM TaIke.

Ecnu Be1Opan BapuaHT ANbTEpHATUBHOE pa3MellieHue win EMuHCTBeHHAas Narnka, BBEIUTE
B [10JIe AJNIbTEPHATUBHOE pa3MeIleHHE Iy Th K Hy>)KHOM Marke Wik HaKMUTE KHOTIKY O030p, 4TOOBI
HalTH ee.

B wmento CepBuc BoiOepure Kkomanny Ilapamerpsl, mnepelaure  Ha BKIAAKY
BoccranoBneHue U BBIIOJHUTE OJHO U3 JIEHCTBHIA.

- Eciin B X07€ BOCCTAHOBJICHMsI HE CIIEAYEeT 3aMEHATh (ailiibl, yK€ MMEIOLIMecs Ha JKECTKOM
nucke, BelOepute BapuanT He 3aMeHATh (aiin Ha KoMIIbIoTEpE.

- Eciin B Xx071€ BOCcCTaHOBIIEHUS TpeOyeTcs 3aMEHUTh cTapble (paiiibl Ha TMCKe HOBBIMU (haiiinamu
U3 apX#Ba, BEIOEpUTE BapHaHT 3aMEHATH (paiil Ha KOMITBIOTEpPE, TOJIBKO €CIIM OH cTapee.

- Ecin B xo11e BoccTaHOBIIEHUS TpeOyeTcst 3aMEeHATH (hailyibl Ha JJOKAJILHOM JIMCKE HE3aBHCUMO OT
TOTO KakK JaTUpoBaHbl (aiijibl B apxuBe, BbIOepuTe BapwaHT Bcerma 3amensTs ¢aitn Ha
KOMIIBIOTEPE.

- Haxxmure xnHonky OK, 4TOOBI NpUHATH 3aJaHHbIE MapaMeTpbl BOCCTaHOBIeHUs. Haxmwure
KHOIIKY BoccTaHOBUTB.

Ecnu tpeOGyercss M3MEHUTH JONOJHUTEIbHbIE IapaMeTpbl BOCCTAHOBIICHUS, HalpUMep
BOCCTaHOBJIEHHE NTapaMeTpOB 0€30IaCHOCTH U JAHHBIX O TOYKAX COCAMHEHUH, HaKMUTE KHOIKY
JlononHurenbHO. 3aBEpIIMB 33aHHUE JOMOJIHUTENbHBIX TapaMeTpoB, HaxxMuTe KHONKY OK.

Haxwmure kaonky OK, uroObl HauaTh BoccTaHOBiIEHHE. BHUMaHue!

- Eciim BeIOpan BapmanT Bcernma 3amensaTts ¢aill Ha KOMIBIOTEpE, TO MPU HAJTUYUU B apXUBE
TeKyliero pabodero Qaiiia COOTBETCTBYIOIIMI (aill HAa JUCKE MOXKET OBITh 3aMEHEH, a €ro
JAaHHBIE YTEPSHBI.

- [Iporpamma apxuBanuu Mo3BOJISIET apXUBUPOBATh U BOCCTaHABIMBATH JaHHbIE TOMOB FATIO,
FAT32 nu NTFS. /lannsie, nosydennslie ¢ ToMa NTFS, pekoMeH1yeTcst BOCCTaHaBIMBATh Ha TOME
NTEFES Toii sxe Bepcuu, yToObI HE JOMyCTUTh UX noTepu. HekoTopsle (aiinoBeie ccTeMbl MOTYT
MOJIIEP>)KUBATh HE BCE BOSMOXKHOCTHU JAPYTHX (ailsIOBBIX CHCTEM.

[Ipumeuanus:

- st BBIMONHEHUS 3TOM mpolexypbl HEOOXOAMMO BXOJIUTH B Ipynny AJIMHUHUCTPATOPbI WIN
Omneparopsl apXyBa Ha JJOKAIbHOM KOMITbIOTEPE WIIU MOJIYYUTh COOTBETCTBYIOIINE TOJTHOMOYHMS
myTeM JienerupoBanus. Eciu KoMIbploTep MNpUCOEIMHEH K JOMEHY, 3Ty MpPOLEAypy MOTYT
BBIMOJIHATh YJIEHbl TPyNNbl AJIMUHHCTpAaTOphl jAoMeHa. Ilpu 3ToM 1o cooOpakeHusMm
0€30MaCHOCTH PEKOMEH/IyeTCsl MCII0JIb30BaTh KOMaH/1y 3amycK OT UMEHH.

- YToOBI 3aIyCTUTh apXUBaLMIO, HAXMHUTE KHOMKY Ilyck u BbiOepuTe KoMaHabl Bee mporpaMmel,
Crangaprusie, CrnykeOHbIC 1 ApXHUBAIIHS TaHHBIX.

- BocctaHOBUTH (haiisibl TakKe MOYKHO C MOMOIIBIO MacTepa BOCCTAHOBJICHHMSI, BBIOPAB B MEHIO
CepBuc komanay Mactep BOCCTaHOBJICHUS.

- JImst apxuBanuu v BoccTaHoBIeHUS (paitioB 6a3wl qanHBIX Microsoft SQL Server pekomenxyercs
HCIOJIb30BaTh BCTPOEHHbBIE CIIyKeOHbIE MPOrpaMMbl apXUBaIlMU U BoccTaHoBIeHUs: SQL.

- [l BOCCTaHOBJIEHUS JIaHHBIX COCTOSIHUSI CHUCTEMbl KOHTpoJulepa JOMEHa HeoOXO0JIUMO
MPEIBAPUTENILHO 3aIyCTUTh KOMIIBIOTEP B PEKHME BOCCTAHOBIICHHS CITY>KOBI KaTaJoOroB. DTO
MO3BOJIUT BOCCTaHOBUTH KaTajor SYSVOL u 6a3y maHHBIX ciry:k0bI KaTanoroB Active Directory.

* BoccraHOBIIEHNE TAaHHBIX COCTOSIHUSL CUCTEMBI BO3MOXKHO TOJIBKO Ha JIOKaJIbHOM KOMIIBIOTEDE.
BoccTaHOBUTE JaHHBIE COCTOSIHHS CHCTEMBI HA yTaJICHHOM KOMIIBIOTEPE HENb34.

- Onmepatopsl  apxuBa M aIMUHUCTPATOPbl MOTYT apXMBHpPOBaTb M BOCCTAHABIINBATH
3amm@poBaHHbIC (HAMITBI U MTANKH, HE paciu(@pPOBBIBAs UX.

Co3nanne Habopa aBapUIlHOIO BOCCTaHOBJIEHUS CHCTEMBI C IOMOILBIO IPOrpaMMBbI
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apXuBaluyu
3anycTuTe NpUI0oKeHNEe ApXUBALIUS.

Puc. 2. OxHo nporpamMmbl apXuBalluy BKIAAKa « ApXUBALIUD»

[lo ymosyaHuio mporpaMMbl apXMBallMM U BOCCTAHOBJIEHUS 3aIlyCKalOTCS B PEXKHUME
Macrepa, €CJIM 3TOT PEKUM HE OTKIIIOYEH. MOKHO HCIIONIB30BaTh MACTEp apXUBALIUU WIM MACTEp
BOCCTAHOBJICHHSI /ISl CO3AaHMsI HaOopa aBapHitHOro BoccTaHoBIeHUS cucteMbl (ASR), BeIOpaB
Bcro undopmanuio Ha JaHHOM KOMITbIOTEpe B paszzenie Boibepute 0OBEKTHI, KOTOPHIE CIEAyeT
apXuBUpOBaTh. MHaue, MOKHO TEpelTH K CleayrolleMy Iary, 4rodsl co3aate Habop ASR,
UCIIOJIb3Ys PaclinpeHHbl pexuMm.

[IlenkHuTe ccpiky «PacmIMpeHHBIH pPEXMM» B OKHE MacTepa apXuBalud WU
BOCCTaHOBJICHMUS.

B mento CepBuc BbiOepuTe komaHay MacTep aBapuiHOTO BOCCTAHOBJIEHUSI CHCTEMBI.
CrnenyiiTe HHCTPYKIMSM, MOSBISIOLUIMMCS Ha SKpaHe.

Buumanue! Heob6xoaumo #MeTh HarotoBe IUCKETy eMKocThio 1,44 MoOailt s
COXpaHEHMs TapaMEeTPOB CUCTEMbI U HOCUTEIIb JJIsl XpaHEeHUs (aiiioB apxuBa.

IIpumeuanus:

- Jl1g BBINONHEHUS 3TOM IMpoleaypbl HEOOXOAMMO BXOAUTH B TPYIIY AJMHHHUCTPATOPBl WIH
Omneparopsl apXyBa Ha JJOKAIbHOM KOMITbIOTEPE WJIU MOJIYYUTh COOTBETCTBYIOIINE TOJTHOMOYHS
IyTEM JeNernpoBaHusa. EcCiIM KOMIBIOTED NPHUCOEOUHEH K JOMEHY, 3Ty MNPOUEAYpY MOTYT
BBINIOJHATh WJE€HBl TPyHnbl AIMUHUCTpaTOphl JoMmeHa. [Ipu 3ToM mo cooOpaxeHUsIM
0€30MacCHOCTH PEKOMEH/IyeTCsI UCII0JIb30BaTh KOMaHy 3alyck OT UMEHHU.

- B Xxone BBINMONHEHUs 3TOM Mpoueaypbl OyayT 3aapXWBHPOBaHBI TOJIBKO CHCTEMHBIE (hailiibl,
HE00XO0IMMBIE IS 3aITyCKa ONEePallMOHHON cucTeMbl. JlaHHbIe clieyeT apXUBUPOBATh OTEIBHO.

- [ocne co3nanust Habopa ASR creyeT HOMETHTb 3Ty JUCKETY U HOCUTENb apXHBa U XPaHUTh UX
BMecTe. YTOOBI MCHOIB30BAaTh HOCUTENb apXHBa, HEOOXOIUMO UMETh JTUCKETY, KOTOopas Obuia
co3llaHa BMecTe ¢ HabopoMm Hocutened. HeBO3MOXKHO MCMONB30BaTh JUCKETY, CO3JaHHYIO B
JIpyroe BpeMsi WM C APYruM HaOopoM Hocutened. Takke i BBITIOJHEHUS aBapUTHOTO
BOCCTAHOBJICHHS] CHCTEMBI CIEIyeT UMETh YCTAHOBOYHBIN KOMITAKT-/IHCK.

- Cnenyer xpanuth Habop ASR B Oe3omacHom mecte. Habop ASR comepxuT cBemeHus o
KOH(MUTYpaIK CUCTEMBI, KOTOPhIE MOKHO MCIIOIb30BATh JIJIsl IPUYMHEHUS BPE/la CUCTEME.

- Ecau npon3BoauTCs apXuBalus KJiacTepa CEpBEpOB, 3aIllyCTUTE MAacTEP MOATOTOBKU aBapHITHOTO
BOCCTAQHOBJICHMS CHUCTEMBI Ha BCEX Yy3JlaX Kiacrepa M yOeauTech, 4To Ciyx0a KiacTepoB
paboTtaeT npu coznaHuM Kaxaoro apxusa ASR. Yb6emutech, 4To OAMH U3 y3JI0B, HA KOTOPOM
3allylleH MacTep MOATOTOBKM aBAPUIHOTO BOCCTAHOBJIEHUS CHCTEMBI, ABIIAETCS BIAaAEIbLEM
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pecypca KBopyma Bo BpeMsi paboThI MacTepa.

BoccranoBnenue cuctemsl 1mocie cO0si ¢ MCHOJIb30BAaHUEM CPEICTBA aBAPUITHOTO
BOCCTAaHOBJICHUS CUCTEMBI

Ilepen nHayamoMm mpoUEAypbl BOCCTAHOBJICHUS yOeAMTECh B HAJIWYMU CIEAYIOLINX
3JIEMEHTOB:

" IPEABAPUTENBHO CO3AHHOM IUCKEThI aBAPUIHOTO BOCCTAHOBIICHUS CUCTEMBI;

" IPEABAPUTENBHO CO3AAHHOTO HOCUTEINSI apXUBA;

" HICXOJTHOT'O YCTaHOBOYHOI'O KOMIIAKT-AMCKA ONEPALIMOHHON CUCTEMBI;

* IPY HATMYUH KOHTPOJUIEPA 3alIOMHHAIOIIETO YCTPOUCTBA, U KOTOPOTrO TpeOyeTcs OTAebHBIN
(aiin npaiiBepa (OTIIMYHBINA OT (HAKIIOB, JOCTYIHBIX C YCTAHOBOYHOTO KOMITAKT-TUCKA), CIICAYET
MOJIYYUTh ATOT (pails (Ha AUCKETE) Mmepe/l HadaJloM MPOLIETYPHI.

BceraBbTe MCXOAHBIM YCTAaHOBOYHBIM KOMIAKT-AMCK ONEpalMoOHHOM cucteMbl B CD-
JUCKOBOI.

Ilepesarpysute xkomnstorep. Ilpy nosiBieHnn Ha SKpaHe MPUITIAILIEHUS HaXaTh KIABULLY
JUISL 3arpy3KHU C KOMITAKT-IMCKA HAXKMHUTE COOTBETCTBYIOIYIO KIIaBULLY.

Ecnu nmeetcs otaenbHbli daitn qpaiiBepa, Kak OMKMCAHO B 1Iare 1, UCMONIb3YHTE paiiBep
KaK 4YacTh IpPOrpaMMbl YCTAaHOBKM, HaxaB KiaBully F6 B OTBET Ha COOTBETCTBYIOLEE
IIpUTJIALICHUE.

Haxwmure knaBumry F2 npu mosiBI€HHH COOTBETCTBYIOIIETO IMPUITIAIICHHUS B Hauaie
TEKCTOBOT'O JTala yCTAaHOBKH. DByJeT BBIBEACHO IPUIVIAILIEHUE BCTABUTh IPEIBAPUTEIBHO
CO3JJaHHYIO JUCKETY aBapUHHOIO BOCCTAHOBJICHUS CUCTEMBI.

CrnenyiiTe yka3zaHUsM, NOSBISIOLIMMCS Ha DKpaHe.

Ecnu nmeetcs oTaenbHbIN (aiin qpaiiBepa, Kak onucaHo B mare 1, HaxMuTe kinasuiry F6
(BO BTOpOH pa3) MpH MOSBICHUH COOTBETCTBYIOILEIO MpPUIVIALIEHUS IOCIe Mepe3arpy3Ku
CUCTEMBI.

CrnenyiiTe yka3aHUsIM, NOSBISIOMIMMCS Ha sKpaHe. [Ipumeuanus:

- Hanmuuue ¢usnueckoro nocTymna K cepBepy CHMXKAeT 0e30MacHOCTbh cucTeMbl. J[ins co3naHus
Oosee Oe3omacHOM cpeabl HEOOXOAMMO OTPaHUYUTh (PU3MUECKUM JOCTYN KO BCEM CEepBEpaM U
CETEBOMY 00OpYAOBaHUIO.

- [Ipu aBapuifHOM BOCCTAHOBJICHUH CHCTEMBI (Dailiibl JaHHBIX HE BOCCTAHABIMBAIOTCSI.

- IIpu BOCCTaHOBIIEHUH KJIacTE€pa CEPBEPOB, BCE Y3JIbI KOTOPOIO HEUCIIPABHBI U AUCK KBOpyMa He
MOJKET OBbIThb BOCCTAHOBJIEH W3 apXMBa, CJIEAyeT HCIOJIb30BATh aBApUIHOE BOCCTAHOBIICHUE
CUCTEMBI HAa KaXJOM y3JI€ B HUCXOJHOM KJacTepe I BOCCTAHOBIICHHs IMOIIUCENH TUCKOB U
pa3MeTKH pa3fiesioB AUCKOB KilacTepa (KBOPYMHBIE U HEKBOPYMHBIE).

Boinonnenue paboTsl

N3yunth BO3MOKHOCTH BOCCTAHOBJIEHHSI JAHHBIX M PAOOTOCHOCOOHOCTH CUCTEMBI U
OTBETUTH HA BOIPOCHI:

1. Ilepeuncnure TUIBI ApXUBOB PE3EPBHOIO KOIMPOBAHUS JAHHBIX.

[Tepeuncnure KHONKK OKHA «J{00OpO MOXkKaIoOBaThy MPOrpaMMbl APXUBAITUH.
HazoBure BapuaHTbl apXUBUPOBAHUS CUCTEMHBIX JaHHbIX.
Kakas nnpopmanus npeacrapieHa B 0OT4eTe 00 apXUBALUK JaHHbIX?
Kakue ocHOBHBIE TPUUUHBI OTKa3a PaOOTOCIIOCOOHOCTH CHCTEMBI?
[Tepeuncnure BUIbI BOCCTAaHOBIIEHUS HH(OPMALIHH.
OnuuTe mpouenypy BOCCTaHOBICHHS HH(POPMAILIUU 10 MOMEHTA cOO0sl B CUCTEME.

NNk WD
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8. Tloyemy mocToBepHOCTH WH(MOPMAITUU, COXPAHIEMON B KOMUAX, 3aBUCUT OT MHTEpBaJa
BpPEMEHH, Yepe3 KOTOPBIN MPOU3BOAUTCS apXUBUPOBaHUE?

9. Kakas wH(pOpMAIUs MpECTaBlIeHa B OTYETE O CO3JAHUH PE3EPBHOM KOIUU COCTOSHUS
CUCTEMBI?

[IpakTuueckoe 3anaTue « MOHUTOPUHT aKTUBHOCTH MOPTOB» U «BIOKHpPOBaHHE TOPTOB

Henb paboTsl: hopMHupoBaHHE YMEHHI U HABBIKOB OJIOKMPOBKHU U pa30JI0KUPOBKU OPTOB
MOJIKJIFOUEHUS YCTPONUCTB

OcHOBHBIE TIOJIOKEHUS

[Tonatue mopTta B KOMIbIOTEpe MHOTO3Ha4uHO. Camoe ofIiee omnpeaeseHue: mopT - 3TO
coeauHeHue ((PU3NIECKOE MM JIOTHUECKOE), Yepe3 KOTOpPOe NMPHHHUMAIOTCS W OTIPABIISIOTCS
naHHbpie. OOMEH JaHHBIMH MEXIYy JIFOOBIMH YCTPOHCTBAMH BO3MOXCH TOJBKO INPU HATUYHU
YTBEPKACHHOI'O CTaHapTa Ha uHTepdelic.

B cocraB ammapatHOro obecriedeHus] MOpPTa BXOJAUT CHEIHAIM3UPOBAHHBIA DPa3bEM,
NpelHa3HAYeHHBIA [ TMOAKIIOYEHUs OOOpyAOBaHUs OIpeAenéHHoro Tuma. Yacto 3TOT
CHEIMAIM3UPOBAaHHBIA pa3beM M Ha3bIBAIOT MopToM, Hampumep USB-mopt, HO ecTh pa3beMsl,
KOTOpBIE TOPTaMH Ha3bIBaTh HE MPUHATO, Hanpumep, RJ11. Kak mpaBuio, kaxplii mopT uMeer
0003Ha4YeHNEe, KOTOPOE Pa3MEIIAETCS PSIOM C Pa3bEMOM.

OcCHOBHBIE IOPTHI, UCIIOJIb3yEMbIE B KOMIIBIOTEPAX, HOYTOYKaxX:

- USB-nopT;

- IEEE 1394 (FireWire) ;

- [Topt eSATA u komO6unupoBanuslii mopt USB/eSATA;
- CereBoii mopt Ethernet;

- [Topt SCSI;

- [TocnenoBarenbHbIi mopt RS-232;

Tloptel ansg monkimtoueHus: BHemHUX MoHuUTopoB VGA, DVI, S-Video, HDMI,
DisplayPort;

- TlopT A TOK-CTAHIIUU U TIOPT PEIUTHUKATOD;
- ITopts! nns monyneit pacumpenus PCMCIA, ExpressCard.

USB - Universal Serial Bus - yHuBepcanpHas mocnenoBaTenbHas muHa. USB-mopTsr
SBJISIIOTCS CBOEr0 pPoOJia CTaHAApTOM JJi MOAKJIIOYEHHUS BHEIIHUX YCTPOMCTB, K KOTOPOMY
CTpPEeMSTCS BCE MpOoM3BOAUTENM 3THX ycTpoicTB. K mopram USB mnoakirodaroTcsi: MBI,
KJIAaBUATYPBI, MPUHTEPHI, CKAHEPHI, MOJIEMBI, KapApuIephl, GIdII-HAKOMHTETH, (OTOANIapaThI,
COTOBBIE TeNe(OHBI, IJIeEePhI, KECTKUE TUCKH, OMTUYECKUE JUCKOBOIBI U JIP.

IEEE 1394 - BBICOKOCKOPOCTHOM TMOCIIENOBATEIbHBIA TOPT JUid IUGPOBBIX
Buneoyctpoiicts. Kommanus Apple nponsuraer crangapt IEEE 1394 nmox mapkoit FireWire,
kommanus Sony — o mapkoit 1.LINK. IEEE 1394 npumensieTcst 1715t HOIKIIOYSHHS BUACOKaMED,
nudpoBbIX ¢doTOoANMmapaToB U APYTHX MYJIbTUMEIUWHBIX YCTPOMCTB, a TaKXKe MPUHTEPOB,
CKAHEPOB, BHEIIIHUX KECTKUX JHCKOB.

OcHoBHbIe TpenmMyIecTBa o cpaBHeHuo ¢ USB 2.0 - 6oiee BeICOKasi CKOPOCTH MEpe1adH,
OombIIast CTaOMILHOCTb, OOJIBINIAS JUTMHA Ka0es 10 OKOHEYHOTO YCTPOHCTRA.

eSATA - External Serial ATA (Advanced Technology Attachment - npucoenunenue no
NEepeoOBOM TEXHOJIOTUH) — TMOCJIeN0OBaTeNbHbI HHTepdeiic A MNOAKIIOYEHHS] BHEITHHX
YCTPOMCTB, MOJIEPKUBAIOIIUN PEXUM «ropsueit 3ameHb». Ctanaapt eSATA npegycmaTpuBaet
MOJKJIFOYEHNUE BHEIIHUX KECTKUX IUCKOB, OoNTHYECKHX OHCKOB, RAID-maccuBoB. CkopocTh
nepeaayu JaHHbIX ropasao Baie, yeM y USB 2.0 wiu IEEE 1394,
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Henoctatku eSATA:
* MaKCUMaJIbHasl JUTMHA Kabess He MPEBBIIIAeT 2 METPOB;
* KECTKUE TUCKH, mopakmoyaembie depe3 eSATA, morpeOyroT IOMONHUTENFHOTO MCTOYHHKA
MUTAHUSA - 3TO MOTYT OBbITh Kak pa3béMbl USB mmm 1394, tak u poserka.

[Topr Ethernet mpeanasHaueH aJis MOJKIIOYCHHS HOYTOYKA K KOMIIBIOTEPHOH CETH C
MOMOIIBIO ceTeBOro kabens uepe3 pazbem RJ45 (RJ-45). Texnonorus Ethernet omuceiBaercs
craugapramu IEEE rpynmer 802.3. CymecTByeT HECKOJIbKO cTaHmapToB TexHosoruu Ethernet.
CranaapThl pa3iMyaroTCsl CKOPOCThIO MEpeJaun JAaHHBIX U Nepenaromeii cpenoil. B HoyTOykax
00b1yHO ycraHaBnuBatoT TopT Ethernet 10/100/1000, koTopwlii TOAAEPKUBACT CTaHIAPTHI
10BASE-T, 100BASE-TX u 1000BASE-T nns paccrosuuii 1o 100 m. Crangapr 10BASE-T
MO3BOJIICT Tepe/iaBaTh JaHHBIE CO cKopocThio 10 Mowut/c. s mepemaum ucmonb3yercs 4
npoBoja Kabenss BUTOM mapbl kateropuu 3 wim kareropuu 5. [lo crammapty 100BASE-TX
CKOpOCTh Tepenaun AanHbix cocraBisier 100 Mout/c. Ctanmapt mpuMeHseTcs Uil IOCTPOCHHUS
CeTe TOIOJIOTHH «3BE37a». 3aJelCTBOBaHA BUTas Iapa KaTEeropuu S5, IOANEPKUBACTCS
nymnekcHas nepefada nanueix. Crannapt 1000BASE-T - rurabutnsiii (Gigabit, Geth) Ethernet
NO3BOJISIET MepefaBaTh JaHHbIE €O CKopocThio 1o 1 I'6ut/c. CranpmapT npeaycMaTpuBaeT
WCII0JIb30BaHUE BUTOM Napbl KATETOpUH Se.

RS-232 (anrn. Recommended Standard) - crammapt mocienoBaTelbHON aCHHXPOHHOM
IIepeIaun IBOUYHBIX JAHHBIX MEXKIY ABYMs yCTPOMCTBAMM Ha paccTosiHuu 10 15 merpos. [lopr
RS-232 B mocnenanee BpeMst He 4acTO BCTpedaeTcs B OM3HEC-HOYyTOYKax, HO MOXKET OBbITh IIOJIE3¢H
B IIPOMBIIIJIEHHBIX HOYTOYKaX.

OH wucnonb3yeTcst A pealu3allid CUCTeM cOopa JaHHBIX B peaJbHOM BpEMEHH,
MOJIKJIFOUEHUS Hay4yHOTo psiia KoHTakToB. Kaptel Type Il nognepxusatot 16- nnu 32-pa3psaHelii
uHTepdeiic. Onu umeror TtomummHy 10,5 MM, 4YTO MO3BOJIAET YCTaHABIMBATh Ha KapTy
CTaHJapTHBbIE pa3bEMbl BHEIIHUX MHTepdelicoB u u30aBUTbCA, TakUM o00pa3oMm, OT
JIOTIOJTHUTENbHBIX KaOeneil. Pasbem wumeer ueTwipe psna KoHTakToB. Pazsem PCMCIA
MIPEACTABISIET COOOM e MUPUHOU 54 MM, KOTOpasi 3aKpbhITa JIMOO OTKUIHON IITOPKOM, THOO
IIJIACTUKOBOM 3arTyIIKOM.

Pa3zbem (cnior) PCMCIA (BBepxy) u 3ariyiika, BHU3Y — KapJapuep.

BonpmuHCcTBO HOYTOYKOB OCHamaercst ymimb ogHuM pasbemMoM PCMCIA Ttuma II. A
COBpPEMEHHBIE HOYTOYKH YK€ 00X0AATCsl M BOBCE 0€3 ATUX pa3beMOB.

ITopt ExpressCard. Cranpmapt ExpressCard ans kapT pacmupeHus Obu1 pazpaboTaH
acconnanueit PCMCIA na cmeny crangapty PC Card. HoBblit cTanmapt Obu1 co3naH Ha 0Oase
HOBOH ckopocTHOU nocinenoBarenbHol muHbl PCI Express. Crannapt ExpressCard He TonbKO
6onee nponsBoauTenbHbId, yeM PC Card, Ho 1 6051ee ynuBepcanbHblil. Uepes ExpressCard MoxHO
nonkiouatecss Kk mmHe USB. Kaptel ExpressCard ObIBaioT 1BYyX THIOB, OTIMYAIOLIUXCSA IO
mpune: 34 mm 1 54 MM. COOTBETCTBEHHO U pa3beMbl ObIBatoT AByX THNOB ExpressCard/34 u
ExpressCard/54. I1pu sToM kapThl 34 MM MOXHO yCTaHaBJIMBaTh Kak B pazbeM ExpressCard/34,
Tak 1 B pa3zbeM ExpressCard/54. Uepe3 pazvembl ExpressCard noxkmouaror TB-TioHEpHI,
3BYKOBBIE KapThl, KapTbl Wi-Fi, ¢uenr-nakonurenn (oHH 4YacTo monkiovatorcs yepe3 USB-
cocrasisonryto uatepgeiica ExpressCard), Mmogemsl a5t paboThl B COTOBBIX CETSAX U JP.

Pazsem RJI1(RJ-11 Registered jack) — pazpem monmema HOyTOyKa. Mcmonbsyercs s
NoJKIro4eHus K MIHTepHeTy yepe3 MoieM 1o TeneOHHOM JIUHUN.

CpaBHEHHE CPEICTB MOHUTOPUHTA JEHCTBUH MOJIb30BaTENCH

OnHOM W3 BaXXHBIX OCOOCHHOCTEH COBPEMEHHBIX KOPIOPATUBHBIX CETEH SIBIACTCS WX
pa3Mep, KOTOpPBIM 3a4acTyl0 MCUUCISECTCA THICSYAMHM, a M HMHOIA M JECATKAMU ThICSIY

28



KOMIbIOTEpOB. [Ipu 3TOM IeATENbHOCTh MOJIB30BATENEH MOXKET OBITh pacHpelesieHa Cpeau
Pa3IMYHBIX KOMITBIOTEPOB, a OJJHA U Ta )K€ MPo0JIeMa YacTo pelIaeTcs IPyNIaMu IMoJIb30BaTeNei.
BaxxHoli 3amaueii sBisieTcss KOHTPOJb PalOTHI, KaK OTAEIBHBIX IOJIb30BATENCH, TaKk U TPYIII
II0JIB30BAaTENCH.

OCHOBHBIMH ~ HENISIMH ~ KOHTPOJSL ~ SBIAIOTCA:  obOecrieueHne  MH(OPMAIIMOHHON
0€30I1aCHOCTH, BBISIBIICHUE CIIy4aeB HEKOPPEKTHOI'0, HENMPO()ECCHOHAIBHOIO WJIU HELEJIEBOro
UCIIOJIb30BAaHUS PECYPCOB, OLIEHKA XapaKTEpUCTUK (PYyHKIMOHUPOBAHMs KOPIIOPATUBHOM CEeTH U
IIapaMeTPOB HUCIIOJIB30BAHUS PECYPCOB.

OcHoBHOH 3anavell obecnieueHUs] UHPOPMALMOHHOM O€30MaCHOCTU SABISAETCA «PaHHEe
OoOHapy»XeHHE» BHYTPEHHUX BTOPXKEHHM, T.€. BBISABICHUE ICHCTBHI MOJIb30BaTENIel, KOTOPHIE
MOTYT MPEALIECTBOBAaTh BHYTPEHHUM BTOPKEHUSAM. UeM KpyIlHee opraHu3aliusi, TeM akTyallbHel
ABJIIETCS AJI1 Hee IpobiieMa NpPeJOTBpAIICHHs] BHYTPEHHUX BTOPKEHHM, B YACTHOCTH Kpa)ku
uH(pOpMalLMY, TaK KaK UMEHHO Kpaka SIBJISIETCS KOHEYHOM LeNb0 OOJIBIIMHCTBA BHYTPEHHHUX
BTOp)KeHUH. CBsI3aHO 3TO C T€M, YTO B OOJNBIIMX OpPraHU3alMsIX 3aTPyIHSAETCS KOHTPOJIb Hal
oOpamieHneM MH(QOpPMaMK U CYIIECTBEHHO BO3pacTaeT LieHa €€ YTeUKHU. YKa3aHHbIE
00CTOATENILCTBA ONPEAEISAIOT BEICOKUN YPOBEHb 03a00UE€HHOCTH JaHHOM Mpo01eMoil co CTOPOHBI
KpyIHOro OW3HECa M IPAaBUTEIbCTBEHHBIX oOpraHu3auuid. Pemenune naHHON mpo6GiemMbl
3aKJII0YaeTCs B NPUMEHEHHH '"KECTKOW" TMOJUTUKM HMHPOPMAUMOHHONM O€30ImacHOCTH B
OpraHMU3aly U UCII0JIb30BAaHUU CPEJICTB MOHUTOPUHTIA IEHCTBUM MOJIb30BaTENEH.

Spector 360

Spector 360 BkmrouaeT B cebs cpencTBa s aBTOMATHYECKOrO pa3BEPThIBAHUS U
yIAJIEHHOTO YIPAaBJIECHUs, OCYLIECTBISIET 3alUCh Pa3HOOOpPa3HbIX AeWCTBUM, BKiItoyas: Email,
4aThl, MTHOBEHHbIE COOOIIEHUS, MOCelaeMble BeO-CaiiThl, OHJIAfHOBbIE MMOMCKOBBIE 3aIpOChI,
Ha)KMMaeMble KJIABUIIM M HCIOJIb3yeMble IporpaMMsel. Spector 360 Takxke BKIOYaeT B cels
CPEACTBO JUIS 3alIUCH 00pa30B SKpaHa B PEKUME BUICOKAMEPHI.

Bce aTu HHCTPYMEHTBI BEAYT 3allUCh OJHOBPEMEHHO, CKPBITHO, IO 3alIUTON TPOMHOIO
ypoBHs1 Oe3omacHocTH. [Ipunoxenune Recorder xopomo KOHGUIYpUpYeTCsl U MOXKET ObITh
HACTPOEHO JJIs 3alUCH TOJIbKO HHTepecyromux Bac coObITHil.

B nomonHeHne K MOHUTOPUHIY M BeAeHMIO 3amucu Spector 360 obiagaer pa3BUTOM
CHCTEMOM OTpeJICICHHS M O0OHAPYKEHHUS KIIFOYEBBIX CJIOB, KOTOpasi OyeT HEMEIJIEHHO H3BEIIaTh
0 KaXJOM cllydae, KOrja IoJib30Bareib KOHTpoaupyemoro IIK OTKIOHUTCS OT JOIyCTHMMOIO
ucnonb3zoBanus [IK wnu Uatepher.

Perucrparop Spector 360 MOXHO NEPEBECTH B CKPBITHII pexXHUM, KOTOPbI o0ecriednBaeT
HEBO3MOXXHOCTb OOHApPY>KEHUS IPOTrPaMMBbl HEYTIOTHOMOUYEHHBIMH T0JIb30BaTeNsIMU. B cKpbpITOM
pexume Spector 360 He OyeT BUIEH MOJIH30BaTEII0 B CHCTEMHOM MEHIO 33/1a4, AUCTIETYepe 3a1a4
WIM B MEHIO YCTaHOBKH/YJAJIEHUS ITPOrPaMM MaHENIN yIpaBIeHUS.

[Ipu momomm Spector 360 BBl MOXKETE CTEHEPUPOBATH BHICOKOKAUYECTBEHHBIE OTYETHI [
PYKOBOJICTBa, KOTOPbIE MOT'YT PETYJISIPHO pacledyaTbiBaThCS MIIM PacChUIaThCsS MO MOYTE.

Spector 360 pazpabotan JUIsi KOMMEpUYECKUX, 00pa30BaTENbHBIX U MPABUTEIbCTBEHHBIX
OpraHu3aIii, UCTIONB3YIOUINX ceTH Ha ruatdpopme Windows.

Security Curator

Security Curator — 310 cuctema obecreueHus UHPOPMALMOHHOM 0€30MacHOCTH HOBOTO
IOKOJIEHUs, 00BEINHSAIONIAsA B ce0e BO3MOXKHOCTh HA0IOJIEHNS 32 JEATEIbHOCTHIO COTPY/THUKOB,
KOHTPOJIS UX JIeHCTBUI M OJIOKMPOBKU NOTEHIMAIBHO ONACHBIX IyTEH yTeuku HH(pOpMaIuH.

Security Curator BeAET MOHUTOPUHT B peajJbHOM BPEMEHHU MPAKTUUYECKU BCEX JACHUCTBUI
COTPYAHUKOB Tpu pabore 3a KoMmmbroTepoM. WMHpopManus o IeHCTBHSIX MOJIb30BaTeNeh
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OOHOBJISIETCS B peajbHOM peXUMe BpeMeHHU. [Ipu 3TOM MOCTOSIHHO MPOU3BOJIUTCS COXPAaHEHUE
CHUMKOB OJKpaHa TpH COBEPIICHHH JOOBIX ACHCTBHA, TakKe CYIIECTBYET BO3MOXHOCTH
HaOmoIeHusT 3a pabodyMM CTOJIOM TIONB30BaTeNsl B pEXUME OH-IalH. B ciaydae paboTs
nosib3oBarenem ¢ USB-ycTpoiicTBamu MpOU3BOAUTCS pe3epBHOE KOMMMPOBaHKE (DAIAIIOB.

Buenpenne Security Curator mo3BoJisieT OTpaHHYUTh TOCTYI K HEXKENATeIbHBIM caiiTaMm,
nporpaMMaM M MPHIOKEHUSM Ha OMNPEJECNICHHBIM MPOMEXYTOK BPEMEHHU JIMOO MOCTOSHHO.
Hanpumep, paboromarenb MOXET pa3pelINTbh COTpPyIHUKaM mocewmarsh caiitbel BKonrtakre u
OOHOKIIACCHUKY TOJIBKO BO BpeMs 00€/IEHHOTO MepephIBa, a AOCTYII K OyXraiTepcKoi mporpaMme
1C 3anpeTuTh nocie OKOHYaHUs pabovero JHS U Ha BHIXOAHbIX.

Activity Monitor

OTOT MOIUHBII HMHCTPYMEHT IO3BOJSET OTCIEKHUBATh JIIOObIE AEUCTBUS B CETH U
IIPEIOCTABIISAET BaM JIETAIbHYIO0 HHPOPMAIUIO O TOM, YTO, KaK M KOTJa JeJIalu Balll COTPYIHUKU.
Bynb To cerh OMOMMOTEKHM, YHUBEPCUTETA WIM KOMMEpPUYECKOH opranuzanuu, Activity Monitor
IIOMO’KET BaM yCTaHOBUTh 3P PEKTUBHBII KOHTPOJIb HAJl HEH.

[Ipunoxenue cocTouT U3 cepBepHOW M KiMeHTckod dacteil. Cepsep Activity Monitor
MOXET OBITh YCTAQHOBJIEH Ha JOOOM KOMIIBIOTEPE B CETH. MOJyJb-IINHUOH (areHT)
YCTAaHABIIMBAETCSl HAa BCEX KOMIIBIOTEPAX, ACUCTBUS Ha KOTOPBIX BBl XOTUTE OTCIIEkKUBaTh. OH
MOJKET ObITh YCTAHOBJIEH JaK€ yIaJEHHO C CUCTEMBbI, HA KOTOPOI YCTaHOBJIEHA CEpBEPHAsl 4aCTh
Activity Monitor.

JIeHCTBUS Ha CETEBBIX KOMIIBIOTEPAX OTCIICKUBAKOTCA YIAIEHHO. BBl MOXeTe HACTPOUTh
porpaMMy TakuMm oOpa3oMm, 4TO OHa OyAeT OTCIEeKHUBAaTh U PErUCTPUPOBATH JECUCTBUS Ha BCEX
KOMITbIOTEpPaxX B CETH OJHOBPEMEHHO. J[aHHbIE MOHMTOPUHIA MOTYT OBITh MCIOJB30BAaHbI IS
6osee TIIyOOKOro aHaiM3a U CO3JIaHMsl JeTaIbHBIX OTYETOB.

Activity Monitor sBasercs  3(G(GEKTUBHBIM  CPEJICTBOM  MOBBINIEHUS  oOIIeH
IIPOU3BOJUTEIBHOCTH TPyAa B KOMIAHMAX, MWCIONB3YIOIMIMX JaHHYK MpOrpaMMy Ul
MOHUTOPHHIA JIOKAIbHBIX ceTell. Ilpoiie roBops, 3TOT MOIIHBIH MHCTPYMEHT oT Softactivity
HSKOHOMMT BalllH JIEHBIH.

NetVizor

NetVizor — I[porpamma i1t MOoHUTOpHHTA ceTH. NetVizor mo3BosisieT HaOIroAaTh 3a BCeH
JIOKAJIbHOM ceThl0 M3 ofHoro pabouero mecra. lIporpamma Moxker ciequTh 3a pabouuMu
CTaHIMSAMM W HHAUBUAYAIbHBIMU IIOJb30BAaTENIIMHU, KOTOpBIE HCIOJIB3YIOT pa3JIMYHbIE
KOMIIBIOTEPBI, HAXOASAIIUMCS B CETH.

IIporpaMMa 1O3BOJIIET CIEAUTH 3a
(GWIBTPaLMIO KOHTEHTA U YIPABIATH CETEBBIMU KOMITBIOTEPAMHU TUCTAHLIMOHHO.

CCTCBBIMU  KOMIIBKOTCPaMH, OCYHICCTBJIATH

CymecTByeT BO3MOKHOCTb BEACHHUS JKYPHAJIOB aJpECOB IOCEHIEHHBIX CaNTOB,
COEIMHEHUN C MHTEPHETOM, OTKphIBaeMbIX (ailyioB, YaTOB, IMEPECHUIAEMBIX COOOIIEHUN
AIIEKTPOHHOM MOYTHI M Tak janee. NetVizor Takxke 00e3BpeXUBACT MIMHOHCKHUE NMPOTrpaMMbl U

IIOMOTAET CIACINUTH 3a 0EC30IaCHOCTEIO.

MonuTopuHT Spector Security Activity Net
360 Curator Monitor 'Visor

Okpan + + + +

CHUMKH dKpaHa + + + +
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3anylieHHbIE POLIECCHI

Bpems 3aIycKa u
BBIKJIFOUECHHUSI [IPOIPAMM

becnnarnbie CCPBHUCHI
BHGKTpOHHOﬁ IIOYThI

Haxxatue xnaBuin

E-mail

Tlocemiennbie CanuThI

[Tepenucka B IM arentax

ConuanbHbIE CETH

ITonckoBrIie 3aIIpOChI

USB ycrpoiicTBa

OOHapyxeHHe KIIOYEBBIX

CIIOB
YcraHoBKa, yaueHue
porpaMm
KounTpons pabouero
BpEMEHU

3arpy>xaembie (Haiibl

Hoctynm  k  ¢aiinam,
rmarrKkaM

AKTHUBHOCTB
[10JIL30BATEIA

FTP

CeTeBble COETMHEHUA
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Br160pouHbIif MOHUTOPUHT + + + +

3anuck 1o pacrnuCcaHuio + + + +

KonTpos Spector Security Activity Net

360 Curator Monitor Visor

briokupoBka coObITHII (3aITyCK - + + +
MPUIIOKEHUH, CaMThI, 3amnper
(haliJIOBBIX OTICPALIHIA)

brokupoBka 3amycka IHOOBIX - + + +
[IPOLIECCOB

briokupoBka - + - -
MOIKJIFOUEHUS/OTKITIOUEHUS BCEX
runoB ~ USB  Hakonwutened U
[YCTpPOWCTB

bioxupoBka CETEBBIX + + + +
coeMHEeHUH (110 MOPTY, ip aapecy)

bnoxupoBka caiiToB o + + + +
ITOMEHY

bioxupoBka 4aToB 7| + + + +
MHTEpHET NEHKEPOB

bioxupoBka  nmoctyma B + + + +
M HTepHET 0 MPOTOKOJY WU MOPTY

3anper EUCTBUI C - + + +
(aiimamu/mankaMmu

OT4eTHOCTh Spector Security Activity Net

360 Curator Monitor Visor

I'enepanus OTYETOB C + + + +
MPUBS3KON K OT/IEJIbHOMY|
MOJIb30BATENIO

[Torck 1o KIIFOYEBBIM CIIOBaM + + + +

I'enepanus rpaduyecKux| + + + +
OTYETOB

Konsepranus otuetoB B PDF + + - +

KonBepranmsi  otuetoB B + + + +
HTML

Konsepranus otuetoB B CSV + + + +

Kongepramms oruetoB B Excel + - + -
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Kounsepranust oryetoB B Rich + - - -
Text
DKCHOPT OTYETOB + - - -
OTtnpaBka OTYETOB o + + - +
PIEKTPOHHOU MOUTE
OtmpaBka oruyetoB o FTP + + - -
[IeuaTp oTUETOB + + + +
I'enepanus OTYETOB 110, + + - -
[pacIrCaHuIo
VYnpasnenue Spector Security Activity Net
360 Curator Monitor Visor
LenTpann3zoBanHoe + + + +
YTIpaBJICHUE KIIMEHTAMHU
LenTpanuzoBanHOe + + + +
yIpaBlIeHUE TUIEH3UAMU
LlenTpanuzoBanHoe + + + +
KOH(HUTYpUpPOBaHHE
0€301MacCHOCTH
LenTpann3zoBanHoe + - - -
KOH(UTYPHUPOBAHUE CETU
LenTpanm3oBanHoe + + + +
KOH(UTYpHUpPOBaHUE
WEB- ¢unstpa
PesepBupoBanue u + - - -
BOCCTAaHOBJICHUE 0a3bl IAHHBIX
VYnpasnenue pe3epBHBIMU + - - -
KOMTUSIMU
MHOronoap30BaTeNbCKHIA + - - +
JTUCKPEIIMOHHBIN KOHTPOJIb,
ITOCTyTa K JTAHHBIM
Pasnenenne  nmocryna + - - +
K  (yHKIHAM
QIMHUHUCTPUPOBAHUS
Bo3MOXHOCTS  TPYNIIUPOBKY + + + +
KOMIIBIOTEPOB
B03MOXHOCTE  TPYNIIHPOBKYU + - + -
MOJIb30BaTENEN
be3onacHocTh Spector Security Activity Net
360 Curator Monitor Visor
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KoHTponp KOMIBIOTEPOB B + + + +
ceTu
VY aneHHas ycTaHOBKa + + + +
HeBuanmelii pexxum paboTbl + + - +
ABTOpM3aIMsl TIPU  3aITYCKE + + + +
AJIMAHUCTPATHBHOTO
MOTYJIS
CroumocThb Spector Security Activity Net
360 Curator Monitor Visor
ena 3a 1 nmumensuto (ot 5 10 ~ 5200 ~ 1800 ~ 1400 ~
09 X0CTOB) pyoO. pyo. pyo. 1600
pyo.
Iena 3a 1 aunensuro (ot 100 ~ 4000 ~ 1600 ~ 700 ~
Mo 249 xocToB) pyoO. pyo. pyoO. 1100
pyo.
ena 3a 1 naunensuto (ot 250 ~3500 ~1500 ~600 ~200
imo 1000 xocToB) pyo pyo. pyO pyo.

Omnpenenenno, Spector 360 HE3aMEeHUM B KPYNHBIX OpraHU3alUsaX, TJ€ PEIIAOTCs 3aJaud
OIEepPaTUBHOTO MOHUTOPUHIAa OTPOMHOT'0 KOJIMYECTBA PA0OYHMX CTAHIUH.

Ecnu genath akiieHT Ha BO3MOXHOCTb KOHTPOJISI U OJIOKMPOBKHU JIEHCTBUM MTOJIb30BaTENEH, TYT
nonoiaer Security Curator, NetVisor u Activity Monitor.

PaccmoTtpum aBa crioco6a yydiieHust 0€30MacHOCTH paboThI CETH.

[Ilar 1. Mensem yderHyro 3anuch aamuHucTparopa ([lomp3oBarens AAMHUHUCTpATOp C
IIyCTHIM MapoJieM — 3TO YA3BUMOCTH) (YOUpaeM ysi3BUMOCTH 1)

[Ipu ycranoBke Windows XP B aBTOMaTn4eckoM pexume ¢ HaCTpOMKaMU 110 YMOJTYaHHUIO MbI
UMeeM MOoJIb30BaTesst AIMUHUCTPATOP C IyCThIM mapojeM u o0oi User moxet Boiitu B Takoi I1K
C mpaBaMH aJMUHHUCTpaTopa. YToObl pemuTh MpobiieMy BBIIOIHUM KOoMaHay Mol KommbroTep-
[Tanens ynpaBieHus-AIMUHUCTPUPOBaHUE- Y IPABICHUE KOMIIBIOTEPOM- JIOKaIbHBIE 110JIb30BATEIH-
[Tonb3oBarenu (puc. 1).

Puc. 1 - OxHO YpaBieHne KOMIBIOTEPOM
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31ech Mo MIeTYKY MPaBO KHOMKOW MBI Ha AJMUHHUCTPATOPHI 3a/1aJIUM aIMUHUCTPATOPY
napojib, Hanpumep, 12345. Temepp B OKHEe AJMUHUCTpUpPOBaHHE 3aiiieM B JIOKaibHYIO
noJauTuKy Oe3omacHoctu. Jlamee maeM mo BeTkaMm jepeBa: JlokambHble mnoiuTuKu-IlapameTps
Oe3omacHOCTH-YyeTHbIE 3anucu: llepenMenoBanue yueTHOM 3anucu A MUHUCTpaTop (puc..2).

Puc. 2 - HaxonuMm B cucTeMHOM peecTpe 3anuch [leperMeHoBaHNEe YUETHON 3aMucu
AJIMUHUCTpPATOP
31ecy moap30BaTeNss AIMUHUCTpaTOp 3aMeHuM Ha Admin (puc. 3).

Puc. 3 - Ilonp3oBarento AAMUHUCTPATOP MPUCBAUBAEM HOBOE UM
Iepesarpysxaem OC. [Tocne Hamux 1eHCTBUI MoNTydniack yueTHas 3anuch Admin ¢ maposnem
12345 u npaBamu axMuHucTparopa (puc. 4).
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Puc. 4 - Oxno Bxoxa 8 OC Windows XP

Bce, Tenepp Mbl UMEEM 10JIb30BaTENST AJIMUHUCTPATOP € MApOJIEM, OJHA U3 YSA3BUMOCTEMN
CUCTEMBI YCTPaHEHA.

Onepanuo Mo U3MEHEHUIO UMEHH TIOJIh30BATEls U 33JaHUI0 TApOJIsi Mbl TaKKE€ MOTIU OBl
BHITIOJTHUTH 0€3 WCMOJIh30BAaHUS CHUCTEMHOTO PEECTpa, HWCIONh30BAaB OKHO YUETHBIC 3alHCH
0JIb30BAaTEJICH, YTO TOpa3 o mnpoiie (puc. 5).

Puc. 5 - OkHO YueTHbIe 3anucu Moib30BaTenei

[Ipumeyanue

VYuernast 3anuch ['octs mo3BossieT Bxoauth B [1K n pabotarts Ha HeMm (Hanpumep, B IHTepHET)
0e3 HCITOJIb30BAHMS CICIHAIBLHO CO3/IaHHOM ydYeTHOW 3amucu. 3amuch [ocTh He TpeOyer BBOJA
napoJisi ¥ 0 YMOJTYAHHUIO OJIOKHpOBaHA. |'0CTh HE MOXET YCTaHABIMBATH WM YAAISATH IPOTPAMMBI.
DTy yYETHYIO 3alIUCh MOKHO OTKJIFOUUTh, HO HEJIb3sl YIaIUTh.

lar 2. /lenaemM OKHO MPUBETCTBUS MyCTHIM (yOUpaeM ysS3BUMOCTH 2)
Y Hac OKHO BXOJa B CUCTEMY COAEPKUT Mojcka3ky Admin, naBaiite ee yoepem, clienaB OKHO
nycTbIM. {15 Hayana B OKHE YUeTHbIE 3allUCH MOJIb30BATENIEH )KMEM Ha KHONKY M3MeHeHne Bxonaa
IIOJIb30BaTelICH B CcHCTeMYy U yOepem (hmaxox Hcmons30BaTh CTpaHHUILy
npuBeTCTBUS (puUC. 6 U puc. 7).

Puc. 6 - OxkHO Y4eTHEIC 3alIMCH II0Jb30BaTeIeh

36



Puc. 7 - Youpaewm daaxok Mcnonb30BaTh CTpaHHILY TPUBETCTBHS
Tenepb moBbICHM 0€30MACHOCTH CETH €IIIE HAa OJHY YCIOBHYIO CTYIICHb, C/IEJIaB 00a MMOJIsk OKHA
IIPUBETCTBUS IyCThIMU (puc. &).

Puc. 8 - O0e cTpoky JaHHOTO OKHA CJIENAaeM ITyCTHIMU

Boimonnum komanny Ilanens ynpasinenus - AnMuHHCTpUpoBaHue — JIOKalbHbBIE MOJUTUKH
6e3omacHocTH - JlokanbHble MOIUTUKU - [lapameTpbl GezomacHocTH - VIHTepakTHBHBIN BXOX: He
0ToOpaXkaTh MMOCIEHEr0 MIMEHH MOJIb30BaTelIsl. DTy 3alMCh HE00X0AUMO BKIIOUHTH (puC. 9).

Puc. 9 - AxkTuBupyem nepekitouatesb Bkirounts
Tenepp mocne 3aBepUIeHUs] CE€aHCa MOJb30BaTENb JOJKEH yraJaTh HE TOJIBKO MAapoiib, HO U
uMs noss3oBarens (puc. 10).
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Puc. 10 - O6e cTpoku OKHA IPUBETCTBHS MTyCTHI

BrIsBiieHME CETEBBIX ysI3BUMOCTEN cKaHUpoBaHueM noptos I1K

3/I0yMBIIIIJICHHUKH ~ UCHOJIb3YIOT — ckaHupoBanue mnoptoB IIK st Toro, uToOBI
BOCMOJb30BaThCs pecypcamu uyxoro I1IK B Ceru. Ilpu stom HeoOxoaumo ykazate IP agpec [1IK u
OTKPBITHIN port, k ipumepy, 195.34.34.30:23. ITociie 3TOro NpoUCXOAUT COEAMHEHUE C y1aJ€HHBIM
I1IK ¢ HekoTOpo# BepoATHOCTHIO BX0J1a B 3TOT [1K.

- TCP/IP port — 3T0 aapec OIpenelIeHHOr0 CepBHca (MPOrpaMMmbl), 3aMyHIEHHOTO Ha JaHHOM
koMnbroTepe B Internet. Kaxxaplii OTKPBITBI MOPT — NOTEHIMAIBHAS JIa3€MKa I B3JIOMILIHUKOB
cereit u [IK. Hanpumep, SMTP (otnpaBka nourst) — 25 nopt, WWW — 80 nopt, FTP —21 nopr.

- Xakeppl CKaHUPYIOT HOPTHI JJIsi TOTO, YTOOBI HAWTH IBIPKY (0ar) B OmepalioHHON CHCTEME.
[Tpumep ommoOKH, €CITU AAIMUHUCTPATOP WITH TT0Ib30BaTelb [IK OTKpBLT MOMHBIN JOCTYII K CETEBBIM
pecypcam 1Sl BCEX WIIM OCTaBUJI ITyCTOM MapoJib Ha BXOJ K KOMIIBIOTED.

OnHa u3 QyHKUUN aIMUHUCTPATOpa CETH - BBIABUTH HETOCTATKU B (DYHKIIMOHUPOBAHUU CETU
U YCTpaHUTh MX. [l 3TOro Hy)XHO MNPOCKaHUPOBATh CETb U 3aKpbITh (OJOKMpPOBATH) BCe
HeoOs3aTenbHble  (OTKpBITHIE 0€3 HEeOoOXOAMMOCTH) ceTeBble mopThl. Huxke, s mpumepa,
npezctasieHsl ciayxk0b TCP/IP, koTopble MOXHO OTKITIOUHTH!

- finger — nonyyenue nHGoOpMaLIUU O MOIB30BATENAX

- talk— BO3MOXHOCTH OOMEHa JAaHHBIMH 110 CETH MEXKIY MOJIH30BaATEIIMU

- bootp — npenocTaBieHne KMeHTaM HHPOpPMAaIK O CETU

- systat — mosyueHue nHopMaIuu 0 CUCTEME

- netstat — mosryuyeHre HHPOPMALIUHU O CETH, TAKOH KaK TEKyIIHe COeANHEHUS

- rusersd — nosryyeHre UHPOPMALIUHU O TIOJIb30BATENSAX, 3aPETUCTPUPOBAHHBIX B IaHHBI MOMEHT

[IpocMOTp aKTUBHBIX OAKIIOUYEHUN yTUINTON Netstat

Komanna netstat obmamaer HabopoM Kito4el it OTOOpaskeHHs MOPTOB, HAXOASIIUXCSA B
aKTHBHOM W/WJIM MAcCUBHOM cOCTOSIHMM. C ee MOMOIIBI0 MOXKHO TOJYYUTh CIHUCOK CEPBEPHBIX
MPUJIOKEHUH, pabOTaIOIUX HA JAHHOM KOMIIbIOTEpE. BOJIBIIMHCTBO CEpBEPOB HAXOAUTCS B PEKUME
LISTEN— oxunanue 3ampoca Ha coenuHenue. Cocrossaue CLOSE WAIT o3naugaer, dro
coequnenne pazopBaHo. TIME WAIT — coeauHeHne oxujaer paspeiBa. Ecim coequHeHune
Haxonutcs B coctosHUM SYN_ SENT, To 3T0o O3HayaeT HaiMuuMe Mpouecca, KOTOPHIM MbITaeTcCs,
ycTaHoBUTh coenuHeHne ¢ cepepoM. ESTABLISHED — coeauHeHHs yCTaHOBIIEHBI, T. €. CETEBBIE
CITy>KOBI pabOTaIOT (MCIONB3YIOTCS).

Hrak, komanaa netstat moka3pIBaeT COAEPKUMOE Pa3IMYHBIX CTPYKTYP JaHHBIX, CBI3aHHBIX C
CEThI0, B Pa3IMYHbIX (popMaTax B 3aBUCUMOCTH OT yKa3aHHBIX ONIMil. J[1s1 cokeToB (ImporpaMMHBIX
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unrepdericoB) TCP nomycTumsbl cieayromnme 3Ha4eHUsT COCTOSTHHS
- CLOSED — 3akpsiT. COKET HE UCII0NIb3YETCS.
- LISTEN — Osxuyiaet BXOASIIMNX COSTUHEHU.
*SYN_ SENT — AKTUBHO NbITa€TCA YCTAHOBUTH COEJUHEHHE.
- SYN_RECEIVED — Haer HayanbHasi CAHXPOHU3ALMS COEAUHEHHUS.
- ESTABLISHED — CoenuHeHue yCTaHOBJICHO.
- CLOSE_WAIT — VY nanenHasi cTOpoHa OTKIIIOUHIIACH; 0)KUIAHKE 3aKPbITHS COKETA.
- FIN. WAIT 1 — Coker 3aKkpbIT; OTKJIFOYEHUE COCTUHECHUS.

-CLOSING — Coker 3akpbIT, 3areM YyJaJeHHas CTOPOHA OTKJIIOYWJIACh, OXKUJIAHUE
IIOATBEPKICHUS.
-LAST ACK — VYpaneHHas crTopoHa OTKIIOYMJIAch, 3aTE€M COKET 3aKpbIT; 0)KHMJaHUE
IIOATBEPIKICHUS.

- FIN. WAIT 2 — CoxkeT 3aKpbIT; 0KHJIaHHE OTKIIFOUCHUS] YIAJICHHOW CTOPOHBI.

- TIME_WAIT — CokeT 3aKkpbIT, HO 0’KMJIa€T MAaKEThI, e1I¢ HAXOA[IIUECS B CETH ISl 00pabOTKH
IIpumeuanne
Uto Takoe «coker» noscHser puc. 11. [Ipumep cokera — 194.86.6..54:21

Puc. 11 - Coker 3To Ne mopra + IP anpec xocra

[IpaxTueckuii npumep. O6HapyskeHue oTkpbIThiX Ha I1K mopros yTtunuroii Netstat

JUis BBINOJIHEHUS MPAKTUYECKOIO 3a/laHusi Ha KOMIBIOTEPE HEOOXOAMMO BBINOJIHUTD
komanay Ilyck-Beimonuuts. OTKpoeTcs OKHO 3allyCK MporpaMMbl, B HEM BBeAWTE KOMaHIy cmd
(puc. 12).

Puc. 12 - Okno 3anyck nporpaMmmsl
UtoOsl BbIBECTH Bee akTUBHBIE MoaKIoueHus: TCP u npocymmBaeMble KOMIBIOTEPOM IOPThI
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TCP/ UDP BBenute xomanay netstat (puc. 13). Msr Bugum JlokansHoro aapeca (3to Bam I1K)

IpOoCITyIMBatOTCs 6 MOpToB. OHU HYKHBI JUIs OJAEPKKHU ceTh. Ha 1ByX nmoprax Mbl BUIUM PEKUM

ESTABLISHED — coenuHEHUsI yCTaHOBJICHBI, T. €. CETEBBIC CITYKOBbI paboTaloT (MCIOIB3YIOTCS).

Yersipe nopra

ucnonb3ytorcs B pexume TIME WAIT — coenunenue oxxugaeT pa3pbipa.

Puc. 13 - Cnucok akTHBHBIX ITOAKIIOUEHUH Ha TecTupyemoMm ITK

3anycrute Ha BameM [IK MuTepHer m 3aiimure, Hampumep Ha www. yandex. ru. CHoBa

BBINOJIHUTE KOMaHy netstat (puc. 14). Kak BuanM, 106aBMIIOCh HECKOIBKO HOBBIX aKTUBHBIX ITOPTOB

C UX pa3lIMYHbIMH COCTOAHHUAMMU.

Puc. 14 - AktuBHble noakiaroueHus npu padore I1K B Marepuer
Komanna netstat umeer cnenyrone onuu — 1abu. 1. Tabmuna 1 - Kimroun ams koMaH/bl

netstat
Omnuu
51 (KITEOY) Ha3nauenue
-a [Tokas3piBaTh COCTOSTHME BCEX COKETOB; OOBIYHO COKETBHI, HCIIOJIb3yeMbIe

CCPBCPHBIMHA
nponeccamu, HE ITOKa3bIBAKOTCA.

[Toka3wiBaTh ajpeca JIFOOBIX YIPABISIONUX OJOKOB MPOTOKOJA, CBS3aHHBIX C
COKETaMM;
HCIIOJIB3YETCS TS OTJIAIKH.

[Toka3piBaTh  COCTOSIHUE  ABTOMATHYECKH  CKOH(MUTYpUpPOBaHHBIX  (auto-
configured)
unTepdeiicoB. HTEpdeiichl, cTaTHYECKH CKOH(OUTYPUPOBAHHBIC B CUCTEME, HO
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HE HaliIecHHbIE BO BPEMsI 3arpy3KH, HE TOKa3bIBAIOTCS.
-n [Toka3pIBaTh ceTeBbIC apeca Kak yucia. netstat 0OBIYHO MOKA3bIBACT aapeca Kak
CUMBOJIBI. DTy OIIUIO MOKHO UCTIOIB30BaTh C TFOOBIM (hOPMATOM IOKa3a.
-r [lokazare Tabmuuel MapumpyTtusauuu. [Ipy ucnonb3oBaHMM C ONIMEN - s,
[MOKa3bIBACT
CTaTUCTUKY MapIIPyTU3ALIHH.
- [Tokasatpk craructuyeckyo nHbopMaluio o nporokoiam. [lpu ucnonbpzoBaHuu
C ONIHeH - 1,
IIOKa3bIBAET CTATUCTUKY MApLIPyTH3ALUH.
-f OrpaHu4uTh MOKAa3 CTATUCTUKH WIHM aJPECOB YMPABIAIOMUX OJIOKOB TOJBKO
ceMe [yKa3aHHBIM CEeMEWCTBOM aJIpecoB, B KadecTBE KOTOPOTO MOXKHO yKa3biBaTh:inet J[is
CTBO ceMencTBa
aJ[peCcoB aapecoB AF_INET,unu unix Jlns cemeiictBa anpecoBAF _UNIX.
Boigenuts uadopmaimio 06 ykazaHHOM HHTepdeiice B OTAETbHBIN CTOIOEI; MO0
-1 YMOTYaHUIO (A7 TpeThell PopMBbI KOMaH IbI) UCTIOIB3YETCsl HHTEpdeiic ¢ HanOOIBIINM
UHTE |00bEMOM NepeaHHOW MH(OpPMaLMU ¢ MOMEHTA IOCIIEIHEN nepe3arpy3ku cucreMsl. B
pdeiic KAaueCcTBE
uHTepdeiica MOXKHO yKa3blBaTh JI000W M3 MHTEP(ECOB, MEPEUUCICHHBIX B
(aiine koHpuUrypanuu cuctemsl, Hanpumep, emd 1 wim 100.
-p Oto0pa3uth uaeHTHU(UKATOP/HA3BAHKUE IpOLlecca CO3JAaBIIEr0 COKeT (-p, —
programs display
PID/Program name for sockets)

[Iporpamma NetStat Agent

IIpencraBpre cutTyanuio: Bame VIHTepHeT-coelMHEHHE CTajgo paboTaTh MEIUIEHHO,

KOMITBIOTEP MOCTOSTHHO uTO-TO KadaeT m3 Ceru. Bam momoxker mporpamma NetStat Agent. C ee

MOMOIIBIO BBl CMOXKETE€ HAaWTH MPUYMHY MpoOJiIeMbl U 3a0iokupoBaTh ee. MHaye roBops, NetStat
Agent — mos1e3HbIi HAOOP UHCTPYMEHTOB JUISI MOHUTOPHHTA VIHTEpHET CoeTMHEHUI U AUarHOCTUKH
cetu. Ilporpamma mnozBossier otcnexuBatb TCP u UDP coemunenus Ha IIK, 3akpbiBath
He)KeNlaTelbHbIE COeTMHEHUS, 3aBepIIaTh MPOLEeCChl, OOHOBIATH U 0cBoOOkaaTh DHCP HacTpoiiku

azanTepa, MpocMaTpuBaTh CETEBYIO CTaTUCTHKY misa anantepoB U TCP/IP mporokonos, a Takxke

ctpouthb rpaduku as komaua Ping uTraceRoute (puc. 15).
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Puc. 15 - 'nmaBHO€e okHO niporpammbl NetStat Agent
B cocras nporpammsl NetStat Agent BOILIIM ClI€AyOIUE YTUIUTHL:
- NetStat — orcnexxuBaer TCP u UDP coenunenus 1K (npu aTom otoOpakaeTcs reorpapudeckoe
MECTOIIOJIOKEHHUE yIAJICHHOTO CEpPBEPA U UMsI XOCTa).
- [PConfig — oTobOpakaeT CBOMCTBA CETEBHIX aaNTEPOB U KOH(DUTYPAIHIO CETH.
- Ping — mo3BossieT mMpoBEPHUTH JOCTYITHOCTh XOCTa B CETH.
- TraceRoute — ompenenseT MapuIpyT MEX/1y BallliM KOMIIBIOTEPOM U KOHEYHBIM XOCTOM, cO0O0IIIast
Bce [P-aapeca mapuipyTu3aTopos.
- DNS Query — noaxmtouaercst K DNS cepBepy u Haxoaut Bcro uHpopmaruio o qromene (IP agpec
cepBepa, MX-3anucu (Mail Exchange) u np.).
- Route — oroOpaxkaer u no3sosseT usmeHsATh [P Mmapuipytel na I1K.
- ARP — orcnexunBaer ARP n3meHnenus B 1okajibHOM Tabnuie.
- Whois — 1mo3BoJIsieT TOJIyYUTh BCIO TOCTYIHYI0 nHpopManuio o0 [P-aapece unu qomene.
- HTTP Checker — nomoraet npoBepuTb, JOCTYNHbI Jiu Baiyu BeO-cailThl.
- Statistics — Mmoka3bIBaeT cTaTUCTUKY ceTeBbIX nHTepdeiicoB 1 TCP/IP mpoTokonos.

Ckanep noptoB Nmap (Zenmap)

Nmap — nomyJsipHbIi CKaHep MOPTOB, KOTOPBIH 00CIeaAyeT CETh ¥ MPOBOJIUT ayIUT 3ALUTHI.
Hcnons3oBaicsa B punbme «Matpuna: Ilepesarpyska» npu B3oMe kommbtotepa. Hama 3anava He
B3JIOMaTh, a 3alUTUTH [1K, MOCKOIbKY 0/1HO U TO e Opy’KHe MOKHO UCIIOJIBb30BaTh KaK JIJIsl 3aIlIUTHI,
TaK U JJIs HanajeHus. MiHaue roBopsi, CkaHEpOM MOPTOB hmap MOKHO OINPEAETUTh OTKPBITHIE TOPTHI
KOMIIBIOTEpa, a JJig OE€30MacCHOCTH CETH MOJIb30BATENSIM PEKOMEHIYETCs 3aKpbITh JOCTYN K 3TUM
MOpTaM ¢ MOMOIIBbI0 OpanaMayspa (puc. 16).
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Puc. 16 - UnTepdeiic mporpamMmbel Nmap

OOBIYHO AJI1 TOrO, YTOOBI IMPOCKAHUPOBATH BCE MOPTHI KAKOT0-IMOO KOMIIBIOTEPA B CETH
BBOJIUTCA KoMaH1a nmap —p1-65535 IP-anpec kommnbrorepa wim nmap —sV [P-anpec kommneroTepa, a
JUUIs CKaHUPOBaHMS caiiTa — koMa"aanmap —sS —sV —O - PO agpec caiirta.

Mounutop noproB TCPView

TCPView — mokasbIBaeT Bce MPOIIECChl, UCTOb3yole HTepHeT-coequHeH . 3amyCTHB
TCPView, MOXHO y3HaTh, Kakoil MOPT OTKPHIT M KAaKO€ IMPHIIOKEHHE €ro HUCIOIb3YeT, a MpH
HEOOXOAMMOCTH U HEMEIJIEHHO pa30pBaTh coeAMHEHUE — puc. 17.

Puc. 17 - 'maBHOe okHO miporpammbl TCPView
[IpocMoTpuTE aKTHBHBIE CETEBbIE MOAKIIOUEHHS JoKaibHOro IIK ¢ momoipio MoHMTOpA
nopToB tpiview. Onpenenure MOTEHIIMAIFHO BO3MOKHBIE YTPO3bl (KAKUE MOPTHI OTKPHITHI, U KaKHe
MIPUIIOKEHUS MX HCTIONB3YIOT). [Ipy HEOOXO0IUMOCTH MOKHO 3aKPBITh YCTAHOBJICHHOE MPUIIOKEHHEM
TCP-coenuHenne uinym npouece NpaBoil KHOMKOW MBIIIIH.
Brimonnenue paboTsl
N3yunTh Matepuana Mo MOHUTOPUHTY aKTUBHOCTU U OJOKMPOBAHHIO MTOPTOB U OTBETUTH Ha
BOITPOCHI:
1. Kaxkue BUJIbI MOHUTOPUHTA PaOOUYNX OIEpaIiii MOJIb30BaTENS CYIECTBYIOT?
2. JlaliTe XapaKTEpUCTHKY COBPEMEHHBIM IIPOTPAMMHBIM CPEICTB MOHHUTOPHHIA JE€WCTBHM
nonb3oBareneil. Kakoe mnporpamMmMHOE CpeICTBO BBl MOPEKOMEHIOBANIM OBl Halen
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opranuzanuu? [louemy?
3. Kakue ys3sumocti OC Windows OblTH yCTpaHEHBI B JAaHHOH paboTe U KaKUMH Iy TSIMU ?
4. Kak y3Hatb 3aKkpbITble TOPTHI? Kak OTKPBITH HYKHBINA TOPT?
5. Jlns gero ucnons3yetcs nporpamma NetStat Agent? Nmap? TCPView?

[IpakTuueckoe 3anarue «IIpoBepka HaIM4US U CPOKOB ACHCTBUS CEPTHUPUKATOB

Lenb paboOThL: HAYYUTHCSA MIPOBEPATH HAIMYKME U CPOK JEHCTBUS cepTU(HUKATOB

Jlst wero HyxHO npoayienne SSL-ceprudukara

udpoBanre AaHHBIX aKTyallbHO JUIsSl JTIOOBIX CAalTOB, HA KOTOPBIX MOJb30BATENId BBOJST
NEePCOHANTBHYIO HH()OPMAIIHIO - TO €CTh, B TOM YUCIIE H ISl JIIOOBIX MHTEPHET-Mara3nHoB U BOPOHOK.
Hcnonb3oBanue SSL-cepTudukara A00aBiIseT TOMOJHUTEIBHYIO CTENEHb 3allUThl, HO CaM
cepTU(HUKAT HMMEET OrpaHWYCHHBIH CpoK ciayxkObl. [lo OKOHYaHMM 3TOrO CpokKa HEOOXOIMMO
BBIIYCTUTH (3aperucTpupoBath) HOBbIN SSL-cepTudukar.

[Iponnenue ceptudukara SSL kpaiiHe >KeNaTeNbHO BBINOJIHHUTH JI0 OKOHYAHUS CpOKa
JENCTBUS MpebIIyIIero cepTudukara.

CTOUT OTMETHUTH, YTO TO, YTO Ha3bIBaeTCs "MpojyieHueM" - 3T0, PaKTUUECKH, PErUCTpaIIHs
HOBOrO cepTudukara. CepTudukaTsl HUKaK HE CBA3aHBI MEXKIY COOOM - MOKHO MOKYIATh HECKOIBKO
cepTu(UKaTOB B ICHb HA OJUH U TOT € JOMEH B JIeHb (XOTS TEXHUYECKU ITO HE UMEET CMBICIA - K
JIOMEHY MOXET OBITh (PM3MUECKHU MPUBSI3aH TOJBKO OMH CEPTUDHKAT).

Kak poBeputs cpok neiictBust SSL-ceprudukara

PaccmoTpum, Kak y3HaTh CPOK JEHCTBUS YCTAaHOBJICHHOTO HA JIOMEH CepTH(HKATA.

Ortkpoiite caiiT mo mportokony https (Hanpumep, https://site.ru) B Opaysepe. B neBom yriy,
pAIOM C aJpecoM, HaKMHUTE Ha MKOHKY 3aMOYKa M B BBINAQJAIOUIEM MEHIO HAXMHTE Ha ITyHKT
"Ceptudukar" (puc. 1).

Pucynox 1.
OTkpoetcs 0kHO ¢ uH(popManuei o ceptTudukare (puc. 2).
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Pucynoxk 2.

B HéM ykazaH 1OMeH, UIs KOTOPOTo ACUCTBYET cepTU(UKAT U aThl HaYajla/OKOHYAaHUS €ro
JeicTBHUSA. DTO U ecTh cpok neiicTBust SSL cepTudukara.

CrouT OTMETHTH, YTO BCE HOBBIE cepTU(UKATHI BhIatoTcs Ha 1 wim 2 rona. CepTUdHUKATHI
Oonee, yem Ha 2 roja He Bolyckatotes ¢ 2018 roga mo coodbpakeHusM 6€30MacHOCTH.

Uro npousoiiner, ecnu cpok AeictBus SSL-cepTudukaT 3aKOHUIUTCS

Ecnu cpok geiictBust SSL-cepTuduKaT 3aKOHYUTCS, IPU MOTMBITKE 3alTH HA CaliT B Opay3epe
oToOpa3utcs coobmenne 06 ommoke (puc. 3).

Pucynok 3

[IpakTnueckoe 3anarue «Pa3paboTka MOIUTUKN 0€30IIaCHOCTH KOPIIOPATUBHOM CETH»

[esb paboTHL: ONpPENENUTh NOIUTUKY 0€30I1aCHOCTH KOPIIOPATUBHON CETH

NupopmaninoHHble  TEXHOJOTMM, IOBCEMECTHO MpHUMEHseMble g  O0O0bEeIUHEHUS
KOMIIBIOTEPOB B CETH, IO3BOJIMIM 3HAYUTENILHO MOBBICUTH IPOU3BOJUTENIBHOCTh TpyAa B
OpraHu3alysaX, ¢ y4eTOM, YTO CErOJHs B HEKOTOPHIX cepax NesTeNbHOCTH MPOCTO HEBO3MOMKHO
oOoiituce 0e3 ux wucnoib3oBaHua. K Takum chepam oTHOCATCSA: OAHKOBCKOE J1€N0, CKIIAJICKHE
olepalry KPYHHBIX KOMIIaHUH, 3JIEKTPOHHBIE apXuBbl OMOIMOTEK M Ap. B 3THX cdepax kaxmas
OTJEeNbHO B3ATas pabouas CTaHIMA B HE MOXKET XpaHUTh Bceil mHpopmanuu (B OCHOBHOM, IO
MPUYMHE CIUIIKOM OoJbpiioro ee oobema). CeTh Mo3BOJISET U30paHHBIM (3apPETUCTPHUPOBAHHBIM Ha
¢aiin-cepBepe) MOJIb30BATENSAM IOJIy4aTh JOCTYN K TOM MHGOpManuu, K KOTOPOH HX JOMYyCKaeT
aJMHHHUCTPATOP CETH.

JlanpHeliiee pa3BUTHE M YKPYIHEHHE MPENNPHUATHS, MOSBICHHE YAAJCHHBIX OTAENIOB U
¢buIranoB CTaBUT HOBBIE 33]1a41 110 00BEMHEHHIO Y IaJIEHHBIX HHPOPMAIIMOHHBIX pecypcoB. Hapsay
¢ pacmupenueM [P-ceteil B Takux ciydasix, Kak NpaBWIO, PELIAKOTCS JONOJIHUTEIbHBIE 3aJaul:
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o6benuuenne MuHU-ATC-(dunmanoB, TOCTPOSHUE CUCTEM BUICOHAOTIOICHUS M BUICOKOHPEPEHITHH,
a TaKKe CHUCTEM TeJEeMEXaHHWKH (CTaHAApTHbIC 33Ja4M JAUCTAHIIMOHHOTO U3MEPEHUS, YIpaBICHHUS,
uaukanun). CoctaB W 00bEM JIOTIOJIHUTENBHBIX 3a7ad OMNpEAESeTCS OCHOBHBIM BHAOM
JESTSIILHOCTH MPEATPUSITHSL.
Crioco0bl MOCTPOEHUSI KOPIOPATUBHON CETH.
B 3aBHCHMOCTH OT MOCTaBJIEHHOM 3aJjauM U LIEJIH, CIOCOObI CO3/IaHUSI KOPIOPATUBHOM CETH
MOTYT OBbITh pa3HbIMU. Yalle BCero MMEHHO KOMOMHAIUS PA3IMYHBIX TEXHOJIOTUYECKUX PELICHHM
MO3BOJIIET JOOUTHCS ONTUMAIBHOTO pelieHHs. Y KaKIOro U3 MPUMEHSEMbIX CIIOCOOOB €CTh CBOU
npeuMyIiecTBa u HenocTatku. O0obequHeHne O(OUCHBIX TOKAIBHBIX CETEH B €IMHYI0 KOPIIOPATUBHYIO
CEeThb OPraHU3aLUU MOXKET OCYIIECTBIATHCS TPEMS METOIaMHU.
Hcnonb3oBanue OECPOBOAHBIX CeTeH mepenadd JAaHHBIX. lIpuMeHsieTcss Npu  MOCTPOEHUH
KOPITIOPATHBHOM CETH MEXy pabOYMMU IUIOMIAIKaMH, PACTIONOKEHHBIMU B OJIM3KO pa3MEIIeHHBIX
CTPOCHUSIX.
Hcnons3oBanue Internet B kauecTBe TPaHCIOPTHOM Cpelbl Mepeiaydl JAaHHBIX, C MPUMEHEHHEM
texHoioruu noctpoeHuss VPN (Virtual Private Network) Tynneneii.
Hcnonp30BaHre apeHIOBAHHBIX KAHAJIOB IMEpeladyd JaHHBIX. BO3MOXXHO TOCTPOEHHE CETH C
MpUMEHEHHUEM TexHosoruu nocrpoenus VPN TyHHeneit unu 6e3.
[Ipu co3manuu KoprnopaTMBHOM ceTh MeTtoaoM VPN  TyHHeneW, g TOBBIIEHUS
6e3omacHoctr VPN TyHHENb TOMKEH OBITh HIM(PPOBAHHBIM.
Cucrema 3ammuThl HMH(OpPMALMKM KOPHOPATUBHOW CETU C MOBBIILIEHHOW O€30IacHOCTBIO
JIOJDKHA 00€CIIeYnBaTh:
3aluUTy UHpOpPMAIMK OT BMEIIATEIhCTBA IOCTOPOHHUX HAPYIIUTENeH U3BHE (Yepe3 MOIKII0UEHUS
K KaHajaM CBSI3M BHYTPHU CETH, Yepe3 BHEIIHHE CUCTEeMBbI, BKitouas MHTEepHET) U KOMIUJIEKCHYIO
CUCTEMY aHTHBUPYCHOM 3aIIIUTHL;
pasrpaHUYeHHe JOCTyMa 3aKOHHBIX MOJB30BaTeNel K pecypcaM CUCTEMBI IO YPOBHSIM JIocTyma (K
pabounM MecTam, pecypcaM BBIYUCIUTEIHHON CETH, K pa3TUYHBIM HH(POPMAIIHOHHBIM CHCTEMaM, K
CpeAcTBaM Iepenadr WHGOpMAIMH, BKIIIOYasi BHYTPEHHIOI WM BHEIIHIOI AJIEKTPOHHYIO TOYTY,
cpenctBa MHTepueT u npyrue);
UIEeHTU(DUKAIMIO U ayTeHTU(UKAIUIO TT0JTh30BaTesel nmpu padore B uHpopmanronnoi cetu (MC);
KOHTPOJIb HaJl JISTHTUMHOCTBIO JCWCTBUI TOJB30BaTeNIeii M1 CBOEBPEMEHHOE M COOTBETCTBYIOIIEE
pearupoBaHue Ha HAPYIICHUS;
[EHTPaTN30BaHHBIA KOHTPOJIb [IETOCTHOCTU TEXHUYECKUX CPelIcTB 00paboTku MH(pOpMaIInu;
[EHTPaIN30BaHHOE yIpaBieHHe KOH(UTYpaIUsIMH 3JIEMEHTOB KopriopatuBHoi cetu C, KOHTPOIb
HEIOCTHOCTH KOH(PUTYPALIHIA;
3alIMTy MEJIOCTHOCTH W KOH(HICHIMANbHOCTH HWH(pOpMAIMM Ha BCEX JTamax ee oOpaboTkw,
BKITIOYAass METO/Abl IH(POBAHUSA, HWCIOIB30BAHUA DJIEKTPOHHOH [UQPPOBOW TOAMHCH W
AHTHBHPYCHBIE CPEJ/ICTBA;
COOTBETCTBYIOIIME M3MEHEHUs B OPTaHHM3aldW 3alIUThl WH()OpMAIUK TPU COBEPIICHCTBOBAHUH
TEXHOJIOTHIl BBITTOJIHEHUS OTIEPAIIHiA.
bezonacHoCTh B MH(POPMALIMOHHOM CETH.
Cy1iecTBYIOT TpU OCHOBHBIX BUJIa 3aIUTHI CETH:
cpeAcTBa (PU3MYECKOM 3aIMThI, BKIIIOYAIOIIME CPEJCTBA 3aIUUTHl KaOEIbHOH CHUCTEMBI, CHUCTEM
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9JIEKTPOIIUTAHHUSA, CPEICTBA APXUBALMH, JUCKOBbIE MAaCCUBBI U T.[.

IPOrpaMMHBIE CpPEICTBA 3alllUThl, B TOM YMCJIE: AaHTUBHUPYCHBIE IPOIPaMMbl, CHCTEMBbI
pa3rpaHu4eHMsl IOJTHOMOYUH, IPOrpaMMHbIE CPEACTBA KOHTPOJIS AOCTYIIA.

a/IMAHUCTPATHBHbIC MEPHI 3aIUTHI, BKIIOYAIOUIHE KOHTPOJIb JIOCTYIa B IOMEIIEHUX, Pa3padoTKy
CTpaTeruu 0€30MacHOCTH (PUPMBI, IJIAHOB ACHCTBHI B YPE3BbIUAIHBIX CUTYAIUX H T.J.

KabGenbHast cucrema octaercs riaBHON mnpoOnemor OonpmuHcTBa MC. [lo maHHBIM
pas3INYHbIX MCCIIEJOBAaHUI, UMEHHO KaOeabHas CUCTEMa SIBJIAETCS IPUUYMHOMN Oosiee YeM IOJIO0BUHBI
BCEX OTKA30B CETH, B CBSA3M C 3TUM KaOeJbHOW CHCTEME JOJKHO YAEIATbCS 0c000€ BHHUMAaHHUE C
CaMOro MOMEHTa IIPOEKTUPOBAHUS CETH.

Hawnyummm o0Gpa3oM u30aBUTh ceds OT mMpoOiieM MO MOBOAY HENPaBHIIBHOW MPOKIAIKU
Kabenst SBISIETCS MCIOJNBb30BaHUE CTPYKTYPHUPOBAHHBIX KaOENbHBIX CHUCTEM, HCIHOIb3YIOINX
OJIMHAKOBBIC Kabenu Ui Mepeadyd JaHHBIX B JIOKAIbHOM BBIYMCIUTEIBHOW CETH, JIOKAJIbHOU
TeneOHHON ceTH, Tmepenayd BUACOMH(OpPMAIMM WM CHUTHAJIOB OT JATYUKOB IOKAPHOM
0€30I1aCHOCTH WM OXPAHHBIX CUCTEM.

Jns  3ammThl  MHPOPMALMOHHBIX PECYpCcOB M OOECledYeHHs ONTUMAIbHOM paboThl
UH(POPMALIMOHHBIX CUCTEM HEOO0XOJMMO NPUMEHEHHE KOMIUIEKCHOM CHUCTeMbl MH(OPMAIMOHHON
0€30I1aCHOCTH, KOTOPasi HO3BOJIUT 3(P(HEKTUBHO UCII0JIb30BATh JOCTOMHCTBA MEXKCETEBbIX SKPAaHOB U
KOMIIEHCHUPOBATh UX HEJOCTATKHU C IIOMOIBIO JPYTUX CPEACTB 0€30I1aCHOCTH.

Hcnonb30BaHne MEXCETEBbIX 3KPAHOB IO3BOJIIET OPraHM30BaTh BHYTPEHHIOKO MOJUTHKY
0€30MaCHOCTH CETU MPEANPUATHUS, PA3/IEIUB BCIO CETh HAa cCerMEHTbl. CErMeHT CETH - JIOTMUECKU WU
¢usnveckn o0ocobIeHHas YacTh ceTd. Pa3OueHune ceTw Ha CErMEHTHI OCYHIECTBISIETCS C IIEJIBIO
ONTUMU3ALMH CETEBOT0 TpaduKa U/UIH NOBbIIEHUS 0€30IIACHOCTH CETH B LIETIOM.

310 mnOo3BOJIAET C(HOPMYIUPOBATH OCHOBHBIE TNPUHIMIIBI APXUTEKTYpbl 0€30MacHOCTH
KOPIIOPaTUBHOM CETH:

BBeJeHUE N KaTeropuil CEKPETHOCTH M CO3JaHUE COOTBETCTBEHHO N BBIJCIEHHBIX CETEBBIX
CErMEHTOB IoJib3oBareneil. [Ipy 3TOM KaXKIblil 10JIb30BaTENb BHYTPU CETEBOTO CErMEHTA UMEET
OJIMHAKOBbII YpOBEHb CEKPETHOCTH (JIOMyLIeH K HH(OpPMAaluKU OAHOIO YPOBHS CEKPETHOCTH).
JlaHHbIN cayyail MOKHO CPaBHUTB C CEKPETHBIM 3aBOJIOM, TJIe BCE COTPYAHUKH B COOTBETCTBUHU CO
CBOMM YpPOBHEM JIOCTYIla MMEIOT JOCTYI TOJbKO K ONPEIEIIEHHBIM 3TakaM. OJTa CTPYKTypa
00BSCHSIETCS TEM, UTO HU B KOEM CIIy4ae Hellb3sl CMELINBATh MOTOKU HH(OpMAaLIUK pa3HbIX YPOBHEN
cekpeTHocTH. He MeHee 04eBUIHBIM 00bSICHEHHEM IOJJOOHOTO pa3/elieHHs BCeX MOJIb30BaTeNel Ha
N, H30IMpPOBAHHBIX CETMEHTOB SBJISIETCS JIETKOCTh OCYIIECTBICHMSI aTaKl BHYTPU OJJHOTO CErMEHTa
CeTH;

BBIIEJICHUE B OTICIIbHBIN CErMEHT BCEX BHYTPEHHUX CEPBEPOB KOMIIAHHMU. OJTa MeEpa TaKXKe
MO3BOJIIET M30JIMPOBATh MOTOKKM MH(MOpPMAIMKM MEX]Y IMOJIb30BATEISIMHU, UMEIOLIIUMHU pa3INydHbIe
YPOBHU JOCTYTIA;

BbIJIEJICHHE B OTJEJIbHBII CErMEHT BCEX CEPBEPOB KOMIIAHUU, K KOTOPHIM OyAET MpeaocTaBiIeH
noctyn u3 MHTepHeTa (co3aanue JeMUIINTapU30BaHHOM 30HbI JJIsl BHEIIHUX PECYPCOB);

CO3/1aHME BBIIEJIEHHOTO CErMEHTa aAMUHUCTPATUBHOTO YIIPABIICHUS;

CO3J1aHH€ BBIJIEJICHHOTO CETMEHTA yNpaBlIeHUs! 0€30MacCHOCTBHIO.

MeskceTeBO# 3KpaH MPOIyCcKaeT yepe3 ceds Bech TpapuK, IPUHUMAs OTHOCUTEIBHO KaXKI0Tr0
IPOXOJALIET0 TaKeTa pEeHIeHHe: JaThb €My BO3MOXHOCTb NPOHTH wiu HeT. s Toro 4roObl
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MEXCETEBOM IKpaH MOI' OCYLIECTBUTh 3Ty ONEPAII0, EMy HEOOXOAUMO OINpPENeINTh Habop MpaBuil
bubTpaum.

Pa3HOBHIHOCTHIO IPOTrPAMMHBIX CPEJCTB OOECIIEUeHUs1 O€3011aCHOCTH KOMIIBIOTEPHBIX CETEM
SBIISICTCA 3aIUTa OT KOMITBIOTEPHBIX BUpYycoB. Hanbosee pacnpocTpaHeHHBIMH METOJaMH 3aIIUTHI
OT BUPYCOB IO C€H JI€Hb OCTAIOTCS pa3jMuHble aHTUBUPYCHBbIE NporpaMMbl. OJHAKO B KauyecTBE
HNEPCHEKTUBHOIO MOJXOAa K 3allUTe OT KOMIIBIOTEPHBIX BHUPYCOB B IOCIEJHHME TOJbl BCE yallle
IOPUMEHSETCS COYETaHHWE NPOTPaMMHBIX M aNlapaTHbIX METOAOB 3amuTbl. Cpeau ammapaTHbIX
YCTPOMCTB TaKOro IUIaHA MOXKHO OTMETUTh CIElHaJbHble AHTUBUPYCHBIE IJaThl, KOTOpBIE
BCTABJIAIOTCS B CTAHAAPTHBIE CIOTHI PACIIUPEHUS KOMIIBIOTEPA.

B KOMIBIOTEPHBIX CETAX IPU OPTaHU3ALUN KOHTPOJIS AOCTYIIA U pa3rpaHUUYEHUS [TOJIHOMOYUI
MOJIb30BATENCH HCHOJB3YeTCs KOMOWHUPOBAHHBIM IMOAXOJ - Napoidb + WACHTUPHUKAIHS
MOJIb30BaTEIsl MO TNEpCOoHaNbHOMY “‘Kitody”’. B kauecTBe “Kiitoua” MOXKET HCIOIb30BATHCS
IUIACTUKOBAs KapTa (MarHUTHas WJIK CO BCTPOCHHOM MHUKPOCXEMOH - smart- card) win pa3inuHble
yCTpOMCTBA AJI1 MACHTU(UKALUN JTUYHOCTH N0 OMOMETpHYecKOM HMH(pOpMAalMU - IO PadyKHOM
000JI0YKe IJ1a3a UM OTIIEYAaTKOB MajblIEB, pa3MepaM KUCTU PYKH U Tak jaajiee. OCHACTUB cepBep WU
ceTeBble pabouue CTaHLUHU, HApUMEp, YCTPOMCTBOM UTEHMsI CMapT-KapTOUYEK U CIELHaIbHbIM
OpOrpaMMHBIM ~ 00ECIIEYeHUEM, MOXKHO 3HAUUTEJIBHO IIOBBICUTH  CTENEHb  3alIUThl  OT
HECaHKIIMOHUPOBAHHOIO JOCTYTIA.

CyiecTBYyIOT CIEAYIOIMHNE CIYKObI 0€30MacHOCTH:

ayTeHTU(UKAIUS;
o0ecIeyeHue IEeJI0CTHOCTH,
3aCeKpeYMBaHUE JAHHBIX;
KOHTPOJIb JOCTYIIa;

3alUTa OT OTKA30B.

HauOonee HafeXHBIM CPEICTBOM IMPEIOTBpAIlleHHs] NOTepb HH(GOpPMAIUN SBISAETCS:
yCTaHOBKa HCTOYHUKOB OecriepeOOiHOro mnuTaHus (MpH  KPaTKOBPEMEHHOM  OTKIIIOUEHHH
AIIEKTPO’HEPIUN) U OpraHu3allys HaJEeKHOM CUCTEMBbl apXUBALIUU JaHHbBIX.

B kpymnHBIX KOPIIOpPaTUBHBIX CETAX HaubOoJee MPEeANOUYTUTEIHLHO OPraHU30BaTh BbIIEIECHHBII
CHEIMAIM3UPOBAaHHBIA  apXMBAallMOHHBIA  cepBep.  XpaHEHHWE  apXUBHOM  HHOpMaluH,
MPEJICTaBISIONIEH 0CO0YI0 IIEHHOCTh, JOJDKHO OBITh OPraHM30BaHO B CIELUAIBHOM OXpaHSIEeMOM
NOMEIIeHNU. PeKkoMeHayI0T XpaHUTh AyOJMKaThl apXMBOB HambOoyiee IEHHBIX JaHHBIX B JPyroM
3/1aHUM, Ha CTy4ail moXkapa UM CTUXUHHOTO OEICTBHSL.

JIONOTHUTENbHBIMH TPEOOBAHUSMH K OpraHU3allii KOPIOPATUBHOW HH(POPMALIMOHHOM CeTH,
rie XpaHuMas B Hed HHQOpMalus SBISETCS CEKPETHOM, TaKXkKe SBISeTCSs MaKCHUMalbHas
M30JIMPOBAHHOCTh CETU OT BHEIIHEro BHEIpeHHs (OTCYyTCTBHE OECIPOBOJHOTO MOJKIIIOYEHHS, B
YaCTHOCTH HUCIIOIB30BaHMsI TexHooruit Wi-Fi 11 mocTpoeHus ceTu, a Takke MpoKIIaika KabeIbHON
CETH B HEJOCTYIHBIX JIJIsl IOCTOPOHHHUX JIIOJIEH MECTax) U JIMLEH3UPOBAaHHUE HCIIOJIb3YEMOro B HEl
nporpaMMHoro obdecneuenusi. K opranuzanusm ¢ nogo0HsIMU TpeOOBaHUAMHU K O€30MaCHOCTH CETH
MOYKHO OTHECTH (pesiepalibHble U TOCYJapCTBEHHbIE OpraHU3aliy (IEHCUOHHBIN (OHJ, HaJOroBas
ciry>x0a, TOJUIMS U T.I1.), @ TAaKXKe OaHKU U MOJ0OOHBIE UM KOMMEpYECKHUE PEATPUITHS.

[Ipaktuyeckoe 3ansarue «llomyuenue ceprupuraTar
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Hens: U3yunth ocHOBHBIEC MOHATHS cepTudukanuu. Cepruduxarus [10.

Ceprudukanum B TMepeBOAE C JATHIHA O3HAYACT «CleNaHo BepHO». [lig Toro d9roObl
yOeauTbcss B TOM, YTO MPOAYKT «CAETaH BEPHO», HAJO 3HATh, KAKUM TPEOOBaHMAM OH JIOJIKECH
COOTBETCTBOBaTb M KakuUM 0Opa3oM BO3MOXKHO IIOJIYYHUT JOCTOBEPHBIE J0KA3aTebCTBA 3TOIO
coorBercTBUS. OOIICTIPU3HAHHBIM CIIOCOOOM TaKOTrO JOKa3aTeNbCTBA CIY)KUT CepTH(HUKALUs
COOTBETCTBHUSI.

TepMuH «COOTBETCTBHE», YKA3bIBA€T, YTO 3TO MpOLEAypa, NAaET YBEPEHHOCTb B TOM, YTO
NPOIYKIHS (IIPOLIECC, YCIIyra) COOTBETCTBYIOT 3a/1aHHBIM TPEOOBAHUSIM.

K obbextam ceprudukanuu OTHOCATCA MPOIYKIUS, YCIyrd, pabOThI, CUCTEMbl KayecTBa,
nepcoHai, pabouue MecTa H Ip.

B ceprudukanym npoayKIu#, YCIyr U MHBIX OOBEKTOB (Hajiee — MPOIYKIHS) YYaCTBYIOT
nepBasi, BTOpas, TPETbs CTOPOHBI.

TpeTpsi cTOpOHA — JIMLIO UM OpraH, IPU3HAaBaeMble HE3aBUCUMBIMH OT Y4aCTBYIOLIUX CTOPOH
B paccMaTpUBaeMOM BOIIPOCE.

VYyacTByIolME CTOPOHBI MPEACTABIAIOT COOOH, Kak IMPaBUIIO, MHTEPEChl IMOCTABIIUKOB
(mepBasi CTOpOHA) M MOKyMaTesel (BTopasi CTOpOHa).

CepTudukaius MOKeT UMETh 00s13aTEIbHBIN 1 TOOPOBOIBHBIN XapaKTep.

[lepeunn TnpoAyKIHMH, TOMISKANECH 00sS3aTenbHOW cepTU(HUKAIMK, YTBEPIKIAFOTCS
IIpaBurenscTBOM Poccuiickon @enepanum.

Ceprudukanus npoaykuuu (janee — cepTudUKANMs) — MPOIeaypa TOATBEPKICHUS
COOTBETCTBUS, IIOCPEACTBOM KOTOpPOM HE3aBUCHUMasi OT M3rOTOBUTENS (IPOAABLA, UCIOJIHUTENS) U
notpeburens (MOKymaresns) OopraHU3alus YJIOCTOBEpSEeT B MHCbMEHHOH (opme, YTO MPOAYKIHS
COOTBETCTBYET YCTAaHOBJIEHHBIM TPEOOBAHUSM.

Cuctema cepTU(UKAIMM — COBOKYIHOCTb YYaCTHMKOB CEPTHU(UKAILMH, OCYIIECTBISIOLINX
cepTU(UKALMIO 110 NTPaBHIaM, YCTAHOBICHHBIM B 3TOH CHCTEME.

Cuctemy cepTU(UKAIMM COCTABISAIOT: LIEHTPAIbHBIM OpraH, KOTOPbIM YIIpaBIseT CUCTEMOH,
IIPOBOAMT HAJ30D 3a €€ AEATEIbHOCThIO U MOXET MepeaBaTh IPaBO Ha MPOBEJAEHUE cepTUUKALIUN
JpYrMM OpraHaMm; IpaBHJia U MOPSAOK MPOBENEHUs cepTU(dUKaIMKM;, HOPMATUBHBIE TOKYMEHTHI, Ha
COOTBETCTBUE KOTOPBIM OCYILIECTBIISIETCS CepTU(UKALUS; TMpolenypa (CXeMbl) cepTU(UKALNY;
NOPSAOK HHCHEKLIHMOHHOTO KOHTposis. CucTeMbl cepTU(HUKAUMu MOTyT JEWCTBOBaTh Ha
HallMOHAJIbHOM, DPETHOHAJBHOM M MEXAyHapoJHOM ypoBHsiX. Ecmu cucrema cepruduxanuu
3aHHUMAaeTCs J0Ka3aTeIbCTBOM COOTBETCTBUS ONpPENEIEHHOr0 BUIa MPOAYKLMH (TIpoLiecca, yCIyr) —
3TO cHcTeMa CepTH(UKALNUU OJHOPOJHOM HPOMYKIUH, KOTOpas B CBOEH NpakTHUKE HpPUMEHSET
CTaHJapThl, IPaBUJIA U NIPOLELYPY, OTHOCALINECS UMEHHO K JTaHHOM NMPOITyKIUH.

CepTudukar cOOTBETCTBUS (fajiee CEepTHU(PHUKAT) — JOKYMEHT, BBIJIAHHBIM MO TNpaBUiIaM
CUCTEMBI CepTU(UKAIMKU [ MOJITBEPXKJIEHUS COOTBETCTBHUS CEPTUMUIHMPOBAHHON MNPOAYKIIMU
YCTaHOBJICHHBIM TPEOOBAHUSIM.

Jlexnapanusi 0 COOTBETCTBUU — JOKYMEHT B KOTOPOM U3TOTOBUTEIND (IIPOIaBELl, HCIIOTHUTEID)
YAOCTOBEPSIET, YTO IOCTaBisiemMas (IIpojaBaeMasi) UM MPOAYKLHS COOTBETCTBYET YCTAaHOBJIEHHBIM
TpeOOBaHUSM.

Takum o00pazom, MOATBEP)KICHHE COOTBETCTBHUS INPOBOAMTCSA IOCPEACTBOM HE TOJIBKO
cepTudUKaTa, HO M JEKJIapalld O COOTBETCTBUU. llepeuHu NpOayKIUH, COOTBETCTBUE KOTOPOM
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MOKET OBIThb MOJATBEPXKIEHO JAEKIapalieil O COOTBETCTBUH, YTBEPKAAIOTCS IMOCTAHOBJICHHEM
[TpaButensctBa Poccuiickoit denepanuu. Jlexknapanus 0 COOTBETCTBUM UMEET HOPUANYECKYHO CUITY
HapaBHE C CEPTUDUKATOM.

3HaK COOTBETCTBMSI — 3@ PETMCTPUPOBAHHBIM B YCTAaHOBJIIEHHOM IMOPSIKE 3HAK, KOTOPHIM I10
NpaBUiIaM JTAHHOW CHUCTEMBbI CepTH(HKAIMU IOATBEPKAACTCS COOTBETCTBUE MApKUPOBAHHOW UM
IPOAYKIMH YCTAaHOBJIECHHBIM TPEOOBAHUSIM.

OcHoBHble ey U NpuHIUNBL cepTuduranuu Ceprudukaius HanpapieHa Ha JOCTH)KEHUE
CIEAYIOIIUX LETICH:

COJICUCTBHE MOTPEOUTEISIM B KOMITOHEHTHOM BBIOOPE MPOAYKIUH (YCIYTH);

3alIUTa NOTPeOUTENs OT HeAOOPOCOBECTHOCTH M3TOTOBUTENS (TIPOJABIIA, UCTIOIHUTENS);

KOHTPOJIb 0€30MacCHOCTH MPOAYKIHH (YCIIyTH, pabOThI), A OKPYXKAIOWIEH Cpeibl, KU3HH,
3/10pOBbsI U UMYILIECTBA;

MOJITBEPK/ICHUE TIOKa3aTeNell KauyecTBa MPOAYKINHU, PAOOTHI), 3asSBICHHBIX W3FOTOBHTEIEM
(McToHUTEIEM),

CO3/IaHHE€ YCIOBHH [UIsl NEATENIbHOCTH OpraHu3alliyd M TMpeAlnpUHUMATeNedl Ha eIuHOM
TOBapHOM pbIHKE Poccum, a Takxke isi yd4acTusi B MEXKIYHApOJHOM SKOHOMHYECKOM, Hay4dHO-
TEXHUUYECKOM COTPYIHUYECTBE U MEKIYHApPOTHON TOPTOBIIE.

[Ipu npoBeneHnu cepTUPHUKAME HEOOXOIUMO PYKOBOACTBOBATHCA  CIEAYIOIIMMU
MPUHITATIAMH.

3akoHOaTenpHast ocHOBa ceprudukanmu. ([lesrenpHoCTh TI0 cepTudukanuu B PO ocHoBana
Ha 3akoHax PO «O cepTudukaniy npoayKIun 1 yciryr», «O 3amuTe mpaB moTpeOuTeNnei» u Apyrux
HOPMATUBHBIX aKTax».

OtkpeiTocTh cucteMbl ceprudukanuu. (B paborax mo ceprudukamuu y4acTBYIOT
OPEANpUATHS, YUPEXKIECHUS, OpraHU3alUU HE3aBUCUMO OT (OpM COOCTBEHHOCTH (B TOM YHCIIe
JIPYTHUX CTpaH), MPU3HAIOLINE U BBHITIOTHSIONINE €€ TPaBuiia).

[MapMonm3aIms mpaBuil peKOMEHAANNN MO0 CepTUPUKAIUMU C MEKAYHAPOJHBIMA HOPMaMHU U
npaswiamu. (I'apMoHU3aIus SABISETCS YCIOBUEM NPU3HAHUS CEPTU(DUKATOB U 3HAKOB COOTBETCTBUSA
3a pyOeKoM, TECHOTO B3aMMOJEHCTBHS C MEXIyHapOJAHBIMHU, PETHOHAIBHBIMU U HallMOHAJIBLHBIMU
CUCTEMAaMHU CEPTHU(PHUKALIUYU APYTUX CTPaH).

OTtkpbiTOCTh M 3aKpbITOCTh MHPOpManuu. (IIpu cepTudukanuy JOMKHO OCYHIECTBIATHCS
UH(POPMHUPOBAHUE BCeX €€ yUaCTHUKOB — U3TOTOBUTEIIEH, TOTpeOUTENeH, OpraHoB MO cepTU(UKALIIH,
a TakXe BCeX JPYI'MX 3aMHTEPECOBAHHBIX CTOPOH — OOIECTBEHHBIX OpraHM3alui, MpeanpusTHH,
OTJICITBHBIX JIUI] — O MPABUJIAX U PE3yNbTaTax cepTHUPUKAIIUH.

C npyroil CTOpoHBI, HpU CepTU(UKAUHN JOJDKHA COOMIOAATHCS KOH(HUACHIHMATBHOCTh
uHpopMaIuu, COCTaBJISAIONMEH KOMMepueckyr TaiHy). OOs3aTenpHass u  J100pOBOJIBHAS
cepTuduKaIms

B cootBerctBUM ¢ 3akoHOM P® «O ceprudukanyuu nNpoayKuuu U yCiIyr» cepTudUKaIus
MOKET UMETh 00s3aTEIbHBINA O TOOPOBOJIBHBIN XapakTep.

OOs3arenbHas cepTUQHUKAIMSA — TOATBEP)KICHUE YHNOJHOMOYEHHBIM Ha TO OpraHoM
COOTBETCTBUS MPOIYKIMU 0053aTEIbHBIM TPEOOBAHHIM, YCTAaHOBJICHHBIM 3aKOHOIATEIILCTBOM.

Haubonee yHuBepcanbHbIMH, T.€. IPUMEHUMBIMU K OOJIBIIMHCTBY TOBAPOB U YCIIYT, SIBISIOTCS
TpeOOBaHUS:  HA3HAUeHUs, OE30HMaCHOCTH, HKOJOTUYHOCTH,  HAI&KHOCTH,  IPrOHOMMKH,
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pecypcocOepexeHns, TEXHOIOTHYHOCTH, 3CTETUYHOCTH.

OOs3arenpbHas cepTudukanus sBiseTcss (OPMONH TOCYyJIapCTBEHHOTO KOHTPOJS 32
0€30MaCHOCTBhIO MPOAYKIMU. EE ocyliecTBIEHHE CBSI3aHO C OINPEACIEHHBIMU OOS3aHHOCTSIMH,
HaJlaraéMbIMHU Ha NPEINpPUSTHS, s TOM 4YMCIE MaTepuaabHOro xapakrepa. Ilostomy oHa Moxer
OCYLIECTBIIATHCS JIMIIL B CIy4asX, MPEAYCMOTPEHHBIX 3aKOHOJATElIbHbIMU akTamu PO, T.e.
3aKOHaMM U HOpMaTUBHbIMU akTaMu [IpaButensctBa PO.

B cootBercTBUU ¢ 3akoHOM PD «O 3ammTe npaB moTpeduUTENei» nepedynu ToBapos (pador,
yCIIyr), TOAJIekKanux o00s3arenbHol cepTudukanuu, yrBepkaatorcs IIpaBurensctBom P®. Ha
OCHOBAaHMM JTHX IlepedyHed pa3pabaThiBaeTCsi M BBOJUTCA B JIEHICTBHE ITOCTAHOBJICHHEM
l'occrannapra Poccun «Homenkmnarypa mpoaykiuu W yciayr (paboT) B OTHONIEHHUH KOTOPBIX
3aKOHOJATeNbHBIMU  akTaMu Poccuiickoit ®epepanuu mpeaycMOoTpeHa UX — oOs3aTenbHas
CepTU(DUKAIHD.

[Ipu oOs3arenbHOM cepTUUKAMK JeicTBUE cepTH(HUKaTa COOTBETCTBUS M 3HAKa
COOTBETCTBUS paclpocTpaHseTcs Ha Bceil reppuropun PO.

Opranusanuss ¥ TNpoBeJeHHE paboT MO 00s3aTeNbHONW CepTH(QUKALMUU BO3JIAraloTCs Ha
CHeLMalbHO YIOJHOMOYEHHbIM (enepanbHblii OpraH HCHOJHUTENBHOW BJIACTH B 00JacTu
ceprudukanuu — 'occrannapt Poccun, a B cityyasix, Ipe1yCMOTPEHHBIX 3aKOHOJATEIbHBIMU aKTaMU
P® B oOTHOmEHMHM OTHOENBHBIX BHJOB NPOAYKIUH, M Ha Jpyrue QenepaibHble OpPraHbI
ucToHUTENbHOM BiacT. B Poccun B 1999 r. nefictBoBano 16 cuctem 00si3aTenbHON cepTH(HUKAIIH.
Camas mpencraBuTenbHass W u3BecTHass — Cucrema obOs3arensHOl ceprudukammun ['OCT P,
oOpa3oBaHHas U Bo3naraemas ['occrangaprom Poccuu. B pamkax 3T0ii ccTeMbl AEHCTBYIOT CUCTEMBI
cepTU(PHUKALMY OTHOPOJHON MPOAYKIMKA  (IHUILEBOM OPOAYKUMU U MPOJOBOJILCTBEHHOI'O
CBIPbsI, UTPYLIEK, TOCY b, TOBAPOB JIETKOH MPOMBILIUIEHHOCTH U JIp.) U OJHOPOAHBIX YCIyT (yCiIyr
OOIIECTBEHHOTO MUTAHUS, TYPUCTCKUX YCIYr M YCIyr TOCTHHML U J1p.). JloOpoBoibHas
cepTU(UKALMS TPOBOJAUTCS 110 MHULMATUBE IOPUINYECKUX MM (GU3UUECKUX JIUI] Ha JTOOPOBOJIBHBIX

YCIOBHSAX MEXY 3asiBUTEJIEM U OPTaHOM IO CepTU(UKAIINU B CHUCTEMAX I0OPOBOIBHOM
cepTuduKaImm. Homyckaercs MPOBECHUE  JOOPOBOJHLHOM
cepTudukanun B cucTreMax 00s3aTeNnbHOM cepTuduKanuu
opraHamu IO oOs3arenpHOM cepTudukanuu. HopMaTuBHBIN NOKYMEHT, Ha

COOTBETCTBUE KOTOPOMY OCYIIECTBISIOTCA HCHBITAaHUS TNpU JOOPOBOJBHON cepTU(UKAIUH,
BBIOMpAETCs, KakK IPaBUJIO, 3asBUTEIEM. 3asBUTEIEM MOXeT ObITb HM3rOTOBUTENb, MOCTaBILHUK,
pojiaBel, NoTpeduTenb NpoayKiuu. CucTemMbl J0OPOBOJILHON cepTH(UKaIUN

qame BCEr0 OOBEIUHSIOT HW3TrOTOBHUTENEH U TroTpeduTened  MpPOIYKIHH,
3aMHTEPECOBAHHBIX B PA3BUTUU TOPTOBJIM Ha OCHOBE JI0JITOBPEMEHHBIX

MApTHEPCKUX OTHOIICHUH.

B otnuume ot ob6s3aTenbHON cepTHPUKAUM, OOBEKTH KOTOPOW M MOJATBEPKICHUE HUX
COOTBETCTBHUSl CBS3aHbl C 3aKOHOJIATENBCTBOM, JOOpOBOJIbHAS cepTHU(UKALMA KacaeTcs BHJIOB
MPOAYKIHH (IIPOLIECCOB, YCIYT), HE BKIIOYEHHBIX B 0053aTENbHYI0O HOMEHKJIATYPY U ONpeAesieMbIX
3agBuTeNEeM (MO0 B JIOTOBOPHBIX OTHOIIEHU:X). [IpaBuiia U mporenypsl CUCTEMbI 10OPOBOJIBHOM
CepTU(UKALIMU ONIPENIENAI0TCS OPraHOM MO JOOPOBOJIBHOM cepTU(dUKAIIIH.
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OnHako Tak e, KaKk U B CHCTEMax oOO0s3aTeNbHOM cepTU(UKAIMU, OHU Oa3UpyrOTCsS Ha
PEKOMEHIALUAX MEXIYHAPOAHBIX M PETMOHAIBHBIX OpraHu3aluii B 3Toil obnactu. Pemenue o
TOOpPOBONBHON  cepTH(PHKAIMM CBS3aHO C TpoOJieMaMu KOHKYPEHTOCTIOCOOHOCTH  TOBapa,
NPOJIBIYKEHHEM TOBAapOB Ha PBIHOK (OCOOCHHO 3apyOeKHBIH); MPEANOYTEHUSIMH MTOKyTIaTeNel, Bcé
OoJbIlIe OPUEHTUPYIOUIMXCS B CBOEM BBIOOpe Ha cepTH(HUIMpOBaHHBIE M3nenusa. Kak mpaswuio,
pasBUTHE AOOPOBOJIBHOM cepTUUKALMK MOJIEPKUBACTCS rocy1apcTBOM. B Hacrosiiee Bpems B
Poccun npeoOnanaer obs3arenbHas cepTudukanus, 3a pyoexoM 100poBOIbHAS, 3aMHTEPECOBAHbI B
JOOPOBOJIBHOM cepTU(UKALIMY JIUILL pOocCUiicKUe SKcnepThl. [Io Mepe y’KecToueHUs! KOHKYPEHIHH
Ha pbIHKE Oy€eT BO3pacTaTh NOTPEOHOCTh B JOOPOBOJIBHOM CepTH(UKALINY.

YdacTHUKY cepTU(UKAIUU

VYdacTHUKaMH CepTU(QUKAIMK SBISIOTCS M3TOTOBUTEIM W HCIOJHUTENN YCIyr (TiepBas
CTOpOHA), 3aKa34MKH — MPOJaBIbl (mepBas JIMOO BTOpas CTOpPOHA), a TaKKe OpraHU3aIHH,
NPECTaBISIONINE TPETHIO CTOPOHY - OpraHbl IO CepTHU(UKAIMH, HCIBITaTeNbHbIE JabopaTopuu
(LLeHTpBI), CTIEUANIBHO YIIOJIHOMOYEHHBIE (eiepaibHble OpraHbl UCIIOJIHUTEIbHON BIACTH.

OCHOBHbIE YYaCTHMKHM — 3asiBUTeNH, opransl no ceprudukanuu (OC) U ucnbplTaTelbHbIE
naboparopuu (MUJI). IMeHHO OHM y4acTBYIOT B MpOLEAYype CepTUPHUKALMKN KAKIOTO0 KOHKPETHOTO
00BEKTa Ha BCEX 3Tanax 3TOH MpoLeyphl.

Wzrorourtenu (poaBIbl, HCIIOJTHUTEIH ) IPU MPOBEICHUH CEPTUPUKAIIMHA 00sS3aHBI:

- peanu30BaTh NPOMYKIHMIO, HCHOJHATH YCIAYTH TOJBKO TPU HATUYMU CepTH]HKara,
BBIIAHHOTO WJIM IPU3HAHHOI'O YIOJHOMOYEHHBIM Ha TO OpPraHOM WJM JAEKJIapanuu o
COOTBETCTBHUHU (IIPUHATON B YCTAHOBJIEHHOM IOPSIJIKE);

- o0ecrneynBaTh COOTBETCTBHE peaiu3yeMoil mpoaykuuu (yciyru) tpedoBanusm HJI, Ha
COOTBETCTBHE KOTOPHIM OHa Oblia CepTU(UIMPOBAHA, U MapKUpOBaHHE €€ 3HAKOM
COOTBETCTBHUS;

- yKa3bIBaTh B COMPOBOJUTEIbHON TEXHUYECKON JTOKYMEHTAllUU CBEJIeHHUs O cepTudukare
WIHM JAeKJIapauu o cooTBeTcTBUM M HJI, KOTOppIM OHa JOHKHAa COOTBETCTBOBATH U
o0ecrnieunBaTh JOBEIEHUE 3TON HHPOPMAIUH J10 TOTpeOuTeNs (IOKyIaTes, 3aKa34umKa);

- oOecrieunBaTh OECHPENATCTBEHHON BBIOJHEHUE CBOUX ITOJIHOMOYHUHN JIOJKHOCTHBIM
JIUIIaM, OCYIIECTBIISIOMMUM KOHTPOJIb 33 CEPTUHHUIIMPOBAHHON MPOAYKITUEH (YCIyroi);

- [PUOCTaHABJIMBATh WM COKPALAaTh PEeaTU3allli0 MPOAYKIUHU (TPEJOCTaBICHUE YCIYTH):
eclii OHa He oTBevaeT TpeboBaHusaM H/I; mocne ucreyenus cpoka 1eHCTBUS WIM OTMEHBI
pemenreM OC; MO HMCTEYEHUH CpOKa JEHCTBHS JeKJapalid O COOTBETCTBHHM; IO
UCTEYEHUH CPOKa FOJTHOCTH MIIM CPOKA CITY>KOBI IPOTYKIUH;

- u3Bemath OC 0 TeX U3MEHEHMSIX, KOTOPBIE BIUSAIOT Ha XapaKTePUCTUKHU, IPOBEpsieMbIe TIPU
cepTuduKaIu.

Opran no ceptuduKayy BHIIOIHSAET cleAyouue GyHKINH:

- cepru@uUUMpyeT  NpPOAYKUUIO (YCIyTH), BbIIaéTCepTU(PUKATHI U JIULEH3UU

Ha MPUMEHEHUE 3HaKa COOTBETCTBHUS;

- OCYIIECTBIISIET HMHCIEKIMOHHBIM KOHTPOJIb 3a CepTU(UIUPOBAHHON MPOIyKIHEH
(yeayroii);

- TpPUOCTAaHABIMBaeT JHOO OTMEHSEeT JeWCTBUE BBIIAHHBIX UM cepTU(UKATOB; -
MIPEIOCTABIISAET 3asIBUTEI0 HEOOXOUMYIO HH(POPMALIHUIO.
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OC HecéT OTBETCTBEHHOCTh 3a OOOCHOBAHHOCTh M IPAaBWJIBHOCTh BbIAAYM cepTU(UKATa
COOTBETCTBHUS, 3a COOIIOIEHHUE MTPABUII CePTU(UKALINY.

AKKpenuToBaHHbIE HUcHbITaTeNbHblEe Jlabopatopun (MJI) oCyLIEeCTBISIIOT —HMCHBITAaHUS
KOHKPETHON MPOJYKIMH WM KOHKPETHBIE BUJIbI UCIIBITAHUN U BBIAAIOT MPOTOKOJIbI UCIIBITAHUMN IS
nenei ceprudukanuu.

NJI HecéT OTBETCTBEHHOCTb 3a COOTBETCTBHE IIPOBEAEHHBIX €10 CEePTH(PHUKALMOHHBIX
ucnbITaHui TpeboBanusiMu HJI, a Takxke 3a JOCTOBEPHOCTh U OOBEKTUBHOCTh PE3YJIbTATOB.

Ecnu opran no ceprudukanuu akkpeautoat kak NJI, To ero uMeHyroT cepTu(uKauoHHbIM
LIEHTPOM.

[IpaBoBBIE OCHOBHI cepTU(UKALIUN

3akoH «O 3amuTe npas noTpeduTeein»

Ceprudukamuss B Poccum  opranmsyercs ¥ TNPOBOAMTCS B COOTBETCTBHHM  C
o0mierocyapcTBeHHbIME 3akoHaMu P®: «O 3ammre mpaB motpedurenei», «O cepruduxanum
OpoAyKUMH U yciyr», «O cTaHgapTH3aluu», a Takke ¢ 3akoHaMu P®, oTHocammmucs K
onpenenéHHelM  orpaciusim:  «O  BerepuHapum», «O  moxapHoi — Oe3zomacHocTH», «O
CaHUTAPHOBIUIEMUOIIOTUIECKOM  OJIarornoylyunyd HaceleHHs», WHBIMH [PABOBBIMU  aKTaMHU
Poccuiickoii ®enepanuy, HanpaBJIeHHbIMH Ha PEIIEHUE OTAENbHBIX COLHATIbHO-IKOHOMHUYECKUX
3aj1ad4.

3axoH «O 3amure npas NOoTpeOuTeNEl», IPUHATHIN B 1992r., ycTaHOBUII Psi/i NPUHIMITHAIBHO
HOBBIX IOJIOXKEHHH: 3aKpeMuy IpaBa NoTpeduTenei — npaBo Ha 6€30I1acCHOCTH TOBApOB, padoT, yCcIyr
JUTSL )KU3HU U 3/I0POBBS; IPABO HA HA/JIEKAIIEee KaueCTBO MPHOOPETAEMBIX TOBAPOB, BBHIIOIHICMBIX
paboT 1 OKa3bIBAEMbIX YCIIYT; IPAaBO Ha BO3MELIEHHE yIiepOa U cy1eOHYO 3aIUTy IIpaB U HHTEPECOB
NOTPEOUTENS; NMPETyCMOTPENl MEXaHU3M 3alllUThl MOTpeOUTeNel, nmpaBa KOTOPBIX HApyIIEHbl IpU
npojaxe Hel0OpOKaYeCTBEHHBIX TOBAPOB JIMOO MPU HEHAJIEKAIEM BBIIOJHEHUN paboT OKa3aHUU
YCIIYT.

Bce 3akoHOmaTenbHbIE aKThI, ACHCTBYIOIME HA TeppuTOpuu PD, iprBeIeHBI B COOTBETCTBUU
¢ 3akoHoM «O 3aImuTe mpaB MOTPeOUTEEH.

Ha ocnHoBanum otnenpHbIX crared 3akoHa lIpaButensctBo PP yTBepxkaaer pasHoro poaa
MOJI3aKOHHBIE aKThl, MpaBUja MO JOTOBOpaM KYIUIU-IPOAAXKU, MO MPOAAXKE OTIEIbHBIX BUIOB
TOBAapOB, BBINOJIHEHUIO OT/AEIbHBIX BUAOB paboT U T.A.

B nemsax oOecnieuenust Ge3omacHOCTH TOBapoB (paboT, yciyr) 3akoH «O 3amuTe mpaB
notrpeduTenei» BBOAUT  oOs3aTenbHyr — cepTudukanuioo, CepTudHKanMs  MOATBEPKIAET
COOTBETCTBHUE KauecTBa TOBapa 00s3aTeIbHbIM TPeOOBaHUAM I'OCYAAPCTBEHHBIX CTaHIAPTOB.

Ha ocHoBanuu 3akoHa 00s13aTeNIbHON CepTHU(HUKAIIMU TOJIeXKAT:

- ToBapbl (paboOThl, YCIyrd), Ha KOTOpPble B 3aKOHOJATENbHBIX aKTaXx,
rOCYy/IapCTBEHHBIX CTaHJapTaX YCTaHOBJEHbI TpPeOOBaHHWS, HaIlpaBJIEHHbIE Ha
ofOecrieueHre O€30MaCHOCTU JKU3HM, 30POBbSl MOTpEOUTENEl U  OXpaHbl
OKpYyXarolle cpeapl, a TakKe Ha MpeloTBpallleHue NIPUYMHEHHUS Bpeaa
UMYIIECTBY MTOTpeOUTENEeH;

- cpencrTa, obecreurBaromue 0e30MacHOCTb )KU3HU U 3710pPOBbs TOTpeOUTENEH.

[TapTust TOBapa, peann3yeMoro 4epe3 pO3HUYHYIO TOPIOBYH CE€Th, WM KaXKJas €JUHHIIA
TOBapa JIOJDKHA CONPOBOXKIATHCS CEPTHU(PHUKATOMCOOTBETCTBHS, KOTOPBIM mpojaaBeln] o00s3aH
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IPEIbSIBUTH OKYIATENIO 110 €ro TpeOOBaHUIO.

Peanuzanus ToBapoB (B TOM YMCIIE UMIIOPTHBIX), BBIMIOJIHEHUE Pa0OT U OKa3aHUE yCIyr 0e3
cepTudUKaTa COOTBETCTBHUS, MOATBEP)KIAIOIIEIO MX COOTBETCTBUE O0S3aTEIbHBIM TPEOOBAHHIM
CTaHJApTOB 0E€30MaCHOCTH, 3aKOHOM 3arpenieHa. ToBapbl MOTYT COMPOBOXAATHCS CepTU(UKATOM,
BBIJJAHHBIM HALIMOHAJIBHBIMU OpTaHaMU 110 CEPTH(HKAIINY, a TAKXKe 3apyOeKHbBIMU cepTU(UKATAMH,
npuU3HaHHBIMU B Poccun.

Ha rtoBapax, mpomeamux cepTU(QUKALMIO U YIOCTOBEPEHHBIX cepTU(UKATOM (WM Ha
COIIPOBOJIUTENIBHONW JIOKYMEHTALlMU, Ha Tape WIN YIAaKOBKE), JOJDKEH ObITh 3HAK COOTBETCTBHS,
YCTAHOBJICHHBIN TOCYJapCTBEHHBIM CTaHAApTOM. OTBETCTBEHHOCTb 3a HalMuue cepTudukara u
3HaKa COOTBETCTBUSI HECET NpoAaBel] (M3rOTOBUTEND).

B nepBonavanpHOM penakuuy 3akoH AeiicTBoBal yeThipe roaa. Ho nmpakTuka nokaszana, 4To
HE BCE €ro CTaThU IO3BOJISIOT OJHO3HAYHO TOJKOBATh MX cojaepkanue. B 1996r. 6an mpunaT
®denepanbHblil 3ak0H «O BHECEHUU U3MEHEHUH U TonoJIHeHHH, a 3akoH Poccuiickoit deneparuu «O
3amure npaB norpeourenei» u Kogekc PCOCP 00 aaMUHUCTPAaTUBHBIX MpPaBOHAPYIIEHUAX». Psin
U3MEHEHUH KOCHYJICS HETIOCPEICTBEHHO BOIIPOCOB 00s3aTeIbHON cepTU(dUKaLUY.

Tak, B HOBOM peJaKIIuK YTOYHSETCS CYIIHOCTh ITOHATHUS, IIOTPEOUTEINB» KOTOPOE TPAKTYETCs
KaK «TpaX/JaHUH, UMEIOLMIl HaMepeHHe 3aka3aTh MM NpUoOpecTH MO0 3aKa3bIBAIOLIMM,
nprOOPETAIONINX HITH HCIIONB3YIOIMNI TOBaphI (PadOThI, YCIIYTH) HCKIIOYUTEIBHO JUTS THMYHBIX

«OBITOBBIX» HYXKJ, HE CBS3aHHBIX C HM3BJICYCHHEM MPHOBLIN». Takum o0pa3om, K UYUCIy
notrpedureneil 3akoH HE OTHOCUT WHJMBUIYaJIbHBIX MpeANpUHUMATENEH, MPUOOPETAOIUX TOBap
JUIL CBOGW JESTENbHOCTH, CBSI3aHHOW C M3BJIeYeHHEeM npuObu. OpHAKO, MpEeInpUHUMATENI0 HE
3ampenieHo obpamarbses B OOIIECTBO MO 3aluTe MpaB NOTpeduTenei ¢ kanobdaMu Ha KauyecTBO
TOBapa.

3aKOH IpelyCMAaTpUBAET CHUCTEMY MEp, NPEJOTBPAIIAOIIMX IIOCTYIUIEHHME B TMPOAAKY
TOBApOB, B OTHOUIEHWH KOTOPBIX M3BECTHBI (PAKThl NPUYMHEHUS Bpela YeJIOBEKY U OKpY’Karollen
cpede, HE CMOTpid Ha coOmIoeHMe MOTpeOUTeNeM MpaBUI IOJb30BaHMs, XpaHEHUs U
TpaHCIOPTUPOBKHU. [Ipy MOCTyIUIEHMH CUTHAJIOB OT OOIIECTB MO 3alllUTe IpaB MOTpeOHUTeNeH,
TOCYJJapCTBEHHBIX M OOIIECTBEHHBIX OpraHU3alMii, CyneOHbIX OpraHoB 3aKOH OOS3bIBAET
M3TOTOBUTENSI MPUOCTAHOBUT MPOM3BOACTBO (pean3alliio) TOBAapOB, paldOT, YCIYr U YCTPAaHUTh
MIPUYMHBI, BBI3bIBAIOIINE HECOOTBETCTBUE. 3aKOH OINPEAEIsSeT U IPYTHe MEpHI.

YroObl UMETh BO3MOXKHOCTD 3alIUTUTh CBOU IPaBa B ClIydyae UX HApYyIIEHUs, MOTPEOUTENb
00s13aTeNIbHO I0JKEH pacroarate HHpopMmaluei 006 U3roroBuTtese, no3Tomy 3akon «O 3amuTe npas
noTpeOuTenei» mnpeaycMaTpuBaeT IMpaBO MNOTpeOUTeNns Ha HHPOPMALUIO O MPEANpUATHH —
M3rOTOBUTENE TOBapa, MpOJABLE TOBapa, a TaKKe NpPEeIIPUHMMATENE, KOTOPBIA IPOU3BOIUT U
poJIa€T TOBAP.

Hekotopeie cBenenuss 00 HM3roTOBHUTENE MOTPEOUTETH MOMKET MOUYEPIHYTh U3 TOPTOBBIX
MapoK, TOBapHbIX 3HaKOB. TOBapHbIE 3HAKM KpyHmHEHIIMX (uUpM Bcerja oOecrneunBaloT TOBEpUe
MOKyTMaTejael K WX MPOAYKIUH, OCHOBAHHOE HE HAa HAIWYUU cepTHU(HUKAaTa COOTBETCTBUS, a Ha
BBICOKOM M CTA0MJIBHOM KadecTBE, KOTOpPOE TapaHTHUpPYyeTcss BBICOKOI((EKTUBHBIMU CHCTEMaMHU
yIpaBJIeHUs] KAYeCTBOM HMPOAYKIIMH HA MPEANPUATHAX ITUX PUPM.

Ceprudukar cOOTBETCTBUS BIpaBe MOTPeOOBAaTh OT U3TOTOBUTENS U MPOAABIIA MTOKYMATENb,
4TO paccMmarpuBaercsi 3akoHoM «O 3ammre npaB noTpeOuTeneil» Kak rapaHTHs IpaBa Ha
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0e30I1acHOCTh MOTPEOIIEMbIX TOBApOB. be3onacHOCTh M3zenuii, MPOLECCOoB, YCIyT, onpeaenseMas
3aKOHOM, KaK OCHOBHOH acCIeKT cepTH(UKALNU, XapaKTepU3yeTCs KOHKPETHBIMU MapaMeTpaMHu U
TpeOOBAHUSIMU K HUM.

B 5Toif CBS3M 3aKOHOM YyCHJIEHa TOCYJapCTBEHHAs 3allluTa IpaB MOTpeOuTened myTém
pacuIpeHust MOJHOMOYMH TakuX (ellepalbHBIX OPTaHOB yIpaBieHus, kak: Munucrepctso P® mno
AHTHMOHOIIOJIBHOM MOJHUTHUKE M NOJJAEP)KKE MpeArnpHHUMaTensCcTBa, ['occtannapr PO, Munsapas
P® u np. OHM nosyynsim IpaBo B MpeJiesiax CBOCH KOMITETCHIUU

- OCYILECTBIISATh KOHTPOJIb 3a COOIIOIEHUEM U3rOTOBUTEAMH (IIPOAAaBLIAMH) TpeOOBaHUH K
0€301acHOCTH MPOAYKIUH (paboT, yciyr);

- TpeboBaTh yCTpaHEHHE HEAOCTATKOB MM CHUMATh MOAOOHBIE TOBAapHl C MPOU3BOJCTBA,
3arpenarh peaan3auio MPOAYKIUU U yCIyT, MPEANIChIBATh PEeKpalieHue pador;

- NpEeANUCHIBATh 3alPELICHUE PEaTu3allii TOBAPOB C UCTEKIIUM CPOKOM F'OJHOCTH, a TAKXKE
IIpU OTCYTCTBUU JOCTOBEPHOI MH(OPMALIMK O HUX.

3a HapylleHue NpaBUJ CepTU(PHUKALMM OpraHaMy IO CepTU(UKALMM, HUCHBITATEIbHBIMU
nabopatopusMu (LIEHTpaMH) yCTaHOBJIEH WITpad B pa3Mepe JABYKPATHOM CTOMMOCTH PadOT IO
ceprudukanuu. Ecim e ToBapbl pealn3ylOTCsl ¢ HapyLEHUsIMM IMpaBWJ MO CepTH(UKALNU, TO
mrpadom 06JararoTcsi U3rOTOBUTENH (IIPO/AABLBI) B pa3Mepe CTOMMOCTH PEaIM30BaHHBIX TOBAPOB.
OTBeTCTBEHHOCTh ~ 3a  NOJOOHBIE  HApyIIEHUWs  HECYyT  TaKkKe U PYyKOBOJIUTENIH
OpEeNpPUATUMU3TOTOBUTENE U opraHoB 1o cepTtudukanuu. OOA3aHHOCTH IO KOOpAMHALUU
JEeSITeIbHOCTH (peiepalbHbIX OPTaHOB, OCYIIECTBIIIOIINX KOHTPOJb 32 0E30MacHOCTBIO TOBAapOB,
3akoH Boznaraer Ha ['occrannapt PO.

B ob6nactu cepruduranum 3akoHOM ompeseneHsl cienyomue oos3aHHocTH ['occraniapra
P®:

- OIpeleNeHUEe TMopsAKa CcepTUQHUKAIMU M HOMEHKJIATYphl TOBapoB (paboT, yciyr),

noJyIeXxanux 00s3aTeNnbHON cepTuhUKaIHY;

- aKKpeauTalMs OpraHoB MO CepTH(PUKAIMUA KOHTPOJIbHBIX BUIOB TOBAPOB (paboT, yciyr) u
HCIIBITATENBHBIX JTabopaTtopuil (IIEHTPOB), a TAK)Ke MPEAOCTABICHUE MPaBa MPOBEIACHUS
aKKpeIUTallUU JPYTUM IOPUANYECKUM JIUIaM;

- OCYUIECTBJIEHHE KOHTPOJIS 3a MPaBUIbHOCTHIO IPOBEACHUS CEPTUPUKALINN;

- BBEJIEHHUE l'ocynapctBeHHOro peecrpa cepTU(pUIMPOBAHHBIX TOBAPOB,

aKKpEIMTOBAHHBIX OPTraHOB MO CEPTHU(PUKALIMN U UCHIBITATEIbHBIX Ja00paTOpHii;

- TpUHATHE peIIeHUu O TpU3HAHUKM CepPTU(UKATOB, BBIAAHHBIX 3apyOCKHBIMH U
MEXIyHapOAHBIMU OpPTaHU3ALMIMY;

- mnpexncraBieHue Poccun BO B3aMMOJECHCTBHAX C 3apyOeXHBIMH CTpaHaMH U B
MEXIyHapOAHBIX OpraHU3alUAX 110 BOMpOcaM CepTHU(PHUKALIUY.

B Gonee mmpokom acriekte mpaBoBble OCHOBHI cepTudukannu obdecneunBaeT 3akoH PO «O

cepTudUKay MPOIYKIUH U YCIIyT».

3akoH «O cepTuduKanuy MPOAYKIIHMH U YCIYT

3akoH «O cepTUHKAIMU TPOAYKIIUH U YCIyr» ObUT IpuHAT B 1993r., B HOBOI penakuuu — B
1995r., a B 1998r. BcTynun B cuny @enepanbHblil 3aK0H «O BHECEHUU U3MEHEHHN U ONIOJIHEHUI B
3akoH Poccuiickoit ®@enepanun «O cepTuduUKauy TPOAYKLIUN U YCIyT», COJACpXKAIIUi HOBBIE
MOJIOKEHUS, KacaroIuecs pa3IMYHbIX aCTIEKTOB CEPTH(PHUKAIIMH.
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HoBble n3MeHeHMs 1 JOMOJHEHUs CO3Jal0T 3aKOHOJATEIbHYI0 OCHOBY Ul OoJiee riryOokon
rapMOHU3ALUHI POCCUHCKUX CUCTEM CePTU(UKALINY C MEKAYHAPOIHBIMHU MTPABUIIAMU U HOPMAMH, YTO
HE00X0IMMO JIJIs1 BBITIOJTHEHHS TpeOoBaHuil «BcemupHoi Toprosoit opranuzanum» (BTO).

[TpunsTa HOBas peakLys ONpEEICHUS TEPMHUHA «CepTUDHUKAHD ¢ yuéToM PykoBosacTBa 2
NCO/MDK ot 1996r.: ceprudukaius — 3TO IAEATEILHOCTh MO IMOATBEPKICHUIO COOTBETCTBHUS

YCTAHOBJICHHBIM  TpeOOBaHUSIM HE3aBUCUMOM OT U3TOTOBUTEIIS

(mponaBuia, MCIOMHUTENS) W ToTpeOutens (rmokymnarens) opraHuzanuu. COOTBETCTBHE
yZIOCTOBEPSIETCS B MUCbMEHHOH (hopMe, T.€. JOKYMEHTOM. TakuM 10KyMEHTOM sBJIsieTCS CepTU(UKAT
COOTBETCTBHUSL.

JlonoJHEeHNe yCTaHABIMBALT, UTO «IIPU 0053aTeNbHOM cepTH(UKALNY JeiCTBUE CepTH(HUKATA
COOTBETCTBUSL M 3HAKa COOTBETCTBUS PACIPOCTPAHSICTCS Ha BCeW Teppuropuu Poccuiickoin
Oeneparun». Takoe yTOYHEHHE BBI3BAHO HE3AKOHHOHM MpakTHKON cyObekToB P®, koTopbie
IPUHUMAJIU HOPMAaTUBHbBIE aKThl, OOSA3BIBAIOLIME ITOCTABIIMKOB TOBAapOB IPOBOAMUTH IMOBTOPHYIO
CepTU(UKALMIO, €CIIU CepTHU(UKAT COOTBETCTBUS ObLI MOJIy4YEH UMU B ApYroM pernoHe Poccun.

3aKOH OJHO3HAYHO TPAKTyeT IpPaBO Ha CO3JI[aHUE CHUCTEMbl CEpTU(PHKAIMU: «CHCTeMa
cepTUGUKAMU  CO3MaéTcsid  TOCYJapCTBEHHBIMU  OpraHaMu  YIpPaBJI€HUS, MPEeIIPUATUAMH,
YUPESKACHUSAMH W OpraHu3alMsIMU U MPEACTaBIseT co00Ml  COBOKYNHOCTb  YYaCTHUKOB
cepTU(UKAIMI», KOTOPBIE MPOBOAAT CEPTUDHUKAIMIO 110 TEM MPABWIIaM M B TOM MOPSAKE, KaK 3TO
NOPUHATO B JaHHOW CHCTEME W B COOTBETCTBHHM C TOJIOKEHUSMH 3akoHa «O cepTuduKanuu
OPOAYKIUH M yciayr». B 3akoHe ycTaHOBIIEHBI OOIIME TOJOXKEHUS O cepTU(UKATe U 3HAKe
COOTBETCTBUS, 00 oOsi3aHHOCTAX ['occrapmapra P® mo pa3paboTke MpaBMsl MX PErHCTPALUU U
IIPUMEHEHHUS.

3aKoH MpeaycMaTpUBAeT, YTO CHUCTEMa CEepPTU(UKALUU MOXKET CO3[aBaTbCsi TOJIBKO
opundeckuMu mamMu. @opma coOCTBEHHOCTH IOPUAMYECKOTO JIMIA U OpraHU3allMoHHas (Gopma
HE PErJIaMEHTUPYIOTCA.

CornacHo 3aKkoHY, K yYaCTHUKaM CepTH(QHKAIMKA MOTYT OBITh OTHECEHBI: TOCY1apCTBEHHBIE
Oprasbl; OpraHU3allK, KOTOPbIE CO3AAI0T CUCTEMY CEPTU(PHUKALMU; HCTIBITATEIbHBIE Ja00paTopuu;
LEHTpaJbHbIE OPraHbl CUCTEMBI CEPTU(UKALNU, ONpeleNseMble B HEOOXOOUMBIX clyyasx s
OpraHM3ali U KOOpJIMHAIMU paboT B cucTeMax cepTU(UKAIIMN OJHOPOAHOMN MPOIYKIUH; a TaKKe
U3TOTOBUTENU (TPOJABLbI) M MOTpeOUTENH (MOTYT NPUBIEKAThCS IMPEACTaBUTENN OOLIECTB IO
3alUTe NpaB NoTpeduTesnei).

B 3akoHe yTouHsieTcs mNpaBo ydacTuss B 00s3aTeNbHOW cepTU(UKALMK OpraHu3aluil
HE3aBUCHMO OT UX «OpPraHU3alMOHHO-NIPABOBBIX (OPM M (GOPM COOCTBEHHOCTH, €CIM OHH HE
SBIISIIOTCSL M3TOTOBUTENSAMH (IIPOAABLIAMH, HCIIOJHUTEISIMH) U TOTPEOUTENsIMH (MTOKYIATENsIMH)
cepTuuuupyeMoit UMHU IPOAYKIMH, IPU YCIOBUU UX aKKPEAUTALUU B YCTAHOBIEHHOM MOPSIKE U
HaJIMYUU JIMLEH3UU Ha TIpOBeIeHHE padoT 1o 00sA3aTeIbHON cepTUUKAIIII.

[IepecMoTpeHsbl MMONOXKEHU cTared 3aKOHA, KACAMOUIMXCS AKKpeIuTalud. Temepp IpaBo
aKKpeIuTallMM IpPeJoCTaBIeHO HEe TOJIbKO l'occtanmapty, HO U JpyruMm (enaepaabHbIM OpraHaM
VCIIOJIHUTENIBHOM BJIAcTH, HA KOTOpBIE 3aKOHOAATEIbHBIMU akTamMu P® Bo3jiokeHa opraHu3anus
00s13aTeNIbHON cepTHdHKaMU. B nx 00s3aHHOCTH BMEHSETCS HE TOJIBKO ITPOBEpKa KOMIIETEHTHOCTH,
HO BBISIBJICHHE HE3aBUCHMOCTU OT M3TOTOBUTEINEH, MPOJABIOB, moTpeduteneil. JInnensus nomxHa
BBI/1aBATHCA TOJIBKO MOCIIE MOIYUYEHHS aKKPEAUTYEMON OpraHU3alMeN aTTecTara akKpeJuTalluHy.
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Taxum 06pa3zom, HOBast peAAKIIMSL YKa3aHHOTO ITOJIOKEHHS IIPUBEECHA B ITOJIHOE COOTBETCTBUE
¢ TpeboBanusaMu gokymenTta EBpormeiickoii Komuccun I'enepansnoro dupextopara Il «Ilepeuens
MEpOTPHUATHIA, KOTOPbIE JOJDKHBI OBITh MPUHATHI Poccuiickoii @enepanuein.

@opmbl  00s3aTenbHON  cepTU(UKALMU  ycTaHaBiuMBaeT loccraHmapr 5mbO  apyrue
YIOJIHOMOYEHHBIE Ha TO OPTaHbl, IPUYEM BCE OHU JIOJDKHBI YUUTHIBATDH CIIOKUBIIYIOCS 3apyOEKHYIO
Y MEXKYHAPOJIHYIO IIPAKTHUKY.

3aKOH YCTAaHOBHJI IIOJIOKCHHE, Kacalouleecs pPEKIaMHON JAEATEIbHOCTU: 3aIllpellacTcs
peKJIaMUpOBaHME TOBapa, €CIM OH MOJUIEKHUT 00s3aTeIbHOM CepTU(PHKALMKU, HO HE HMEeT
cepTU(HKATa COOTBETCTBUS.

CymiecTBeHHbIE U3MEHEHHUSI BHECEHBI B MOJIOKEHUS 3aKOHA, OTHOCSIINECS K JOOPOBOJIBHOM
ceprudukanmu. OTMEUEHBI OTPaHUYEHUS, KOTOpPBIE 3amperaid JOOpOBOJIBHYIO CepTU(UKALUIO
IPOIYKLUH, €CIIM OHA IMoJyIexana o0s3aTenbHOl ceprudukanuy. OTMEHEHO MOJIOKEHUE, KOTOPOe
peayCcMaTpruBaJIO IPOBEACHUE JOOPOBOIBHON CepTU(HHUKAIINK TOIBKO TeM TpeOOBaHUAM K TOBApY,
KOTOpbIE HE OTHECEHbI K 00s3aTebHbIM. JloOpOBOIbHAS cepTU(UKALMS MPOBOAUTCS Ha YCIOBHIX
JIOTOBOPa MEXKAY 3asBUTENIEM U OPraHOM IO CePTU(UKALIMY 110 HHUIIMATUBE 3asIBUTEIIS.

Llenp  10OpOBOJBHON  CepTUGUKALMM - IOATBEPXKACHUE COOTBETCTBUS HPOAYKIHH
TpeOOBaHUAM CTAHAAPTOB, TEXHUUYECKUX YCIOBUH, PELIENITYp U JPYTUX JOKYMEHTOB, OIPEAEIsIeMbIX
3asBUTEIIEM.

Onpnako 3akoH MpexycMaTpuBaeT, 4YTO JOOpOBOJNBbHASs CEpTUGUKAIMS TMPOTYKIINH,
noJyIeXamel o0s3aTeNnbHO cepTH(UKANU, HE 3aMEHsIeT 00s3aTelbHYI0 CepTU(UKALMIO STOU
npoayKiun. Takum 00pa3om, eciiu Taxke H3rOTOBUTEIb OCYIIECTBII JOOPOBOIBHYIO CePTU(DUKALINIO
Ha COOTBETCTBHE TEM IIOKA3aTEIsIM, KOTOPbIE SIBJIIIOTCS ACIIEKTOM 0053aTeJIbHOM cepTU(UKAIH, OH
BCE paBHO 00513aH MPOBECTHU 00I3aTENBHYIO CEPTUPHUKALIMIO.

Becbma BaXHBIM JONOJIHEHHEM K 3aKOHY O CepTU(UKAIMHM MPOIYKIMH U YCIyT SIBISETCS
MOATBEP>KIEHUE COOTBETCTBHSL:

«IlogTBEpXKAEHUE COOTBETCTBUS MOXKET TAKXKE IPOBOAUTCA TOCPEACTBOM HMPHUHATHS
U3roTOBUTENEM (IIPOJABIOM, HCIIOJHUTENIEM) JAEKJIapalid O COOTBETCTBUU. Jlexkmapanus o
COOTBETCTBUU SIBJISETCS JOKYMEHTOM, B KOTOpPOM H3rOTOBUTENb (IIPOJaBEl], HCIIOIHUTED)
YAOCTOBEPSIET, UTO MOcTaBisieMas (MpojaaBaeMas) UM MPOAYKIUS COOTBETCTBYET TpeOOBaHUSM.
[lepeynn mNpoOIyKIUHU, COOTBETCTBHUE KOTOPOM MOKET OBIThb MOJATBEP)KICHO JeKJapalued o
COOTBETCTBUH, TPEOOBAHMS K JIeKJIapallMi O COOTBETCTBUU U MOPAIOK €€ MPUHATHS YTBEPKAAIOTCA
IIpaBuTtenscTBOM Poccuiickon denepanuu.

Jlexnapanusi 0 COOTBETCTBHMM, INPUHATas B YCTAHOBJICHHOM IIOPAJKE, PETUCTPUPYETCS B
oprase 1o cepTu(uKalnuu 1 UMeeT IOPUINYECKYIO CHITy HapaBHE C CEPTUPUKATOMY.

[IpunsTOE NOMOJHEHHE COOTBETCTBYET TpeOOBaHMAM MO mpucoenunenuto Poccun x BTO,
nosioskeHussM 'ATT u 3apyOexHOi pakTHKe MOATBEPKIECHUS COOTBETCTBHS COTJIacHO PyKOBOICTBY
2 NCO/MD3K.

Opranu3aliOHHO-METOMYECKHE MPUHIIUIBI CepTU(UKALIUN

[IpaBuna ceprudpukanuu

B kauectBe oprana mo cepruduxamuu (OC) unm ucnelTaTenbHbIX Jaboparopuit (MJI)
JIOMyCKAIOTCA OpraHu3allMd HE3aBHUCUMO OT HX OpraHU3alMOHHO-NPAaBOBBIX (opM U (opm
COOCTBEHHOCTH, €CIIM OHHU HE SBISAIOTCS H3TOTOBUTEISIMM (TPOJABIAMHU, WCHOJHUTEISIMU) U
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noTpeOuTenssMu  (TIOKyMmaTeassMi  CEPTHGUIUPOBAHHON WMH TPOAYKIMH), TPH YCIOBUH HUX
aKKpEeIUTAIllMM B YCTAaHOBJICHHOM TMOPAIKE W HAIMYUHM JIMICH3MM Ha IpoBeJeHHE paldoT 1o
CepTHU(HKAINH.

Axxpenuranuio OC u NI opranusyert u ocymectsiseT ['occrangapt Poccuu, denepanbabie
OpraHbl MCIIOJIHUTEIbHOW BJIAcTH B Ipelelax CBOEM KOMIIETEHIIMM Ha OCHOBE PE3yJIbTATOB MX
aTTecTallld, KaK NpPaBHJIO, KOMHUCCHUAMHU. Pe3ynbTaThl akkpeauTaluu O(OpMIISIOT aTTecTaToM
aKKpeIUTalUHU.

Ecau B cucreme akkpenutanuu Heckoiabko OC OmHOM M TOHM K€ MPOAYKIUHU (YCIYyTH), TO
3asBUTENb B IIPaBe MIPOBECTU CcepTUDUKALINU B THOOOM U3 HUX.

CepTudukaiiys 0TeYECTBEHHON U UMIIOPTHPYEMON TPOAYKIIMH TPOBOIUTCS 110 OJTHUM U TEM
K€ MpaBUjIaM.

CepTudukaTel W aTrTecTaThl AKKPEIUTAIIMM B CHUCTEMax o00sS3aTelNbHON CepTU(UKAINH
BCTYMAIOT B CUJIy € JAAThl UX peructpanuu B ['ocynapctBenHom Peectpe.

l'ocynapcrennslii peectp coaepxkut ceaenus o LHOC, OC. UJI, yTBepkI€HHBIX cUCTEMAaX
cepTudukany OTHOPOAHON MPOAYKUUHU (TPYIIBI YCIYT), 3HAKAX COOTBETCTBHS, ATTECTOBAHHBIX
JKCIIepPTax, JOKYMEHTaX, COAepKAIIUX MPaBUjia U PEKOMEH/IAIUU 0 cepTU(UKAIIHIH.

OdunuanbHbBIM A3BIKOM SIBIISIETCA pycCKui. Bce mOKyMeHTHI (3asiBKM, MPOTOKOJbI, aKTHI,
aTTeCTaThl, CEpTUPUKATHI U T.11.) OPOPMIISIFOTCS HA PYCCKOM SI3BIKE.

[Ipn BO3HUKHOBEHUM CIIOPHBIX BOMIPOCOB B JCATECILHOCTH YYAaCTHUKOB CepTH(UKAIUU
3aMHTEpPECOBAaHHAs CTOpoHa MoxeT nojaasats anesusinuio B OC, LHOC, INoccranaapt Poccun, npyrue
(denepanbHble OpraHbl, IPOBOAIINE paOOTHI IO CEPTU(PUKALIMU. Y Ka3aHHbIE OPIaHbl PACCMATPUBAIOT
BOIIPOCHI, CBA3aHHBIE C ICATEILHOCTHIO YYACTHUKOB PaboT MO cepTHU(HUKAINH, TPUMEHEHHIO 3HAKOB
COOTBETCTBUS, BbIIa4ll M OTMEHBI CepTU(UKATOB W aTTecTaroB akkpemuTanuu. Ceprudukanus
MPOBOAMTCS MO CXeMaM, YCTAaHOBIEHHBIM CHCTeMaMU CepTU(UKAIIMKA OJHOPOIHOMN MPOIYKIIMH WU
TPYIIBI yCIYT.

Cxembl cepTudUKaIIK MPOTYKIIUU

Cxema ceptuduxanmu — onpeaeaéHHasi COBOKYIHOCTb AEUCTBUN, 0(pUIIHAIbHO IPUHIMAaeMast
B Ka4eCTBE JI0KA3aTEIHCTBA COOTBETCTBUS TPOIYKIIMH 3aJaHHBIM TpeOoBaHusIM (Tabmuma 2).

Tabmuma 2- CxeMbl cepTuhUKalun

Ho HcnbiTanus B IIposepka HNHcnekmoHHbIN
MEpP CXEMBI AKKpEIUTOBAHHBIX  [IPOM3BOJCTBA
VCIIBITaTEIbHBIX (cucTeMbl KauecTBa) KOHTPOJIb
maboparopusix U JIpyrue cepTU(ULIMPOBAHHON MPOAYKIINN
CIIOCOOBI (cucreMsl KayecTBa,
JTI0OKa3aTeNIbCTBA MPOM3BO/JICTBA)
COOTBETCTBUS
1 HcnplTanus tuna - -
la Wcnbrtanus tumna Ananns -
COCTOSIHMS
IMPOU3BOJCTBA
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2 HcnpiTanusg tuna - HcnwiTanus 00pasIos.,
B3SITHIX y MpOJaBla
2a UcneiTanus tuna Amnanus HUcnerranus 00pasmos,
COCTOSIHUSI B3SITHIX y MPOJaBIIA.
[MPOU3BOACTBA Ananus COCTOSIHUS]]
[IPOU3BOJICTBA
3 UcnbiTanus tumna - HcneiTanue 00pa31os,
B3STHIX Y U3TOTOBUTEIIA
3a UcnbiTanue tumna Ananuz HcneiTanue 00pa31os,
COCTOSIHUSI B3SITHIX Y U3TOTOBUTEIIA.
[IPOU3BOJICTBA AHanus COCTOSIHMS]]
[IPOU3BO/ICTBA
4 UcnbiTanue tumna - HcnbiTanus 00pasIioB,
B3STHIX y NPOJaBLA.
UcnbiTanue 00pa3s1oB,
B3SThIX
Y U3TOTOBUTEIIS
4a UcnbiTanue tumna Ananuz HcnbiTanus 00pasIioB,
COCTOSIHHSI B3SITHIX y MPOJABIIA.
MPOU3BOJICTBA Ucnpitanue 00pa3LoB,
B3SITHIX Y U3TOTOBHUTEIIA.
Ananus COCTOSIHHS]|
MPOU3BO/ICTBA
5 Wcnbrtanus tumna Ceptudukanus Kontposs
[POU3BOJICTBA UINCePTU(UIIMPOBAHHON  CHUCTEMBI
cepTuduKaus KayecTBa (mpou3BOACTBA).
CHUCTEMBI Ka4eCTBa WcnbiTanuss 00pas3iioB B3STHIX Y
MpoJiaBlia U
(Mnn) y U3roTOBUTENS
6 Paccmorpenue Ceprudukarus KoHnTpons
NeKJIapaluy COOTBETCTBUH (CCUCTEMBI KauecTBa cepTU(UIIMPOBAHHON  CHCTEMBI
MpuIaraéMbIMU KayecTBa
TOKYMEHTaMH )
7 Hcnprtanue naptuun - -
8 UcnbiTanue kaxaoro - -

oOpasma
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PaccmoTpenue
NeKJIapaluu
COOTBETCTBHUH(C
MpuIaraéMbIMU
ITOKyMEHTaMH )

9a

PaccmoTpenue
NeKIIapanun
COOTBETCTBHUH(C
MpUIaracMbIMH
ITOKyMEHTaMH )

Amnanmms
COCTOSTHUS
MPOU3BOJICTBA

10

PaccmoTpenue
NeKIapanuu
COOTBETCTBHH(C
[pHIaraeMbIMU
TOKYMEHTaMH )

HcneiTanue

00pa31oB,

B3ATBIX Yy HM3TOTOBUTCIA H Y|

mpoJgaBLa

10a

Paccmotpenue
NeKIapanuu
COOTBETCTBHH(C
[pHIaraeMbIMU
TOKYMEHTaMH )

Anamms
COCTOSHUA
MIPOU3BOJICTBA

UcnpiTanus

00pasIioB,

B3ATBIX Yy HM3TOTOBUTCIA H Y|

Mpo/IaBIia.
Amnanus

IMPpOU3BOJACTBA

COCTOsAAHUA

13 Ta6J'II/II_IBI BHUIHO, YTO B Ka4CCTBC crmoco0oB JAOKa3bIBaHHU UCIIOJIb3YHOT: 1) HUCIIBITAHUC, 2)

IPOBEPKY TMPOU3BOACTBA, 3) HHCIEKIMOHHBIM KOHTPOJb, 4) pPacCMOTpEHUE JeKIapaluuud o

COOTBETCTBUHU (C MPHUJIAra€MbIMHU IOKYMEHTaMH).

OI[I/IH NI COBOKYITHOCTb HECKOJIbKHUX CIIoco0oB J0Ka3aTCIbCTBa OMPEACIIAIOT COACPKAHNC

CXEMBI OIIPEACIIEHHOIO0 HOMEpA.

B cxemax 1-5 mpousBoaMTCs MCHBITAaHHE THIA, T.€. OAHOTO WJIM HECKOJIBKHX 00pa3loB,
ABIIAIOIUXCS €€ TUIIOBBIMHU ITpeICTaBUTENSMU. VcnibITaHNE B cXeMe 7 - 3TO y’KE KOHTPOJIb KaueCcTBa
HNapTUH MyTEM HCTIBITaHUS cpesiHell MpoObl (BHIOOPKH), OTOMpAEeMOi OT MapTUH MyTEM HCIIBITAHUS
cpeaHel mpoOb! (BHIOOPKH), OTOMpPAEMOi OT MapTUU C MCIOJIb30BAaHHEM METOJ]a CTaTUCTUYECKOTO

KOHTpoJiA. B cxeMe 8 rcnbITaHIO TTOIBEpraeTcst KaKaask euHUIA TPOIyKIUU. Takum o0pa3om,
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KECTKOCTh MCIIBITAHUNA, @ 3HAUUT, HAJAEKHOCTb U CTOMMOCTb MCIBITAHUNA BO3PACTAalOT MO
HanpasiieHuto 1-7-8.

Bropoii crioco6 mokaszarenbcTBa - MPOBEpKa MPOU3BOJICTBA MPUMEHSIETCS TOTJa, KOTAA IS
00BEKTHBHOH OIICHKH Ka4eCTBa HEAOCTATOYHO UCTIBITAHUH, a HEOOXOIMM aHAJIN3 TEXHOJIOTUYECKOTO
mporiecca s OLEHKM CTa0MJIBHOCTH KadecTBa MPOAYKIMU. [l OIEHKHM NpOU3BOJCTBA
CKOPOMOPTSAIIEHCS TPOAYKIIMH 3TOT CIIOCOO OKAa3aTEeNbCTBA SABJISETCS TJIaBHBIM (cxeMma 0), Tak Kak
CPOKH TOJTHOCTU MPOJYKIIMM MEHbIIE BPEMEHH, HEOOXOAMMOIOo JUIs OpraHu3aluu U MPOBEACHUS
ucnbitanuii B NI

[IpoBepka mpou3BOCTBA MPOXOIUT TAKKE C Pa3IMYHBIM yPOBHEM kEcTKOCTU. [Ipu mpoBepke
B (hopMe «aHaTU3 COCTOSTHUS MPOM3BOACTBA» (cxeMbl la, 2a, 4a, 9a, 10a) mpoBepsieTcs ABa dIEMEHTA
kauectBa. [Ipemycmorpenneie 'OCT P HMCO 9001 — 96. B cxeme 5, mpemycMarpuBaromiei
cepTU(HUKAINIO TPOU3BOJICTBA, IpoBepstoTcs 10 anemenToB kayectBa. [Ipu cepTuduKaii CHCTEMbI
KauecTBa (cxeMsbl 5,6) nmpoBepsitorcst 20 37IEMEHTOB, MPUYEM MTPOBEPKY MPOU3BOACTBA UMEIOT IIPABO
MPOBOAMTD IKCIEPTHI, AKKPEAUTOBAHHBIE B 00JIACTH MPOBEPKU CUCTEM KaueCTBa.

Takum oOpazom, KECTKOCTh MPOBEPKU MPOU3BOACTBA, a 3HAYMUT, HAAEKHOCTH MPOBEPKU
cTabUIBbHOCTH KauecTBa OyeT Hanbosiee BHICOKON MpH cepTU(UKAIINN CUCTEMBI KauecTBa.

Nucnexunonnsiit koHTpois (MK) npegycmoTpen B 60ibIIMHCTBE cxeM. Ero npoBoasT nocie
BbI1auM cepTudukara. OH MOXKET MTPOBOAUTCS B (hOpMe MCIIBITaHUS 00pa3IoB (cxemsl 2, 2a, 3, 3a, 4,
4a) 60 B popme KOHTPOIISI CepTUDHUITMPOBAHHON CHCTEMBI KauecTBa (MPOU3BOICTBA). B mocnexHemM
ciyqae nopsinok UK pernamentuposan 'OCT P 40.005, kacaromuMcest cepTU(GUIMPOBAHHBIX CUCTEM
KayecTBa (IIPOU3BOJICTBA).

Paccmotpenue nexiapanuyd O COOTBETCTBHM (PUCYHOK 1) - 3TO cmoco® J0Ka3aTenbCTBa,
KOTOPBII MpEJCTaBisieT TMepBas CTOPOHA-U3TOTOBUTENb. IJTOT CIMOCOO BBEAEH HENABHO U
3aMMCTBOBaH W3 mpakTuku ceptudukanuu B EC. OH 3akirodaercs B TOM, YTO PYKOBOJIUTENb
npennpusatus npeacrasiser B OC 3asBieHne-AeKIapaluio, npuiaras K MOoCIeIHEMY IPOTOKOJIBI
UCIBITAaHUH, a Takke HH(GOpMalui0 00 OpraHu3aldd Ha MPEANPUITAH KOHTPOJSI KadecTBa
IPOIYKIIUH.

Cxewmsl 1-6 u 9a-10a npumeHstoTCS NMpU CepTUDUKALINY CEPUITHO BBIITyCKaeMOM MPOIYKIIHH,
cxembl 7,8,9 — nipu ceprtudukany BBINTYIIEHHON NapTUU WIM €AUMHUYHOrO 3K3eMIiunsipa. Cxemy 1
PEKOMEH/1yeTCs HCTIOIb30BaTh IPU OTPAaHUYEHHOM 00BbEME peasn3aliy U BbIlTycka mpoaykiun. Kax
BUJHO, BBIIIEYKa3aHHbIE PEKOMEHJAIMM JaHbl, MCXOAs M3 TAaKOro KpHUTEpHs, Kak OO0bEM
MPOM3BOJICTBA MPOAYKIMH. [[pyroi kputepuii - TpeboBaHus K kauecTBy. Tak, cxeMsl la, 2a, 3a, 4a,
9a u 10a pexoMeHayeTCS IPUMEHATH (BMECTO COOTBETCTBYIOIIUX cxeM 1, 2, 3, 9 u 10), eciin y OC
HEeT MH(OPMAIIUK O BO3MOKHOCTH M3TOTOBUTENS JAHHOM MPOIYKIIMU 00€CIeUnTh CTaOMIBHOCTD €€
XapaKTepUCTHK, MOATBEPKIAEHHBIX HcHbITaHusIMH. Cxema 5 sBiserca Haubomnee x€cTkoi. Eé
MPUMEHSIIOT B CIIy4ae, €CJIM yCTaHOBJICHbI OBBIIIIEHHbIE TPEOOBaHMSI K CTAOMIIBHOCTH XapaKTePUCTUK
BBIITYCKaeMOM NMpoAyKINHU (TOTEHIIUAIBHO ONACHbIE U3JIEHS TEXHUKH, MPOTyKIUS Ha SKCIOPT).

Cxembl 3a, 4a, u 5 HCHONB3YIOT Takke MPH TMPOBEAECHUU PabOT 1O JO0OPOBOJIBHOU
cepTU(UKAILMY TIPOAYKIIMH HAa COOTBETCTBHE TPEOOBAHUSAM IrOCY1apCTBEHHBIX CTAaHIAPTOB.

Cxembl 9-10a BBenmeHwsl HemaBHO. C BBeJACHHEM IMOJOOHBIX CXEM POCCHICKas CUCTeMa
cepTudUKamu eme O6onplie NpuOIM3UiIach K eBpoIeickoi cucreme kadecTBa. Eciu monmydeHHbIe
BHE CepTH(UKAIMU JOKYMEHTHI MPSIMO HJIM KOCBEHHO IOJTBEPXkJAl0T COOTBETCTBUE NMPOIYKIHUU
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yCTaHOBJIEHHBIM TpeOoBaHMsIM, TO OC MOXET BbAAaTh MOCTaBIIMKY CEPTU(PHUKAT COOTBETCTBMS Ha
OCHOBAHHUU ITUX JOKYMEHTOB U JECKJIapali O COOTBETCTBUH.
be3yciioBHO, BaKHBIM KPUTEPHEM BBIOOPA CXEMBI SIBIISICTCS CHeM(HKa MPOAYKLIUH.
Cxemsl cepTu(UKaLIMU YCTAHABIUBAIOT B CUCTEMaXx (MpaBHiiax) cepTH(PUKALNN OTHOPOTHON
npoaykuuu. Konkpernyto cxemy onpeaenser OC unu 3asiBUTENb.
IIpy Hamuuuu y W3roTOBUTENS CepTH(MKATa Ha CHUCTEMY KauyecTBa €My JOCTaTOYHO
IPEJCTaBUTh HA KOHKPETHYIO MPOAYKIHIO IeKJIapaltio O COOTBETCTBUHU (PUCYHOK 1).
ITopsnok npoBeneHus cepTuUKaLUU NPOIYKIIUN
Ceprudukanus npogyKIun IPOXOIUT M0 CIETYOIUM OCHOBHBIM 3TallaM:
- moJaya 3asBKH Ha cepTU(UKALUIO;
- PacCMOTpEHHE U IPUHATUE PELICHHUS 110 3asBKE;
- orOop, uaeHTUUKAIUS 00PA3IOB U UX UCIIBITAHHUS,
- IpoBepKa MPOU3BOICTBA (ECIIU MPeAyCMOTpeHa CXeMoi cepTudukanumn);
- aHauu3 MOJIyYECHHBIX PE3yJIbTaTOB, NPUHATUE PELIECHUS O BO3MOXHOCTU BbIIAYU
cepTuduUKaTa;
- Bbljaya ceprudukata U JMUEH3UM (pa3pelleHus) Ha NPUMEHEHUE 3Haka
COOTBETCTBHUS;
- MHCIEKIIMOHHBIM KOHTPOJIb 32 CEPTUPULIUPOBAHHON TPOIYKIMEN B COOTBETCTBUU
CO CXeMOH cepTU(]UKALIU.
[Tpu cepTudukanyu mo OTAETHHBIM CXeMaM HEKOTOPBIE ATAITbl MOTYT HE TIPEAyCMaTPHUBAThCA.
PaccmoTtpuM conepxanue KaxxI0ro dTamna.
1./lna npoBenenus cepTuuKaLuy 3assBUTENb HAIPABJIsET 3asBKy B cooTBeTcTBYOmU OC.
[Tpu Hanuunu Heckonbkux OC mo cepTuUKAUKM JaHHOM MPOAYKLUH 3asBUTENb BIIpaBe
HalpaBUTh 3asBKY B 1000 U3 HUX.

JNEKIJIAPALIMA O COOTBETCBUN

HaAaNUMCHOBAHUC OPTraHU3aAllUN-U3TOTOBUTCIIA, IIPpOAABIa (z[anee 38.5IBI/IT6J'I$I)

KoL OKIIO umu HOMCP PEruCTpaluOHHOI0 JOKYMCHTA MHAWBUAYAJIbHOTO NPCAITPUHUMATCIIA

FOpunnueckuii anpec_

Tenedon Paxkc__Tenekc B JINILIE
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(hamMuvs, UM, OTYECTBO OpraHu3aIuu (IIpoIaBIa)
3asgBIIAET, YTO IIPOAYKIIUA

tur, mapka, KOJ[ OK 005 (OKII) u (unu) T BOJ] CHI" Beiltyckaemast mo
HauMEHOBaHHE U 0003HAYCHUE

TOKyMeHTaIus nu3rorosutens (cranaapt, TY, KJI, o6pasen-3tanon)

C@prIHBIfI BBIITYCK, WJIM HapTUA onpez[enéHHoro pasmMepa, HIM CAWHHUIA IPOAYKIHUU
COOTBECTCTBYCT Tpe6OBaHI/I$IM
HauMEHOBaHUE U 0003HAYEHUE

HOPMATUBHOI'O JOKYMCHTA, HOMEpaA ITYHKTOB I[OHOJIHI/ITeJII)HI)IG CBCIACHUS _
AOKYMCHTA IMOATBCPKAAOIIUEC COOTBETCTBUC MTPOAYKIIHNHN

Tpe60BaHI/I$[M HOPMAaTUBHBIX TOKYMCHTOB PYKOBOIH/ITGHI) opraHu3anvn

MOANHUCH WHUIUANBI (paMILTUS
M. 11, [ara
Pucynoxk 1 — @opma pgexnapaiid O COOTBETCTBUM (KaK cHocoda oKa3aTenbCcTBa

COOTBCTCTBHA B OTACIIBHBIX CXEMaAX CepTI/I(l)I/IKaLII/II/I).

HanmomanMm, 4T0 3asBUTEIEM MOXKET OBITH JTF000€ FOPUINIECKOE JIUIIO (MITH WHIANBUAYATHHBIN
NpeIpUHUMATENh), MPEACTaBIAIoNIee MPOAYKIMIO Ha CepTU(UKAINIO, MPU3HAIIINE IpaBUiia
CUCTEMBI CepTU(UKAINH U 00s3BIBAOIIEECS OIJIATHTh PACXOJIbl Ha €€ IPOBEICHHE.

[Tpu 00s13aTenbHOM cepTU(UKAIIMH TI0 CXEME C HCITOTH30BaHUEM JICKJIApAIIH O COOTBETCTBUHU
3asBUTENb TOAAET B OC BMeECTE C 3asIBKOM U JEKJIapaliio O COOTBETCTBUHU.

2.0C paccmatpuBaeT 3asBKy u (He mo3aHee 15 mHeit) cooOmaer 3asBUTENIO perieHue. B

pEIIeHUH COJEPHKATCS BCE OCHOBHBIC YCIIOBUS CepTU(HKAIMM, B YAaCTHOCTH: CXeMa
ceprudukanmu (ecnu  3asgBUTENb caM €€ TPEeasiokKWiI); TepedeHb HEO0OXOTUMBIX
JIOKYMEHTOB, TepeueHb akkpenuToBaHHBIX WJI; mepeueHb OpraHoB, KOTOPbIE MOTYT
MIPOBECTHU CEPTUPHUKAINIO TPOU3BOJICTBA UM CUCTEMBI KaueCTBa (€CIIU ATO MPEyCMOTPEHO
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cxemoit ceptudukainuu). Beidop konkperHoir MNJI, OC nmna cepTudUKAIUU CUCTEMBI
KauecTBa (IIPOU3BOJICTBA) OCYIIECTBISET 3asiBUTEIb.

B coorBerctBun ¢ «Ilonmoxenuem o cucreme ceprudukanmu [OCT P» x cepruduxanun
JIOITYCKaeTCs MPOAYKLHUs, IPUrOAHAs! ISl UCIIOJIb30BAaHUS 110 HA3HAUYEHUIO, UMEIOILasi HEOOXOAUMYO
MapKUpPOBKY W TEXHUYECKYIO JOKYMEHTAIMIO, COJACpXallyl0 HH(OpMAnuio O MNpOAYKIUU B
COOTBETCTBUU C 3aKOHOAATEIHCTBOM P® (1m0 ToBapaMm — B cOOTBETCTBHH ¢ 3akoHOM P® «O 3amute
mpaB MOTpeOUTEIEH).

3.0160p 00pa31oB A1 UCTIBITAHUN OCYIIECTBISAET, Kak npaBuio, MJI. Mcneiranus mpoBoasaT

Ha 00pa3lax, KOHCTPYKIHUSA, COCTaB U TEXHOJIOTUSI U3TOTOBJICHHS] KOTOPBIX JTOJIKHBI OBITh
TaKUMH XK€, KaK y MPOAYKIIMH, [IOCTABIAEMON OTPEOUTENIO (3aKa3UHKY ).
KonnyectBo 00pa3ios, HOpsI0K UX 0TOOpA U XpaHEHUS YCTAaHABIMBAIOTCS B COOTBETCTBHUH C
HJI nnm oprann3animoHHO-METOAMYECKUMH JJOKYMEHTAaMHU 110 cepTU(UKaLnu.
OcymiecTBisieMasi Ha JTaHHOM JTare WACHTH(QHUKAIMS TOJDKHA MOATBEPAMTH IMOJUTMHHOCTH
OPOAYKIMK, B YAaCTHOCTH COOTBETCTBHUE HAUMEHOBAHUIO, HOMEpY NapTUH, YKa3aHHOMY Ha
MapKUPOBKE.
Ucneitanusa npoBonsarcs B MJI, akkpeAUTOBAaHHBIX HAa MPaBO MPOBEACHUS TEX HCIBITAHUI,
KoTopele TmpexycMoTpersl B HJI, ucnomp3yembix mnpu cepTUUKAIMU JAaHHOW MTPOLYKIIHH.
[IpoTokonsl ucnbiTaHu# npeacTaBisitoTes 3asurento 1 B OC. Konmuu mpoTOKOIOB HCIBITAHUN U
UCTIBITAHHBIE 00PA3IIbI MOJIEKAT XPAaHESHHUIO B TEYEHUH CPOKa JICHCTBUS cepTrdHKara.
4.B 3aBUCUMOCTH OT CXEMBbl CepTU(UKAIUN MOTYT MPOM3BOIUTCS AHAIM3 COCTOSHUS
IIPOM3BOJICTBA (CxeMbl 2a, 4a, 9a, 10a), cepTuduKalns Npou3BOJACTBA U CUCTEMBI KauecTBa
(cxemsbl 5 1 6).

5.0C mnocne aHain3a NPOTOKOJOB HUCHBITAHUM, NMPOBEPKU IPOU3BOJCTBA OCYLIECTBIISET
OLIEHKY COOTBETCTBUSl IPOJYKLMH YCTaHOBJIEHHBIM TpeboBaHusM. B  ciyyae
HOJIOKUTENbHBIX pe3yiabTaroB OC odopmisier cepTudUKaT U PErHCTPUPYET €ro.
Ceptudukar IEHCTBUTENECH TOJBKO MPH HAIUYUM PETHCTpaAIlMOHHOTO Homepa. [Ipu
o0s3aTenbHON cepTHU(UKAUU cepTU(UKAT BBLAAETCSA, €CIU MPOAYKIHUS COOTBETCTBYET
BceM TpeOoBaHusM Bcex HJI, ycraHOBIEHHBIX Juisi aHHOW mponykuuu. OOsi3aTenbHON
COCTaBHOM YacCThIO CepTH(HUKATA COOTBETCTBHS SIBISIETCA CEpPTUPHUKAT TMOXKAPHOU
0€30MacHOCTH.

[Tockonbky mpoBepKa MOJIMHHOCTH M MPaBUJIBHOCTH 3allOMHEHHs cepTH(UKaTa SBISETCS
OJTHOW 13 (pOpM BXOJHOI'O KOHTPOJISl KadecTBa MPOAYKLHUH, MOCTyHaroIeil B opraHu3anuu chepsl
ycIIyT (MaraswHbl, NPEANPUATHS OOIIENUTa U Tp.), TO KOMMepYeCKHue paOOTHUKU IOJHKHBI 3HATH
TpeboBaHus K popMe cepTUUKaTa COOTBETCTBUS U MPaBHJIA €T0 3aMOJHEHUs (PUCYHOK 2).

[Ipu oTpunaTenbHBIX pe3ysbTaTax 00s3aTeNIbHON cepTH(PUKALUU BBIITYCKaeMOW MPOTYKIIUU
OC nomxeH yBeJOMUTb 00 3TOM COOTBETCTBYIOLIUN TEPPUTOPUAIBbHBINA OpraH rocylapCTBEHHOIO
KOHTpPOJISI U HaJ30pa MO MECTY PaclOJOXKEHUs M3roTOBUTENs (IIpojaBla, UCIOJHUTENS paboT u
YCIIYT) JUTsl IPUHATHS HEOOXOJUMBIX MEp IO MPEeAYNPEKACHUIO peal3allii JaHHOW MPOIYKIINH WIH
BBINOJIHEHUS paboT (OKa3aHUs YCIIyT).

Cpok neiictBus ceprudukata ycranasnuBaer OC, Ho He Oonee yeM Ha Tpu roja. Jlelictue
cepTudHKaTa Ha MAPTHIO MPOITYKIHH, UMEIOIIEeH CPOK TOAHOCTH, JOJKHO PAaCIPOCTPAHATHCS HA CPOK
He 0oJiee CpoKa rOTHOCTH MPOTYKIIHH.
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Jns cepuilHO BBIMYCKAEMOM MPOIYKIMHU, PEAM3yeMOl H3rOTOBUTENIEM B TEUEHHE CpPOKa
neicTBus cepTuduUKara, OCISAHUNA JIEHCTBUTENCH MpU €€ MOCTaBKe, MPOJake B TEYCHHE CPOKa
CITyXKOBI.

B compoBoauTensHONW TEXHHYECKOW JOKYMEHTAIMH, MPUIAraeéMoil K CepTH(QHUIMPOBAHHON
nponykiuu  (PykoBoncTBO MO IKCIUTyaTalMM, [AacoOpT, 3TUKETKA M [1p.), a TaKke B
TOBapHOCOINPOBOJUTENILHON JOKYMEHTAIlMM JieJaeTcs 3aluch O MPOBEAEHHON cepTudukanmuu
(Homepe cepTudukaTa, CpoKe ero IeiCTBUS, OpraHe, ero BbIAABILEM).

CIACTENA

CEPTINMDOINKAT

(1)
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Cam 3Hak npencrasisier coderanue PCT u o3Hawaer ab0peBuaTypy HaszBaHusl cTaHgapra — P
[occuiickuil] CT [anmapT] . OH yka3biBaeT Ha HAlMOHAIBHYIO MPUHAIJICKHOCTh 3HAKa COOTBETCTBHUS.
MapkupoBaHue IPOAYKIIUH 3HAKOM COOTBETCTBUS OCYILECTBISET U3TOTOBUTEND (IIPOJIABEL).

WzroroBurento (NpojaBlly) IIpaBO MapKUPOBAaHUS 3HAKOM COOTBETCTBHUS MPEJOCTABISAETCS
muneHsuel, BeiiaBaeMoii OC. B nuiieH3un ycTaHaBiIMBaeTCs 005S3aTeIbCTBO M3TOTOBUTENS (IIPOJABIIA)
o0ecneunTh COOTBETCTBHE BCEHl MPOIYKIMH, MapKHUPOBAHHOW 3HAKOM COOTBETCTBUS, CTaHAApTaM H
UCIBITAaHHOMY 00pa3siy.

3HaK COOTBETCTBUSI CTaBUTCS Ha u3Aenaue U (WIK) Tapy, COMPOBOIUTEIBHYI0 TEXHUYECKYIO
JOKYMEHTAllMI0. 3HaK COOTBETCTBUS HAHOCAT HA Tapy IpU HEBO3MOKHOCTM HAHECEHUS €ro
HENOCPEACTBEHHO Ha MPOIYKUUIO (Hampumep, A ra3000pa3HbIX, KHUIKUX U CHITYUYUX MaTepHalioB U
BEILIECTB).

Nucnekunonnsiii koHTposb (MK) 3a cepruduumpoBanHol npoaykuueid mpoBoAMTCS (€CiIU 3TO
MIPEyCMOTPEHO CXEMOM cepTU(dUKAIMK) B T€YCHHE BCErO CpoKa JACHCTBUS cepTU(UKaTa U JUIEH3UU HE
peke 0HOro pasa B rojl B popMe NMepruoJUIECKIX U BHETIAHOBBIX MTPOBEPOK, BKIIFOYAIOLINX HCIIBITAHUS
00pa31oB NPOAYKIIUU, aHAJIU3 COCTOSIHUS MPOU3BOICTBA U TIp. Llenh HHCIEKIIMOHHOTO KOHTPOJIS, KaK 3TO
y’K€ YKa3bIBaJOCh BBIIIE, - MOJITBEP)KIEHUE COOTBETCTBHUS PEai3yeMOil MPOAYKIMH YCTAaHOBIEHHBIM
TpeOOBAHUSM.

BrennanoBbie NPOBEPKU MOTYT POBOJUTHCS B CIy4asiX MOCTYIUIEHUS MH(OPMaLUU O IPETEH3USIX
K KauecTBY NMPOIYKLUHU OT NOTpeOUTENEH, TOProBbIX OpraHN3alui, a Tak)Ke HaI30PHBIX OPTaHOB.

Pesynbrarel UK odopmitstor aktom. [lo pesynpraram OC MOXKET MPUOCTAHOBUTH HIJIM OTMEHUTH
nelicTBue cepTU(UKaTa U aHHYJIMPOBATh JIMIIEH3HUIO HA MTPaBO NPUMEHEHHUs 3HaKa COOTBETCTBUS B CIIydae
HecooTBeTcTBUs npoaykuun TpeboBanusm HJI. UK ocymectBistor, kak mpaswio, OC, mpoBoasiiye
CepTHU(UKAINIO JAaHHOM MPOAYKLIMH.

2.2. IlepevyeHb BONPOCOB M 33IaHUI JJIl IPOMEKYTOYHOM aTTeCTAMHA

KoHTpoJIbHBIE BOITPOCHI.

1. 3akonomarensctBo Poccuiickoit denepanuu B obOnactu 3amuThl wHGoOpManuu. TpeGoBaHuUS
0e30macHOCTH K cepBepaM 0a3 naHHbIX. Kitaccel 3amuTel

2. OcHOBHBIE IPYMIIBI METOJIOB MTPOTUBOJICHCTBUS yTrpo3aM 0€30MacHOCTH B KOPIIOPATUBHBIX CETAX

3. IIporpammHo-anmapaTHble METOABI 3alIUTHI Ipolecca 0oOpabOTKM M Tepenaud HH(OpMaIH.
ITonuTHka 6€30MacHOCTH, HACTPOHKA MOJIUTUKU OE30MaCHOCTH

4. Buapl HEUCIIPABHOCTEHN CUCTEM XPaHEHMSI TAHHBIX

5. PesepBHOE KONMMpPOBaHUE: 1I€JU, METOAbI, KOHIIETILINH, TNIAHUPOBAHUE, POJIb KypHaJIa TpaH3aKIUH.
Buasl pezepBHBIX KONHI

6. YTUINTBI PE3€PBHOTO KOIUPOBAHUS

7. BoccranoBieHue 6a3bl JaHHBIX: OCHOBHBIE QJITOPUTMBI U 3TAIIbI

8. Boccranosnenne Hocutened. Boccozmanme ytpadeHHbIX (haitnoB. IlomHoe BoccTaHOBIEHHE.
HenonHoe BoccTranoBieHne

9. MOHUTOPHUHT aKTUBHOCTH U OJOKHPOBaHUE

10. ABTOMaTH3UpOBaHHBIE CPEICTBA AyAUTA

11. Bpanamayspsl. YpoBHM KauecTBa MPOTPaMMHOM TPOAYKIIUU

12. TpeboBanusi K KOHGUTYpallUd CEPBEPHOTO OOOPYAOBAHHS M JIOKaJIbHBIX ceTeil. OdopmiieHue
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TpeboBaHui. TexHHMUECKOE 3a/1aHKE.

13. O6bexThI HHPOPMATU3ALHH, TPEOYIONIHE 00s3aTeILHON CePTUPHUKAIIMN TPOTPAMMHBIX CPEJCTB U
obecrieyeHus

14. Ceptuduxarsl 6€30macHOCTH: BHIIBL, PYHKIMH, CpOoK neiicTBud. [IpoBepka Hammuus cepTudukaTa
0e30macHOCTH

15. Cucremsl ceptudukaruu. [Ipornenypa ceprudukauu.

16. IInardopmel u nenTpsl ceptuduranuu. Ceprudukar pazpadoruuka. [Ipouecc noanucu u npoBepku
Koza

17. SSL ceptudukar: cogepxanue, GopMUpOBaHUE 3aPOCa, IPOBEPKA JaHHBIX C IOMOILBIO CEPBUCOB

Kputepun olieHnBaHus YCTHOTO OTBETA HA SK3aMEHE

Onenka «5» («OTJIMYHO») COOTBETCTBYET CIIEAYIOIIEH KAayeCTBEHHOW XapaKTEPUCTHKE:
«U3JI0KEHO MNPAaBWJIBHOE IOHMMAHHUE BOIpPOCAa W JaH MCUYEPIBIBAIOLIMI Ha HEro OTBET, COAEpKaHHE
PaCKpBITO MOJIHO, TPO(PECCHOHAIBHO, TPAMOTHO.

BeicTaBisiercs cTyneHTy,

- YCBOMBIIEMY B3aMMOCBSI3b OCHOBHBIX IOHATUH JUCUUIUIMHBI B HUX 3HA4CHUU IS
npuobperaemMoil npodeccuu, MPOsSBUBLIEMY TBOPUYECKHE CHOCOOHOCTHM B IOHUMAHUU, U3JIOKEHUU H
HCIOJIb30BaHUHU yU4EOHO-IIPOrPaMMHOTO MaTepuara;

- 0OHapyXMBIIEMY BCECTOPOHHEE CHCTEMATHYECKOE 3HaHHWE YUeOHO-IPOrpaMMHOTO MaTepHaia,
YETKO U CaMOCTOSITEIILHO (0€3 HAaBOSAIIUX BOITPOCOB) OTBEYANOIIIEMY HA BOIIPOC OWIIETA.

Onenka «4» («XOpOIIO») COOTBETCTBYET CIIEIYIONIEH KaueCTBEHHOW XapaKTEPHUCTHKE:
«U3JI0’KEHO MPABUIIbHOE TTOHUMAHKE BONPOCA, JTAaHO JOCTATOYHO MOAPOOHOE ONMMCaHUe MpeiMeTa OTBETa,
NPUBEJCHBI U PACKPBITHI B TE3UCHON (hopMe OCHOBHBIE MOHATHS, OTHOCSIIMECS K MpPEIMETy OTBETa,
OLIMOOYHBIX MOJIOKEHUH HET».

BeicTaBisiercst cTyieHTy,

- oOHapy’XUBIIEMY [TOJHOE 3HaHHE Y4eOHO-IPOrPpaMMHOI0 MaTepHrala, F[paMOTHO U IO CYIIIECTBY
OTBEYAIOLIEMy Ha BOMPOC OMiIeTa U He TOMYCKAIOIIEMY IPU 3TOM CYLIECTBEHHBIX HETOUHOCTE;

- [IOKa3aBIIEMy CHCTEMaTHYECKHI XapakTep 3HAaHUM MO AUCHUIIMHE U CIHOCOOHOMY K HX
CaMOCTOSITEIbHOMY TOINOJIHEHUIO M OOHOBJIEHHIO B XOJ€ JalibHelled yueObl u mpodeccuoHaIbHOM
NeSITEIbHOCTH.

Onenka «3» («yJIOBIETBOPUTEIHLHO)

BrictaBnsercs cTyneHty,

- 00HapyXMBILIEMY 3HaHHUE OCHOBHOT'O yU4e€OHO-IIPOrpaMMHOI0 MaTepHualia B 00bemMe, He0OXOAMMOM
U JanbHeime y4eObl U mpencTosieid paboTsl Mo mpodeccuu, CHpaBiSIOMEMYCs C BBITOJHEHHEM
3aJIaHMM, TPEAYCMOTPEHHBIX TPOrpaMMOii;

- JIOTyCTHBIIEMY HETOYHOCTH B OTBETE U NPHU BHINOJHEHUU SK3aMEHAIIMOHHBIX 3a/laHui, HO
o0aaouMy He0OXOAMMBIMU 3HAHUSAMU JUIS UX YCTPAHEHHUS MOJI PYKOBOJICTBOM IpenoaBaTelis.

OrneHka «2» («HEYAOBIETBOPUTEITHHOY)

BricTraBnsercs cTyneHty,

- OOHapyXMBIIEMYy CYIIECTBEHHbIE MPOOENbl B 3HAHUSAX OCHOBHOTO YUeOHO-IPOrPaMMHOTO
MaTepuaia, JOIyCTUBIIEMY NMPUHIMITHAIBHBIE OIIMOKHM B BBINOJHEHUH MPEIYCMOTPEHHBIX MPOTrpaMMOn
3aJJaHNM;

- JaBLIEMY OTBET, KOTOPBIA HE COOTBETCTBYET BOIPOCY SK3aMEHAILMOHHOTO OUJIEeTA.
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3. Pexomenayemasi auTepaTypa U HHbIe HCTOYHUKH

OcCHOBHBbIE€ HCTOYHHUKH:

1. Ymakos, [0. A. AnmuauCTpupoBaHre HHOOPMAITMOHHBIX CUCTEM : JTAOOPATOPHBIN
npaktukyMm / 1O. A. Ymakos, M. B. Ymrakoga, A. JI. Kounos. — OperOypr : OpeHOyprekuit
rocynapctBeHHbI yauBepcuret, ObC ACB, 2025. — 149 c. — ISBN 978-5-7410-3408-8.
— Texct : anexrponHsii // Lludposoit oO6pazoBarensHblil pecypc IPR SMART : [caiiT]. —
URL: https://www.iprbookshop.ru/153173.html

JlonoiHUTEIbHAS JIUTEpaTypa:

1. IIpoexTupoBanre MHPOPMAIMOHHBIX CUCTEM : y4eOHO-METOAUYEcKoe mocodue /
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